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51 AFE TS B IP Fo 2 ettt e et e e st e e et e e e e atraea e 68
B2 IP T2 B T B O oo et e e e et e e e e e b e e e e aatraaaeans 70
H 53 ARP Bt HE S RlIBE B B ettt 70
I 5-4. DEFAULT GATEWAY & & B B0, Lottt ettt et eve et e eree s 70
H 7-1. IGMP SNOOPING 2 & SLIEHZ HZ O oottt 95
H 7-2. IGMP PROXY-REPORTING 2H& 2 LIEE U .ot 95
H 8-1. SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID ....oviiiiiiiiec ittt 99
I 8-2. SPANNING-TREE TIMERS .....tvttieittiteeitieteestteeeesteeeeessseeeesssesaesssseeesssseeesassseeesassseeesnssneeesanssees 99
I 8-3. PORT STATE COMPARISON....ceeiuttetteitteteeitueeesssseeesasseeesaasseesessssesssassseeesassseeesnssesesasseeesansseees 105
H 8-4. RSTP BPDU FLAGS ...cc ottt ittt ettt ettt e e e e st e e e e e e s e st a e e e e e e e s e santaeeeaeeeesannnnneees 107
H 8-5. DEFAULT STP CONFIGURATION......etieitttteeiettreeesassreeesassesesassesesasssesesasssesesassssssssssssssssnssseessanses 108
e S A e B = = 0 O 126
H10-2. EE S H RSl Bl B e et 128
H10-3. EE EH RS A & B et 130
B R =y S A= = = TR 130
H10-5. CPU E BT SH ZEIIEE B a8 ettt ee e eee e e e eaee e 130
I 10-6. U3000 SERIES ARl K 2l & ] Al B et 132
10-7. ALAEN E 0 DI A B B et 134
T 10-8. AIAEIHIAIRI 2 BH8 A B B e 134
0 TR [ N === SR 136
H 10-10. RMON ALARMAND EVENT A & S Lttt 137
H 10-11. RMON STATISTICSAND HISTORY & & T L. 139
I 10-12. FLOW-RULE M A /A M/ E A A B a8 et 142
I 10-13. FLOW-RULE CLASSIFICATION S B ..o ettt ettt 143
H 10-14. FLOW-RULE E 2 HE BB ittt sttt be et et e eaae e re e sre e 144
I 10-15. MASK-CALCULATOR T B ... ittt ettt e st e st e e st e e b e e eta e e ante e e saaeeenteas 145
I 10-16. POLICY-MAP M A L ZE0F S8 e 146
H 10-17. PoOLICY-MAP AT H| 2 S & FLOW-RULE AT Kl oo 146
I 10-18. POLICY-MAP & E/0H Kl B B ittt ettt et 146
U3000 Series DSLAM User Guide 9




—— =
H 10-19. FLOW-RULE 23] B B L ittt et et e e st e et e e nnae e antenennteennneas 147
H 10-20. Qos & &H MARKING/REMARKING HIOI S A8 EE e 149
H 10-21. Qos & & MARKING/REMARKING HIOIZ ESI B ..o 149
B I I T e e e e = 0 USRS 154
H11-2.FTP £ S5 DOWN/UP LOAD B E O 1iiiiciieciec e ee ettt 155
H 11-3. TFTP £ S5 DOWN/UP LOAD B E O .viiiiiic ettt 156
I 11-4. CONFIGURATION MANAGEMENT & 8 0 ...viiiiieciiic ettt ettt 157
H11-5.BOOTMODE £ & L AIAE TH A S BB K oo 158
T 12-1. SYSCTL B B O oottt e e e et e e e e bt e e e e s ab e e e e e abe e e e enbreeeeaataeeeenens 164
g =it

18 2-1. U3000 SERIES AR X2 @ F T Gl e 21
18 4-1. U3000 SERIES 2RI X2l ILE JIBEVLAN A Ol oo 57
A 4-2. F AKX Z2HM SEE S ZE JIBEVLAN e 58
843 F AKX ZHM E&FE F I ZE JIBEVLAN. ..o 59
A 44 B0t 22 2 YU I EX L2 2l Sl CHOITH A& e 61
A8 45 Bl 22 2 YU EH I 2R 22 2l =2l B CHOITH & e 61
T1E -6, INATIVE VLAN ..ottt ettt ettt e et e et e e e b e e st e e e be e e abaeesabeeeebaeesnbeeeabeeesnbeeanseaens 63
18 4-7.VLAN £ & 0l Hl — TAGGED AND UNTAGGED VLAN ......ociiiiiiiiiiiiii ettt 66
18 6-1. DHCP RELAY AGENT 2 Al DHCP MBI BIIAI K S E e 73
12 6-2. Ol Ml LIER 3 — DHCP RELAY AGENT 28 Al & Lt 77
1) 8-1 SPANNING-TREE TOPOLOGY ....ccuviiiiuiieiureeiitieeiteeaeteeeeteeeseteeesateesbeeseteeesabeeaaseeessseesbeeessseeanreas 100
1) 8-2 SPANNING-TREE INTERFACE STATES ...ccuviiiitiieittieeteeeiteeeeteeestteesbeeseteeesntesasseeesssessesseesnseeanneas 101
_1& 8-3. PROPOSAL AND AGREEMENT HANDSHAKING FOR RAPID CONVERGENCE ......cvceeviveeiiieesiveennnnns 106
T1 = 8-4. SELF-LOOP A BE ittt sttt et e e re e nre e e 117
1 10-1. RMON MANAGER 2F RMON PROBE .......uuviciuiiiitie ettt e cteeeette e et e st st e eteeeeaaeeeetaeesnreeeareas 136
18 10-2. SPQ(STRICT PRIORITY QUEUE) METHOD ..veeuteiititesieesteesieesteesneesneeaeeesseesseesseesseesnseansesssesnes 150
12 10-3. WRR /WFQ METHOD ....uviiiiiutiiee ittt e e ettt e e eettteeeeeataeeeseateeeaesbeeesssbeeeessbeeeesasbeeeeansbeeeeeanses 150
1 13-1. OPTION BAND 2F BBAND .....vvteiitiieitteestteeiteeesstesasesessseestesessseessseessseesssesansesessseesseeesssesssens 169
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solution

xDSL

Switch# show E
access-1list
arp
clock
config
cpu
debugging
filter
flash
flow-rule
interface
ip
logging
mac-address-table
mac-count
memory
mirroring
ntp
port
port-group
privilege
gos
rate-limit
rmon
running-config
service-policy
spanning-tree
stack
startup-config
switchport
system
uptime
users
version
vlans

Switch# show

access list entry

Display ARP table entries
show current system's time
Show config file information
CPU information
Debugging functions
filter setting
display information about flash file system
flow-rule
Interface status and configuration
IP information
Show all contents of logging buffers
Display MAC address table entries
MAC count configuration
Memory statistics
Port mirroring configuration
show current ntp status
Port status and configuration
Port-group configuration
Display your current level of privilege
Qos configuration
Display rate-limit control parameters
Remote Monitoring
Current operating configuration
service-policy information
Spanning tree topology
Show stacking information
Show startup config file information
Switching port configuration
Display the system information
Display elapsed time since boot
Display information about terminal lines
Display the system version
VLAN information

FE2ESY JIs=E show BENHE Sot0 EH O3S 2L show BEN & = S GI0| 2’ E &
S5t Ch23 20l show B0 CHet 40| EAIE D HMIF ZEO0IHA OIS BE 282 JIT
gl Ch.

Switch# showi

show Show running system information

Switch# show

FO0A 2E s EES AHHE €0 A X s BFES BE0] GHAL Od ¥ pE XD S
0l ‘8 XM p'2 AlEoteE ME HEU 2IAED CIS 20| EHEU 228 29 AL st
L2 UA ZAIHEHN AHAAMI ZE0IHAN JSE S HIISHCH
16
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XDSL

solutlon

/’—/

Switch# show pi
port
port-group
privilege

Display port configuration
Port group information

Display your current level of privilege

Switch# show p_

(o]
=

2.1.3.

05!

20

=
=

o=

U3000 Series A2 X8| CLI =
AL LPHOZ FHOO X FA 2T

=R

02
o

A=

b Notice

UL 0lRE

U3000 Series A9 XIJF H
FAH =56l OF StCH s

20

Ambiguous

e 20 =8t

£ 2|0l &tCt.

Switch# show ﬂa

)

% Ambiguous command.

Switch# show i E
ip
logging
Switch# show i

IP information
Show all contents of logging buffers

Al
(=]

2.14. HEO
JHOIE0IA Zote ALY
PIoHA THetDIE S0l O E A
o 40l 2l0lats Hie

o ri

0

J2F
= =

bl

5|

x

Angle brackets

access—-list <1-99>

= & IP access control list H S = <1-

(deny |permit)

SHCE. OIZ Al

address

99> ALOIQ] gt =2

Braces

0:
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XDSL

solutlon -
_ —_—
&= k= 49
Lt Olat= &= ol OF BHCH
B fE S0, U322 FEAHIHUAS M
.................................................................... s (o meneman | co—romarking)
A A B 2H = QoS method = M qos-queue-map &£ =
gos-remarking = 2| otLIE Bt= Al B AlIGHOF BHCL.
0: Square brackets ® HAN EINM AIEZ= OI2t0IH L= 2t8 elAE
B AAE 2= CAEN LEE 2 S0HA EREE
SS HEMOZ UHEH} AR [etME ol e &3
S otk S =& UL
B E S0 UsH &2 BN UAS [
show interfaces [ifname]
QIHMHIOIAS] OIE S B0t #E =& UL
| Vertical bar = IIctOIH 2l AENAM &= BIEHHQ st=S2 23
Italic 4/ m A HEE
Bold | . 2HAIL YHoHO0F ot BE O
A.B.C.D B IPZA = AHBY O0IATE 90
A.B.C.D/M ® P prefix £ 210/ (0. 192.168.0.0/24)
215 EHOH 4 HE I H L
U3000 Series A/ XI= Emacs 2 |RAISt HE D52 M3l <H 2-2>= 2 H20| H3ot= &
0ot HE Y Y E2Y Js2 &6
o] ot

HEHO 49
[Ctrl] + [A] B HANE =9 HE2Z 0=
[Ctrl] + [E] " JIME =0 2oz 0|S
[Ctrl] + [B] " NE S 0 HE OIS
[Ctl] + [F] " NS 2K Yoz 0=
Backspace B A 2o & =AE AHA
[Ctrl] + [K] = ST NERE ZO 2NN 2XE A
[Ctl] + [U] n EUAMRRE 29 SN SXE AR
Tab m HHNO LEES X1 [tab]E XIH 1] prompt 0l A 22 prefix S
N BHENIHA N UAS BR2UAEE HA
m SO HEOE UAS R FEUH UHA RF=2S 24
18
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XDSL P

[Ctrl] + [P] E= m ORRIQH Q2 H2OIRE Xtall T2 20 HIEKIS S of 220l et
0l2i2 HAl
[Ctrl] + [N] = [1] " (1S EHUHE Al
? m prompt A0IA AFZ JHSE YOO 2IAEQ HYS HA|
O OSH P2 S B, Y BB S0l LAGH0F & Tt
ctOlE 2IAEE HA

Return &&= Spacebar & ® --More -- 0l M Return 9| € 2™ C+2 &t line
=Q ® Spacebar £ 29 3 HOIXII EAMZH, Q8 $2H =5t

prompt & B2 & &t

22. ARIX EEH 2L

U3000 Series AP Xl = <& 2-3>2 20| Ct&et AKX 80 R=E2 XEetth 2 AKX B0 2
|

SOttt 2 NUHH = K= HEHol= XH0I It UL
H23. A9X Y80 2=
gc OETmE e
User 2& Switch> m HE SH HEE 0AZ240]
Privileged 2= Switch# B AABHAEEZE ESESE0HLE AlA
Bl 2 HHS AME
Config 2& Switch (config) # m AR BE HdE gE 22
& 3HH HE
Interface 2 &= Switch(config-if-fal)# B OIEHOIAS & 882 HE
Switch (config-if-vlanl) #
Notice HHE ZESTEE= 2 255 LIEHWE 2XHE 2001l U3000 Series A 9| Xl
Ol 0|E2 SAE 0|E22 AFESHCE 2 JI0IE 0l A = ‘Switch ZEZEE
&9

ANAE 2H K= U3000 Series 22X &tE2 &8 & [, e JtXl SF2 TEZEE oA =
Ch. TS ZE=2d 88 SN 2SXIFEM e /X0 & A= KNE LAEL AKX &
A2 HEGH)| A= BtEA EESTEE X3 oHOEEt SHCF <E 2-4>2 AKX HENH 2E Al
012l 0l=s &= 4HSHT
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xDSL

solution

//

H 24 A9AX2 HENH 25 AOIS OIS
=Y &9
enable ® User 250l A Privileged 252 0lS
B Privileged 252 IIAREE PSS ER
disable ® Privileged 2E0lM User 252 0=

configure terminal

® Privileged 2= 0 M Config 252 0|S

interface ifname

" Config 2E W Al Interface 2E 2 0| S

exit

B O|&O 2EZ 0l=

end

B - 20 ME Privileged =2 0|3
m User 2E0M= 0l S3HAI 2 =L

2.3.

U3000 Series A9 Xl= XS JisE M, AHA
ZOLA BI2210 2E 3t A|ABIS Al ZSHCH

= 0l &3

U3000 Series A9 Xl JIsS

HAEE Aldoll ZcAl HE2IZ2EH OS image €
CAIAEN 2RO 225X A HZ ol HEEA U

A 3i(startup-config)= 2 & &tHCF.

b Notice

U3000 Series AR Xl= AIAE CHEAE S
Z2|8tCH JI2 X 22 Primary OSimage )t 2 SI& 8 885 U220,

2= AKX boot 2E £ =

?IotH 5 O Ol &2l OS image E

=2 o
privileged 2E0 A OIS HEE = QU

.
2.4.  ArEXF 1EH Ol A
L o o — —
NAE SATE ASITIO SRS HBSD, 8% LHS IS5, EH B2 48 S UYs AAH
S0 9K w4o THOR ANN HEE D51l Ast ObE D= R0l Hye
=
—

U3000 Series A XDt MZots €59 =2

management).

ARXZ AZote £ UE 22 AAXUA telnet T2 1S 0/E0t= Z0ICH 2 X0 A telnet
Hds st 8o ZEESE XNRotk= @10 MHlA ZEE SotW ¥=ot:S &tCH(In-band

management).

2= Ot 2HS

AF2 30 U3000 Series A2 XIS 22l & 2= UL

ZE ZE0 B0IE€S HZoil A CLI E5.

TCP/IP JIEt HIERIZ0UA Telnet H& =

tZ5H0 CLI B =.

SNMP Network Manager £ Soil M 2t2l.

20
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XDSL

“Solufon //

U3000 Series 29 Xl= =& 22lE ot LS 20l SAl 8= H&E

Mo
b
o
o
Q

m 1o 2E HZA
m X412 telnet HZ

24.1. J[&AHZE
ANAEN LHEE CLI = RJ-45 EEI2 0|4 ZEE Sot0 &0 DP%&[} OlE <5t 29 =Y
(£ = terminal emulation 2 ZE{ It B & -‘?—IJ*E{IOIH) , RS-232 DB9 ZLEE X2 dl0t
StCh 25 ZE = U3000 Series A X2 22 MAILI SCU 2801 E M= Ct

It 2101 U3000 Series AR XDt M B0te 2 ZEN 2% S S HASH. Lo 220 885 H,
TIETEIURQD 20 T2 NAS SIS

Premier U3000 Series

5

Out of - band Management

& 2-1. U3000 Series AKX 2 29 & A

Notice S22 CUo AX gt U 24 T E I A2 U3000 Series A Xl ol E
O c=s |

ANAE 28 X= TCP/IP & telnet 8= JIsS JHA LD /U= ATAHOIES S0 U3000 Series &
X0 B2 4= ULH Telnet = ALSE6H)| ?I6t0, 2S A= ID & BI2HSE £ &0H00F otH, A9
A= HOH S ottt 012 IP =242 JHXI L A0 OF &tCt.

telnet [<ipaddress> | <hostname>] {<port number>}
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XDSL

solutlon

Telnet 22 0| §3&HCZ S8 H MESH IHARKAEE &
AREES ASotH ARXIC User 2E2 SOOI = CH

dotete ZEZED L1, telnet AHE XL IH

ESHAIAE B0t 2610 HHA CIAES AIE0L0] telnet Offl HZ 6= AFE XIS HISHE 4= ULE. 0]
= <2.9. ACL(Access Control List)>& 2 & X5}z,

2.4.3. SNMP Network Manager € S8t H&

Simple Network Management Protocol (SNMP)E X2 6t= OHOE UESRZ 22IJ](Network

Manager)E Soll Al & U3000 Series A2 X E 22l 4= UCH.

Notice SNMP Off CH8F =ItA Ol 32 = <ACL(Access Control List)>& 2 & Xt
ct.

=
2.5. AKX oS
25.1. AEXFIFYL AHA
ANAE 2ATE 24 ZEU telnet 2 SoHA AAXI0 22021 & 4= QACH 222 AoHA AlE X
E20| ZR0olCH U3000 series AR X= AISXE =0, AMH & 4= A0 20210 AL XFOIl CHoll IH
A2 E 9t ASH session timeout Al 2}, Access List S XI& & %= QUL
AEXF 22 privilege level 2 ZE S L. privilege level 2 1591 229 0tY HRZ 8 22061,
0 Ol 14 ALOI2l privilege level 2t 222 AFESHAl 2 =Ct. privilege level 0] 15 21 AFE XK=
enable mode 2 SEHZ £ YD, 2| 2| privilege level = AEXt= Privileged mode £ =04
2 4= Q0 ME22 AI2XE SS0olH privilege level 0l 1 1 AIEXZE SE=T

b Notice Access List 0fl CH8t =& Q01 A

E2=<28.ACL>E

H 25 AAXIC AFEXFFOFYL AR HE

o130 &89 2c
username userID m yserlD MM Config
nopassword = password Jt QL

username userID password m yserlD M A Config

22
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password
username userID password

0 password

i

Qee=Ct

2 etE A 2 & password

username userID password userlD MM Config
7 password ot 5 5=l password £ /218t =(}
username userID privilege useriD A4 A Config
<0-15> nopassword password Jt S Ct

privilege 15 0| Jt& =2 privilege(enable

mode & 23 E)E =L,
username userID privilege useriD A4 A Config
<0-15> password password privilege 15 0/ ™ JI & =2 privilege(enable

sername userID ivilege = _

USErname useril priviieg mode X5 B)E A=Ch.
<0-15> password 0 _ o = .

2SSE X HS password E S =L}
password
username userID privilege useriD A4 M Config
<0-15> password 7 privilege 15 0/ % D& =2 privilege(enable
password mode X5 E)S R0,

2 S 35tE password £ & 2 =C
username userID timeout user & session timeout Al 2+(2) & & (default  Config
<0-600> 20 _i_)
no username userID user & session timeout Al 2+(Z) At Al Config
timeout % J| session timeout A|2H(20 2)2 2 & s2l

Ct.
username userID access- ol & user 0l Access List £ & = Config
class access-list-num access-1list-num :<1-99> 0|04, standard

ip access list £ 2/0|
no username userID o & user 0l & S &l Access List £ ol All. Config
access-class
no username userID useriD AHA| Config

userID J} root 01 & A KIS XI & 1) password
Jt default passowrd 2 BH# Cf.

25.1.1. ANEXE =0}

ne

A

Switch# configure terminal
Switch# configure terminal

Switch(config)# username Ins nopassword

Switch(config)# username test password test

Switch(config)# username admin privilege 15 password admin
Switch(config)# username admin timeout 50

Switch(config)# end

Switch # show running-config
!
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username Ins nopassword

username test password O test

username admin privilege 15 password 0 admin
username admin timeout 50

!

Switch#

252. HAKE&F

=
O

U3000 series A9 Xl= AAE 20t= ?ol TS &2 2 W2 AR =S ALE &t

B Enable AR E
B Privileged 252 202 SO Z AIE
B AIEXN HARE
B Z=0|Ltelnet 2 S MEX 252 HAHA & T AS

H 2-6. ARIXI2 Enable INAKE &8 HEH

o124 Sy 2c
enable password . _ .

® Privileged 25 IHAREE XIH Config
password
no enable password B Privileged 25 INARIEE AHK Config
service password- ® password encryption mode € & & Config
encryption
no service password- ® password encryption mode £ At K| Config
encryption

AL SHPA=2<2.5.1. AAZEX FIOt & A H>E & Llotct

b Notice AR IHA

2.5.2.1. Privileged 25 IHARE &3

Switch# configure terminal

Switch (config) # enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 1lns

|

Switch#

24 U3000 Series DSLAM User Guide

T
4—__-___-——:::;;ii---——> 441.......................



XDSL P

e —— -
2.5.2.2. AR E encryption &3
22 AN X0l IHARKE 23 = show running-config @EOZ AAE MAREE E £+ YU

Ct. OIE & X 8DI 215t U3000 Series AR Xl= MARE encryption S 4F2 XA stCt

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config) # end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
!

Switch#

253. ¢

Of

g &3

=l

2.5.3.1. A0l login Al 215 &Y & A

U3000 series 22 Xl = AIAE0 E56t= AFZA0I et 915 Y-S THekot
HoZe AXMH SEHU A= MEXN2 ID 2t HARAE o 8t
A olE T2 £330 RADIUS 2t TACACS+S2 0180t 5 &0t 222 MU
BEHIOIAN JISE AEN HE2E AE6HH 8= 280l =

MNEX IS E&F HHN
a0 &9 ece
authentication login authen- ® tacacs server £ AIE0I0 QIEE &< Config
type chap password £ chap $AICZ AS355t0 &
SetCt.

no authentication login B tacacs server S AIS0IH QIEE &R Config
authen-type password & 2S5 35tot Xl &=Lt

authentication login enable m ALEE 21 E5 Y Al(local, radius, tacacs)S Config
(local | radius | tacacs) S ENSIC}

n OI24OHKl QB YAIS Menst £ QCh
no authentication login B AIROIEE H4FE QSYA2 AFR6HA|  Config
enable (radius | tacacs) orC 2 AABH}

B Jocal 2/ SEAI2 Stal AAZEHCH
authentication login primary m QMFOZ 0IZE=2 oI=ZgtAlZ2 8F 35  Config
(local | radius | tacacs) Ct.
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—
no authentication login B RANMOR OIZYEC 2 HXE 0lzgtAl  Config
primary (local | radius | = SHNIBHCH
tacacs)
authentication login ® radius Lt tacacs & QIEEL2 E R Config
template-user userID Dummy user £ X| & & 4= QIC}.
m  X| & ot= Dummy user = local database
ol SEZ 0 A OF L.
no authentication login m & X8t Dummy user £ off MISHCF. Config
template-user
authorization exec tacacs B tagcacs £ Q=EE2AH 2 tacacs MHUH A Config
privilege level 2 & 2C}.
no authorization exec tacacs ™ tacacs MBOIA privilege level 2 22X Config
AT 5 St
show authentication login B OIZEAIO =AM AI2HEE B ZECH Enable
MNEXLoIE &3
U3000 series A Xl= AMEX IS o2 JIE2 AL/AX0 SEHNH U= AASXID A HARKE
E MESIH & 2t R E &0lot= 28 it RADIUS MHE 0l Z26t= 28, TACACS+ AHE 0]
20ol= 20| AUCH 0] 3JHXA HES HdEENOZ AZ0IHL P25 AME206IEE 83 5= AL
SHOIAl OlACe 2EES MEEY 2R HY A= =2 2UAS Yaloz 2SS AMESHC. local
database & A5t 1Eote &R, local database HIA SEZX L2 AR AES AZGIH US R
HERE e 015 HACZ E2 AlTot, OIS0 AIHoHH ID 2 IHAREE ChAl R & StL
RADIUS L} TACACS+ AIHHE AME0tH 21E0l= 32, A2 S4I2 oAl 2ol 1SS AMEE == &
OH [IS RE=RE 2= S Aoz o052 AIE6HD, OIS0 AIicHH ID 2 IHAREE CHA
QA SHCH
Switch# configure terminal
Switch(config)# authentication login enable radius
Switch(config)# authentication login enable tacacs
Switch(config)# authentication login primary radius
Switch(config)# authentication login primary tacacs
Switch(config)# end
Switch # show authentication login
precedence method status
first tacacs enable
second radius enable
third local enable
Switch#
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2.5.3.2. privileged mode &L A| 15 2 &3

U3000 series A 2| Xl = privileged mode 2 S0{2 M At XHOHl Ch ot &&EE
Ch get8o 2= A0 SEENH A= enable IARAEE AFE 6 | =0 XIXICH AtE
A olE EZ2EZ20QI TACACS+E 0|26t S 4 &otH 242429 GIOIEA I OI A0 DI
EE ZEE AE0tH &= FEH0l = &CH

MEX IS E&4F HHO

o124 )= 2c
authentication enable enable m AIEE QIZ8Al(local, tacacs)S Config
(local | tacacs) Ct.

B HILA QISEAlS dEiE &
no authentication enable B AIZGIEE2 dFE olzEIAlES Config
enable (tacacs) oC= MXBH}
® |ocal QIS A2 &4 AFEEHLE

authentication enable m RHAMO olEsEIZg ol=YtAIS AAMEH  Config
primary (local | tacacs) Ct.

no authentication enable B LANMOR ol=e 2 HAGHol=gAl Config
primary (local | tacacs) = SHRNIBHCH

show authentication enable B OISHAIO =M AIEHEZE B0 ECH  Enable
MEX OIS 4F
U3000 series A 2| X| = privileged mode 2 S0 S [ AFS Xt HHOZ J|EQ ALXNH S5
Uz enable IHAREE AIESIH &% Hst R E &02Iot= ACACS+ At |Eot=

o

SRl Ol&el 2HE MEY B2 BN R4d=
(¢]
—

= AL local database OIA SZ2¢
MR8 2= 01 HAIOR 0I=2 AlEol, IS0 AIH
TACACS+ ANHHE AME6I 21Eol= A2, AHS E41S of

H
ol

o

£
>

=

e kO e
)]

[wl

o 10
0xt
rol

Switch# configure terminal

Switch(config)# authentication enable enable tacacs
Switch(config)# authentication enable primary tacacs
Switch(config)# end

Switch # show authentication enable

precedence method status

first tacacs enable
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second local enable
Switch#
254. QoS KU &3
RADIUS At £ 2ol
S0 £9 2c
radius-server host A.B.C.D m radius-server & & stC}. Config
no radius-server host m S A& radius-server & M StHCE Config
A.B.C.D
radius-server host A.B.C.D m radius-server & & stC}. Config
key encryption-key B S server O] =St [ AIRBIE
encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port <0-65536> m ofl S server Ol 8% [ AHE0l= auth-
port £ & & &tC}.
no radius-server host B oS server Ol L& [ AF25}= auth- Config
A.B.C.D auth-port port £ ALK BtCH (AN © & default auth-
port £ AtEStCt)
radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port <0-65536> key = G server Ol =58 [ AF26HE auth-
encryption-key port £ & HBtC},
m ol server Ol @€ [ AFSol=
encryption key £ & & &tC}.
radius-server key ® radius-server 0l §5& [l AtE6t= Config
encryption-key general key & & StCt.
® server Ofl key Jt XIZE Xl &2 0]
general key £ At EstC}.
no radius-server key m A XHE general key E A HISHCE Config
radius-server retransmit ® radius-server 0l =& 1S THAIE B14Z Config
<l-5> SHEHCL.
no radius-server " SFE AIS 2122 AN EHCH(default 3 Config
retransmit 3l)
radius-server timeout <1- m =S¢ [3S e o0fot= Al2tE X & SHLE. Config
1000>
no radius-server timeout m A AHE timeout Al 22 A X EHCH (default 5 Config

\|.>i|

28
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RADIUS A & &

Ol JHSl RADIUS AHE 28 & =+ UL BN €3 A SES otk 2
CH s A=z 2SS

%
re
Ol
o
>
H
1]
a's

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1
Switch(config)# redius-server key testl23
Switch(config)# radius-server host 192.168.0.2 key lns
Switch(config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end

Switch# show running-config

!

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns

radius-server host 192.168.0.3 auth-port 3000

|

Switch#

TACACS+ At &3 2& 0

=LY Hqd oc
tacacs-server host A.B.C.D ® tacacs -server & A&}, Config
key encryption-key m GHE server Ol =& [ AFR5H=

encryption key £ & & &tC}.

no tacacs-server host m S A&l tacacs -server &K &HCF Config
A.B.C.D
tacacs-server host A.B.C.D ® tacacs -server & & tC}. Config
timeout <1-1000> key " SCHS YOI0tstE A2} timeout 2
encryption-key X ™ BHCH
B oS server Off =S ) AtEdt=
encryption key £ & & &tCh
tacacs-server host A.B.C.D ® tacacs -server & A&}, Config
timeout <1-1000> " SO HS YOI0tstE Al timeout 2
Xl & StCt.
TACACS+ AH &3
O JHSl TACACS+ AHHE & & == QULH HHY 88 MHS S4= otXl =oll 2SS AMEE =+
SIeH 3 MHZ 2SS A EStHCH.
Switch# configure terminal
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Switch(config)# tacacs-server host 192.168.0.1 key Ins
Switch(config)# tacacs-server host 192.168.0.2 key test123
Switch(config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key Ins

tacacs-server host 192.168.0.2 key test123

!

Switch#

2.6. Hostname &3

Hostname 2 2% Al A|IAEIZ S| 2ol ME2E &= JUCH [MtM 22E/Telnet 3HHS TEXZE
= hostname 1t S HHN 2= X&o=2Z 0|FHM UCH U3000 Series A2 Xl= default 2
“Switch”E€ hostname 2 & AIZ6tH &S XHJF 012 HAE £ UL

T 2-7. Hostname & & ¥

o124 Sy 2c

hostname string ® Hosthame 2 B & Config

no hostname ® Hostname S default 202 2 H&A Config

Hostname S & & L BHAol= EXt= US D 20

Switch# configure terminal
Switch (config)# hostname P3000
P3000 (config) # end

P3000+#

P3000# configure terminal
P3000 (config) # no hostname
Switch (config)# end
Switch#

2.7. SNMP(Simple Network Management Protocol)

t

]

SNMP Network Manager = Management Information Base(MIB)2 M Sot= AfIXIE 22
Ct. 2122 Network Manager = 2¢c2l2 HOIE <M AtEX CIHHIOIAE M38CH. SNMP
manager £ U3000 Series A</ XIE 22|5t0A & e AR/AXQ 88 8F0| 2L256H0

r

A

LSt SNMP HIOIMEE &E201)| i = AIXI0 StLE Ol &2 IP =4 &830| 2 QoG IP F=A2)
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HE2<IP>EZ & 10kl
H 2-8.SNMP &3 &3 4¥
aga 49 2c
snmp-server agent-address m MHIHA ®&ot=snmp HA2 22X IP Config
agent-addr = 1x
no snmp-server agent- = TN Mot snmp ISl X 1P Config
address agent-addr 2 X&™6IN ¢=2
snmp-server community string m SNMP community £ & X Config
[rolrw [access-class ro : read only
number] ] rw : read write
® number : Standard IP access-list <1-99>
no snmp-server community = SNMP Community £ At Config
string
snmp-server contact string m System contact 25 HH Config
no snmp-server contact m  System contact 2 S At Config
string
snmp-server location string ®  System location 32 E HH Config
no snmp-server location m System location 2 E AtH| Config
string
snmp-server trap-host ® SNMP Trap Host 2t trap 2 2 [ AFEE  Config
A.B.C.D community string community £ & &
no snmp-server trap-host ® SNMP Trap Host £ 4Kl Config
A.B.C.D
snmp-server trap-version 1 B snmp trap & version & SNMPv1 22 ¢ & Config
no snmp-server trap-version B trap version 2 default 22 SNMPv2C & &1 Config
&
2.7.1. SNMP Community & &
Community string 2 AIAEID 2 HESZ 22K A0 2tHst A4S oIF JlsS M3t
U3000 Series A Xl= & JtAl & Bl 2] community string 2 K| & &tCh.
®  Read community strings
B AIAEN 2D dE(read-only) 22 &%
B = )| 88 £FE public
B Read-write commumty strings
B AAEN 8D & MD(read and write) & =
m D= Dl Slc' MI| 4 H 2 private
31
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Switch# configure terminal

Switch (config)# snmp-server community public ro

Switch(config)# snmp-server community private rw

SWITCH (config) # snmp-server community locuse ro access-class 1
Switch (config) # end

Switch# show running-config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community locuse ro access-class 1

Switch#

Notice access-class 882 <2.9.ACL>&Z &1alct

2.7.2. SNMP Trap &3

ofLt Ol&tel HIER D &2l S22 oIS E trap receiver 2 A& E == RUCH U3000 Series A Xl =
S

2 E trap receiver 0l Hl SNMP trap 2 & S8,

Switch# configure terminal

Switch (config) # snmp-server trap-host 192.168.0.3 community private
Switch (config) # snmp-server trap-host 10.1.22.12 community ubi
Switch (config)# end

Switch# show running-config

!

snmp-server trap-host 192.168.0.3 community private

snmp-server trap-host 10.1.22.12 community ubi

Switch#

273. ANAREENELH
NABIS Prolots MAS JHlE ARS SE2 4 AUt

Switch# configure terminal

Switch(config)# snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch (config) # end

Switch# show running-config

!

snmp-server contact “gil-dong hong. hong@ubigoss.com”

Switch#
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Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

Switch#

2.8. ACL(Access Control List)

HMA 2| AE(Access Control List)E MEESCZM HERIA 2elXe AHUIERIAE Soll &
= EcHEO0 CHoll &L3dl M2t SHME & = ULt Zelktes 22 S MEHol Chst JI2& el S
ANZ2E LS AN 0IE Sol 2 ZMS =S == ULCH L& AISEX A2 BANAZRH AAE
2 B58 &+ JULH HMA 2AE= HRHE Soll ME&= 32 3E3HL HARSHD] fAch AFS
g =5 1 Telent(vty)OILt SNMP £ S&t 2tRHS 50T A28 = U

330 agy 2=
" HZIPUNA AES AF Config

address ::= {any | A.B.C.D/M}

access-list <1-99>
{deny|permit} address

no access-list <1-199> m HHA ZIAEE A Config

|
Access—list 2 DIXIZ0 E838l ‘permit any’ & X&HGIK = & JI2H2=2  ‘deny
any’ JF 80 UCEH.
m  Access-list & XHZ=E (M =

=dg = g, M2 FItdt

= g2e = = M0I2 RS XNRAU
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28.2. HZT IPYUNACAE EF

2.8.2.1. 2= HHA SIS

el

n

Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch(config)# end
Switch# show access-list
Access-List 1

permit any

2.8.2.2. LE HHAHER

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end
Switch# show access-list
Access-List 1

deny any

2.8.2.3. ST SAENANE HAALHSE

Switch# configure terminal
Switch(config)# access-list 1 permit 192.168.0.3/32
Switch(config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.3/32

2.8.2.4. SH UEAIUANE HAALSE

Switch# configure terminal
Switch(config)# access-list 1 permit 192.168.0.0/24
Switch(config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.0/24

2.8.25. S UERAIU A HAAD HZ

Switch# configure terminal

Switch(config)# access-list 1 deny 192.168.0.0/24
Switch(config)# access-list 1 permit any
Switch(config)# end
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Switch# show access-list
Access-List 1
deny 192.168.0.0/24
permit any

2.83. SNMPAEHZ0 HAHA 2IAE &3
HNNA 2IAEE=E community 22 &0, 433 AAHA
=2 3 E, HStstlt.

host 10.1.22.247 Ol A<

g Mo Exes s &0

AL o _
=02 oS

ol= Access list 2

Switch# configure terminal

Switch(config)# access-list 1 permit 10.1.22.247/32
Switch(config)# snmp-server community Ins ro access-class 1
Switch# show running-config

!

snmp-server community Ins ro access-class 1

!

access-list 1 permit 10.1.22.247/32
!

Switch#

2.8.4. Telnet HZ N HAHAHAE &F

MMA SIAEE= user 22 HELZH, 883E dNA CIAE=E ARUAN ARIKZ2S 52 58,
MIStStCt,

192.168.0.0/24 WIEKX AN A2 E£0tS 5I=20t= Access list & MAGIN, telnet %S A
Stol DA & e Exe s &L

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0/24
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

!

Switch#
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29. NTP &3H
29.1. NTPIUR
NTP (Network Time Protocol)= UWIE=RZ St AlA I ANZ2tS SJlztot)| |18t Z2&Z0IL0.
NTP = UDP (User Datagram Protocol)<! 0l A %&orm E NTP HIAIXI2l Al2F 2= Greenwich
Mean Time 1t = & 8t Coordinated Universal Time (UTC)E t=stCt.
2.9.2. NTPclient mode &3

NTP client 252 S&6tE S 6HI|IoHAM = global &8 LEUAM CHS2l B2 ALESHT

a0 49

ntp server address ® NTPserver & & &SHC (5K 28It s)
2.9.3. NTP Server mode & &

NTP server mode £ S&6t== olJ|fIoiA = global 28 2E0A G228 EE S ALE St

=0 49

ntp master stratum ® NTP master & S&0t& S &HCH.
2.9.4. NTPtime zone & 3

NTP server Lt client £ XIS 0l [t2t CHE timezone 2 S &Gt oHEY XIGUHA S AMEBE = H=et
AZtS 2 HA|SHCE.

=0 49

ntp timezone plus HH:MM m A XN = Coordinated Universal Time (UTC)l & & & Al2tS

Gt &Ml AlZ2ES HEAISHCH
ntp timezone minus HH:MM m &&= Coordinated Universal Time (UTC)Hl & & & Al2tS
A &Kl Al2ES EAISHCEH

2.9.5. NTPJIEFYEO

a0 &89

ntp poll-interval number B NTP client mode £ S & & Al, &8 & NTP server & NTP
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request message € M&0t= 26,22 =2 S&GHH
<4-17>°| HIE D

show ntp m NTP Ol CHSt AtetS B2 &L

[UI

29.6. NTP&& Ul A

Switch#

Switch (config)# ntp server 203.248.240.103
Switch (config)# exit

Switch # show ntp

Current time Thu Jan 12 20:40:25 2005
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone : GMT

[1] 203.248.240.103

Switch #

2.10. AFSMGR(Alarm Fault Status Manager)

AFS Manager = AIAEI0A 2T = SNMP Trap Ol HIE 0l M Alarm, Status, Fault Ol Al XI 0l CHst 2t
cl, &0 3 &8 2 log masking, report masking Jls= MZ¢StCH L8 ST 2ME FH0oH & A
OlZ0fl Chst ZAH S HISStCt

H 2-10. AFS &F o™

a0 &9 2c
afs current clear [alarm- m AFSO|HIEZS ST oH A CI X 2 alarm 0l Config
index] CHOH A AL XEOH ZHAl o Al
B alarm-index : 24 & alarm 2| index <1-
99999>
afs history clear m AFS O|HIE0fl CHS! history E AHAl Config
afs mask enable|disable m AFS O|BIE 0| TS masking 1SS & & Config
afs-id 2! Gl Hl. Masking Ol enable O 2 O] ¥l EJt
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BACX HS
®  afs-id : A01001, S01001, F01001,...

afs severity m AFSO|HEN st S22 HE Config
critcal|major|minor " afs-id : A01001, S01001, FO1001,...

afs-id

afs snmp enable|disable m AFS O|HI E0il (&t snmp trap reporting 7| Config
[afs-id|afs-type [event- S2 &3 2 siHl. Shmp trap reporting Ol

typel] enable 0/ & SNMP Trap 0| 2 €| X| &S

®  afs-id : A01001, S01001, F01001,...

®  afs-type: message EF
(alarm, fault, status)

®  event-type: event 2| 2.
(communications, environment, equipment,
processing, protocol, qos, security)

2.10.1. AFS Alarm Event of Al

&M= AFS Event S 0Kt o I Tl Xl &2 Alarm Ofl CHol A AFE X0 2P Xl Kl € == A= IS 0ICH.

Switch# show afs current

Probable Cause MEMORY OVERLOAD ALARM
ID A04003

Type processing

Level major

Date 2006-09-07 10:43:59

Physical Location sys<1>

Logical Location

Addtional Text vlaue<45> thres<50>
Switch# configure terminal
Switch (config)# afs current clear

Switch# show afs current

Switch#
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2.10.2. AFS history &t K|

2 M E AFS history Ol CHSHO! AFE

Switch# show afs

2006-08-06 09:21:
2006-08-06 09:21:
2006-08-06 09:21:
2006-08-06 09:21:

history

22 A04002
22 A04001
22 A04003
23 A01002

Switch# configure terminal

Switch(config)# afs history

Switch# show afs history

HHEHHHE 4SS
Switch#

start history

processing maj on
processing maj on
processing maj on
equipment maj off
clear

FHEHH A

sys<1l> vlaue<4> thres<1l>
sys<1l> vlaue<4> thres<3>
sys<1l> vlaue<49> thres<50>
sys<1l>

2.10.3. AFS Masking Jls &3

AFS O|HES E& OIHEN H5tH Masking 2 & == ULt Masking 0| & & & 0| 8l E= Masking 0l
(]

HMIE DI &K= e AKX = &dotXl =0

Switch# show afs running-config

ID Type Level Mask Snmp Desc
A01001 equipment critical disable enable system cold start alarm
A01002 equipment major disable enable system warm start alarm
Switch# configure terminal
Switch (config)# afs mask enable A01001
Switch (config)# end
Switch# show running-config
!
afs mask enable A01001
!
Switch# show afs running-config
ID Type Level Mask Snmp Desc
A01001 equipment critical enable enable system cold start alarm
A01002 equipment major disable enable system warm start alarm
Switch#
Notice Masking & & 0| A default 8t0| disable 0|, AFS 2| default-config 2| & &
S maCk
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2.10.4. AFS Severity 814 &3

AFS OIHIE = Alarm OB E 0| CHol M £ & S5 B & & += ULL

Switch# show afs running-config

ID Type Level Mask Snmp Desc
A01001 equipment critical disable enable system cold start alarm
A01002 equipment major disable enable system warm start alarm

Switch# configure terminal
Switch(config)# afs severity major A01001
Switch (config)# end

Switch# show running-config

!

afs severity major A01001

|

Switch# show afs running-config

ID Type Level Mask Snmp Desc
A01001 equipment major disable enable system cold start alarm
A01002 equipment major disable enable system warm start alarm
Switch#
Notice iS22 AFS 2 default-config 2 & & gt2 (HECH.

2.10.5. AFS SNMP Trap &3

AFS O|BIIE Gt SNMP Trap 2 (1R E 28 & == UL AFS 2l 2= OIBIE0 tHotod & F ot A

Lt, AFS EfZ 8, OIBIE Bt E, 22 0|BIEEZ &3 Jtsotlt.

Switch# show afs running-config
ID Type Level Mask Snmp Desc
A01001 equipment critical disable enable system cold start alarm
A01002 equipment major disable enable system warm start alarm
501003 equipment warning disable enable slot status change
501006 equipment warning disable enable gbic status change
F03023 QoS warning disable enable crc count threshold alarm

Switch# configure terminal

Switch(config)# afs snmp disable alarm
Switch(config)# afs snmp disable status equipment
Switch (config)# afs snmp disable fault gos F03023
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Switch (config)# end

Switch# show running-config
!

afs snmp disable A01001

afs snmp disable A01002

afs snmp disable S01003

afs snmp disable S01006

afs snmp disable F03023

!

Switch# show afs running-config

A01001 equipment critical disable disable system cold start alarm

A01002 equipment major disable disable system warm start alarm
501003 equipment warning disable disable slot status change
501006 equipment warning disable disable gbic status change
F03023 QoS warning disable disable crc count threshold alarm
Switch#
Notice Snmp trap & & 0l A default 2t 0l enable O|Ct. AFS 2| default-config 2| &

dgts HECH
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OIE|H 0] A &2 &

02

3.1 IR

U3000 Series 22 XIJt XI&ot= QEHHOIA=E TS 2L

T 3-1. U3000 Series AL X0t XI¥dt= CIEIHIOlA

=
TT

&
Physical interfaces

" OR

Fast Ethernet
e 10/100Base-TX (Auto Negotiation)

® 100Base-FX

= \VVDSL
port-group interfaces = Port-group
VLAN Interfaces = VLAN

PE QHHOIA &H 4F2
4) Privileged 20l M “configure terminal” ¥ 3
5) ‘“interface” P2 AIESI( interface 2= 2 &I SHCE

6) S& HHIOIAN CHE configuration HE S AtE 8L
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e
OIEHIOIA & A0 2EC0=2 E2L = HEWHE LS 20
H32. 28840
== &9
interface ifname ® |nterface 2EZ & Q.

m ifname: &&= €8 & S& 2IHH0IA2 0|8

3.2.1. Interface name

U3000 Series HIM= CIE{HIOIAN OISt 2 && HHOU A interface name2 AIS&tL.
Interface name2 Cta 1k 20| interface typeltid2 -4 =L},

H 3-3. Interface name

1= Interface type Interface name oll
Physical interface Fast Ethernet “fa” + port_number fal
VDSL line interface VDSL “vd” + port_number vdl
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
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3.2.2.

Interface name=interface typedtid2 & [ interface id=U3000 Series Al2l Xl A< X

DY DICH G20 <E3-4>2 2 299 interface id2 D] 21 X&ol=s HRIE E0

Interface id

H 3-4.Interface ID & K& Y

Model Interface Type D24 ID Range Name(0il)

u3024 Fast Ethernet port id port id: 1-26 fal, fa26

VDSL port id port id: 1-24 vdl, vds24

Port group port id 1-7 pol, po7

VLAN vlan id 1-4094 vlanl, vlan4094
u3048 Fast Ethernet port id port id: 1-26 fal, fa26

VDSL port id port id: 1-48 vdl, vd48

Port group port id 1-7 pol, po7

VLAN vlan id 1-4094 vlanl, vlan4094

3.2.3. Interface BEE T SIE

ot0] interface 2= 2 AUoHH StHAMNH= S 22 ZEZEJ}
DQEHME CEHHOIAS &3S SFot) BHAE £ QUL

interface ¥ = A2
LFEFCH. Interface

Switch (config-if-fal)#

3.2.4. Interface-range 2&E ZEIXE

Interface range B2 AIE5}0] interface range 2= /\P 0| Jts3otC. 0l port
interface Ol 8tol A CF JDlsalOd, & XH vian OILF JIEF QIE{HIOl A= XI&GHA &2 =CF.. Interface
range 2E= & & = interfaceE looping o}fﬂ/\-l gts o~ SHCE,

Switch (config-ifrange) #
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CIHHIOIAL &F &8 ML, Mt H2 L SH UOIHE =35tk & FR 0S8 YEUE
ArESHCE
H35 CEHOIA HE U AR 2 SHO
HHO 49 2c
show interfaces [ifname] ® interface 9| status, configuration =2 Privileged
show port status m 3 E physical interface 2| status & Privileged
show switchport ®  physical/port-group interface 2| switchport Privileged
I—IE %Eﬂ

3.3.1. Show interfaces @&

OIE HI Ol A S & & A(configuration) 2, &3 AEH(link status) & 2IEHHIOIA 2H SHE

SOX g 32 AtEetth
ZE2E S0

i

show interfaces HE 2 &9 T (Y

Ae 2= IEHHOIAN Cet

Switch# show interfaces

falis up

type 100Base-TX

ifindex 23(k25) BROADCAST multicast
auto-negotiation

speed set auto, current 100M

duplex set full, current full

Last clearing of counters 26:03:20
0 seconds input rate 55495 bytes/sec, 53 packets/sec
0 seconds output rate 6006 bytes/sec, 50 packets/sec
38548078 packets input, 4007497659 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
33191196 packets output, 1784705803 bytes
Sent 7141 broadcasts, 0 multicasts

3.3.2. Show port status HE 0§

SE 22&E ZEQ| |ink &Ell, shutdown
speed/duplex mode, flow control, Mdix & & &

AHEH, Auto Negonegotioan mode, & X

interface typeO| &&= C}.

Switch# show port status
Switch# show port status
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ifname type shutdown link nego set-speed cur-speed flow-control
fal FE-TX down auto auto/full
fa2 FE-TX down auto auto/full
fa3 FE-TX down auto auto/full
fa4 FE-TX down auto auto/full
fa5 FE-TX down auto auto/full
fa6 FE-TX down auto auto/full
fa7 FE-TX down auto auto/full
fa8 FE-TX down auto auto/full
fa9 FE-TX down auto auto/full
falo FE-TX down auto auto/full
fall FE-TX down auto auto/full
fal2 FE-TX down auto auto/full
fal3 FE-TX down auto auto/full
fald FE-TX down auto auto/full
fals FE-TX down auto auto/full
fale FE-TX down auto auto/full
fal7 FE-TX down auto auto/full
fals8 FE-TX down auto auto/full
fal9 FE-TX down auto auto/full
fa20 FE-TX down auto auto/full
fa2l FE-TX down auto auto/full
fa22 FE-TX down auto auto/full
fa23 FE-TX down auto auto/full .
faz4 FE-TX up auto auto/full 100 /full
fa25 FE-FX down manual 100 /full
fa26 FE-FX down manual 100 /full
Notice O|ZLH 2t &3 M0 CHSE CLI 24X 3% 2 U3000 series SA2
HODZ (12 DY A MG = 220l LA S QEIEO0IA 0ol
Cl <H-4>E #1050 HE0tJ| bttt
3.3.3.  Show switchport @304

Switchport2t2 & A& ZEZ S&6t= port2 port—groups £
(m]

2 5tCt. Show switchport

HHANW= 2el® ZLE Lport—groupswitchport A2t S =}, Switchport & 20l= mode,
native2tagged vlan list S0l Z& &I L.
Switch# show switchport
IFNAME  SWMODE N-VLAN TAGGED-VLAN-LIST
fal access 1
faz access 10
fa3 access 1
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fad access 20
fab access 1
fao trunk 100 10 20
fa7 access 1
fas8 access 1
fad access 1
fal0 access 1
fall access 1
falz access 1
fal3 access 1
fal4d access 1
fals access 1
falé access 1
fal7 access 1
fal8 access 1
fal9 access 1
fa20 access 1
faz2l access 1
faz22 access 1
fa23 access 2
faz4 access 2
fa25 access 1
fa26 access 1
po7 access 1

34, SC¥ZE A LA

22|& ZE(physical port)2 A E&HH MEDE HEH=E <E3-6>1F 20

H36 Scld ZE A LT HEN

EEIY =g ==
shutdown = =27|H X EE disable/enable interface
no shutdown
block m =2¢2|& EXEE block/unblock interface
no block
auto-negotiation = Enable/Disable speed auto- Interface
no auto-negotiation negotiation.
speed (10]100]|1000) ® speed & & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control (on|off) ®  flow-control & & /ol Al interface
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B .
3.4.1. Shutdown
E2|l& ZEE disableAl2!IC}.
Scld ELE Q| shutdownd EHE 2015l H show interface BEE AIESHC.
Switch# configure terminal
Switch (config) #
Switch (config)# interface fal
Switch (config-if-fal)# shutdown <- disable port
Switch (config-if-fal)# no shutdown <- enable port
3.4.2. Block
HY EEE block AZICEH 0 32 AHEWMO link = &0t UL, EHEOl S 2K E=C.
Switch# configure terminal
Switch (config) #
Switch (config)# interface fal
Switch (config-if-fal)# block <- block port
Switch (config-if-fal)# no block <- unblock port
3.4.3. Speed an duplex
U3000 SeriesOl A 2t interface XI&6t= speed= S 2 CF.
type auto-negotiation speed duplex
on 10/100/auto full/half/auto
100Base-TX
off 10/100 full/half
100Base-FX off 100 full
on 10/100/1000/auto | full/half/auto
1000Base-T
off 1000 full
on 1000 full
1000Base-X
off 1000 full
speed, duplex &8 Al Tt AtetE2 F=2l6tet.
> 1000Base-FX 2| 32 speed && S11] &HA| auto— negotlatlon off/off 8t & & Jt=otH
auto—negotiation on Al ZHO0I20| atLt2 HE T AZNH 2F link down 0] 2 X &
(remote fault 2 XI)
> 2 2folol 2k 20| guto—negotiation S XIASHCHH, JI2 & auto—negotiation S A2
g ANES &0l HSC
> Bt StE OIE HI 0| A CF auto—negotiation 2 K& SCHH 2E 22| & OIHHOIA 2%
“duplex”2t “speed” Ol M auto—negotiation 2 AIEZaotH o &L},
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3.5. Port mirroring

1A

v
Im
o
JH
Mo
Mo
00
-
N
x
04
ro
Jo
i)
bl
H
Im
=2

Port mirroring2 £3& port(source port) 2 &

mirroringote Jls2& Jdtle ZE =
U3000 Serieserx, tx EciEHE 22 (1 24 ZEZLR2H1I1Q
== o
[ |

mirroring target ifname

02
|_|:|IU
I

IH=2!0l mirroring & port E Xl config

e
o
T
J

04

mirroring rx-traffic m oY ZEO 2 I3 = mirroring E interface
a4F

mirrorint tx-traffic m SiY ZEQ = IH2! 2 mirroring £E5 interface
M
=2 o

36. 2AHSHHOA &#E £F

2HS CIHHIOIA=2H S ﬁ%’—lx' EE(IEEE 802.3 Bridged VLAN)Z S&6t= ClIEHIOIAZ M
U3000 Series A/IXINAME =2l&E LE 2 port—group interfacelt 0l EEE S &S
Ol Z2HME=2HS 2 HHIOI AL /é*‘?éﬂf Ec|& ZE 2 port—groupE22H S CIHHE O AZ &8
ol= @302 1 HE E BEWELT.

3.6.1. VLAN Trunking

E=dA(trunk)et 04! AR 2 CH2 UIERZ &l (router, switch) AFOIS] point-to—point &
dz N & 230 542 VLAN ECHES 7&33&* 2= UA2MH 0|2 Sot VLAN=2 &8 Al HIES
A0 E&EE £ UCH
U3000 Series A% Xle 2 0|4 OIEﬂHIOI*Oﬂ 802.1Q trunking encapsulation2 Xl & 6lH
single ethernet interface == port-trunk interfaceOlitrunk2 & & & 4= UL

362 2= QHEOA RS

10l=2HE CIHHIOIA 2E0H= TS 20| trunk 2= 2F access
S EJ} UL,

Ho

U3000 Series AL XD X

H 3-7.U3000 Series 2/ X1Jt XI&dt= 2 HS AHHIOIA 2

2E &9
switchport mode access = non trunking mode.
® pative vian 2t 838 Jts

switchport mode trunk ®  trunking mode.
® 5tLEQ| native VLAN 1t Ct==2| tagged VLAN & & Jt=
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3.6.3. 2SS QHHOA = &8 &t
U3000 Series A2 Xl= 2cl& ZE L= port—groupOllayer? interface2 482 [f Ct210 &
2 Jl2(default) &3 gt Jt&ILH.
H 8 HS QHHOIA =2 &F gt
&= 43 &
interface mode switchport mode access
native vlan VLAN 1
3.6.4. 2AHE QIEHHOIA Z&/ol Al
2HE CIHHOIAZ &8 L oMol |t BEH= TSt 204,
H 3-8 HS QHHOIA & XL oA BEA
= R0 49 2E
switchport Layer2 interface & & interface
no switchport Layer2 interface off Xl interface
OIEHIOIADL R EZZ2HSE CIHHOIAZ SFEH2HS CIHHEHOIA JI2 &3 g2 XA &

H2HZ QI EHHOIA Z&&FO0|

HMIESH VLAN 23 g2 25

=c|l® LEE port—groupingot LI

of M= Ct. 2HS QB HIOIA o Kl=
StOX & I HEStC.

3.6.5. Trunk port &3
2cld L E L= port—group 2IE{HIO

I 3-9. Trunk port &3 HH O

E (layer? trunk port) 2

ot

gg0 &9 2c
switchport mode trunk ® trunk mode & & interface
switchport trunk native vian ® trunk port native VLAN & & interface
<1-4094>

no switchport trunk native vlan = trunk port native VLAN £ default 2 & interface

S

switchport trunk add <2-4094> ®  trunk port tagged VLAN S5 interface
switchport trunk remove <2-4094> ® trunk port tagged VLAN ! K| interface

switchport trunk remove all

Cs2 SeldE TEE2HES EEd LEZ 8FoSl= 0O|CH
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Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal) # switchport ! layer2 interface set
Switch (config-if-fal) # switchport mode trunk ! trunk port set
Switch (config-if-fal)# switchport trunk native 2 ! native vlan set
Switch (config-if-fal)# switchport trunk add 3 ! tagged vlan 5
Switch (config-if-fal) # switchport trunk add 4

Switch (config-if-fal)# end

CtS2 port-group IHHIOIAE2HE EE XEZ A Fdt= 0l0ICH.
Switch# configure terminal

Switch (config)# interface po2

_,_—————-‘--_------.-....-.....'

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2) # switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2)# end
3.6.6. Accessport &3
Scl® ZE L= port—group 2IEHHOIAS2HE access port2 &&6HD| fIst W= US
ot 2.
I 3-10. Access port && HE
252 0f a9 Qc
switchport mode access ® gccess mode & & interface
switchport access vlan <14094> ® npative vlan & & interface
no switchport access vlan ® native vian S default 2 set(VLAN 1) interface
bs2 =cld LES2HE access portZ2 &&E6t= 0l0ICH.
Switch# configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# switchport ! layer2 interface set
Switch (config-if-fal)# switchport mode access ! access port set
Switch (config-if-fal)# switchport access vlan 5 ! native vlan set
CtS& port-group 2/EHHIOIAS2H & access port2 & & o= 0l 0ICt.
Switch# configure terminal
Switch (config) # interface po2
Switch (config-if-po2)# switchport ! layer2 interface
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set

Switch (config-if-po2) # switchport mode access !
Switch (config-if-po2)# switchport access vlan 5 !

access port set

native vlan set

3.7. Portgroup

3.7.1. Portgroup K

Port group Olet I =el& EZEE otLt2| logical groupl 2 SHM Y =S &&ot 23
O0I=3tE = 25t0| 2o AtEStLt. USOOO Series 22| X0l Al port group LIEHHIOIA=2H S 2!
HHOIAZ AHEE == UL
U3000 Series A XI2 LY A& Jts8 port group == CrS1t ZCF.

24 portgroup = & & ZI0] port

PU3000 7
3.7.2. Port group configuration

Port group &3 2 ?I8t 8 0= O30 20

H3U ZEIODE &3 3380

o130 A9 e

port-group create ifname protocol ®  static port group 2 M A §HCt. config

none

no port-group ifname = port-group S 4t Kl &L config

Ib-mode layer2 (src|dst|mix) ®  |oad-balance Al(source, interface

destination, mixed) mac 2 & x.
Ib-mode layer3 (src|dst|mix) ® |oac-balance Al (source, interface
destination, mixed) IP £ &=

port-group ifname ® port group member S = interface *

no port-group ifname = port group off Al

show port-group ® portgroup & & = Privileged

Switch (config)# port-group create pol protocol none !

create

Switch (config)# interface range fastethernet 7-8 !

Switch

(
(
Switch (
(

Switch (config-ifrange) # exit

config-ifrange)# no switchport !

config-ifrange) # port-group pol

port-group

interface range set
no switchport set

52
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3.8. MAC Filtering

3.8.1. MAC Filtering I

L2 SwitchingAl £& MAC Address0ll THst traffice XF=aolJ| 2o MAC Filtering JlsS AIS

3.8.2. MAC Filtering &8

MAC Filtering &8 2 {8t JI2& 880 = U &L

T 3-12. mac-filter &8 &

2424 0f 29 ==
mac-filter vlan-id mac-addr = MAC Filter add config
no mac-filter vlian-id mac-addr ® MAC Filter delete config

3.9. Traffic-control

3.9.1. Traffic-control Il

ST EEWM HOE EATO RYTE S BAGHI A8 YN FROICH FHA EHT 0
Aol ERHE0| RYLB HY BEO| LED JF FHMOZ HAM, EHTS LB ST ¥
Ol IHA U OIGHZ Z0f SH =S o HEHZ =750

3.9.2. Traffic-control &&

Traffic—control &8 2 ®I& JI& 8= G 2L Traffic-control 2 pps &¢ 2 kbps
Gz 2 = UCH, F IIA 25 d3E £+ QU ¢ SOX 25 AFHE AL, SHIHAl &
I E

SO HEENAHE, EciE XHE IS0l SHEHCH

I 3-13. traffic-control & & H& 0

g3 &9 ec

traffic-control pps <1-1500000> oY ZEQ| EciE S pps &2 S FEH interface

<1-1500000>

traffic-control pps <1-1500000> oY ZLEC| EcHE S pps &9 Z H XG5S, led interface

<1-1500000> led-only OF 341D, EciE Xt ot 20

no traffic-control pps ol ZEQ2| pps ECHE M= off Kl StCt. interface

traffic-control kpps <1- Y ZES| ECHE S kbps &R 2 A SHCH. interface
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1000000> <1-1000000>
traffic-control kpps <1- e ZES| ECHE S kbps &2 A HGIE, led interface
1000000> <1-1000000> led-only ot 4D Egjm X2 5tX L=CF.
no traffic-control kbps Y ZEQ| kbps EHE M StS ol MIStCH interface
show traffic-control Ao &8 L AEHIE EHEC Privileged
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JbAF BH(VLAN)

Jt4 LAN(OISH VLAN)Z2 UIER A MEAS elAAE =2 H2 2
IS ZEO A0 UCH VLAN S 2

A = %
0l E0IoHXH EZEHAE EHEHE MUHE2ZM UIERIS 28X

Ol ZolME &2 LHES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

Sc|E L2 =Y LAN &0l /IXIotH Salote 2AME 20l= EX=2 8= “Jta LAN(VLAN) Ol
¢t E0HE H288L. VLAN 2 HE Jls, 28 =22 S30 2ol =2l&22 & & CHE VLAN 2
2 EYHEOl Seflt= A2 YXol], 22 VLAN 2 ZHI0AHZ2 EHE S 460 WERK2 4
S= A= EZEMAE SHIQOICH = VLAN 2 AHE0HH VLAN Al 3™ E(segment)Jt o= 4
Hel SclZel AB0 2o F=2& X 210, 22|t 2t =2l &l IS0 2o RHASHH =& L.
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41.1. VLAN &2
VLAN 2 22|18 HZ 2 NIZel A0 HE P=LEledls, Z2HE 5, S s &2 X
HNHOl J|=0 Cloll =e2lFHoz 22 A/E UERKIOICLHE =0 S &GI8 2ol AFSE
= 2 Y3AHOIED MHE OS2 22HQ HER 2 42810 22 VLAN2Z HBE
== UCH ZHI2 AI0IZ22 0ISO0ILt THHHXI 2101 AZEY N €22 Sol IERAE MEES= 240I
Jtsaottt
VLAN S A2(X|o oz Hoje BEZ2EWAE THoIoZ M8 4= QICH VLAN 2 &tLel B2
A CHeez HAL = Ul SH AAH(SAE E2 22X etRH 22 UESRA JHh)ez
“HECH VLAN 2 8EH02 LAN 2 0lA 2tRE W 2ol HE3& = &€ (segmentation) AHIAE |
3067 /ol AFSEICH VLAN 2 S84, 8oF HER T 22| JIs2 MSSHCH VLAN E A0 A 2t<
BEHeE BE2CAE ZHE, BoH FA =2 12|10 EE SE HUOHE M8t Ho= Q8o A
IXE FVLANAIOIUIAM EZ2EMAE ZE otllct HHE Zeld s MEEHAI Z =0
41.2. VLANS EAE
VLAN € AIE35H O 22 ZF0| AL
m EiE XN
HSHO HERAINAME 2 ZHI2 HOIH =4 (IRt 4230l 22 UIERT ZBHIZ &S
= BERCHAE EdiE 20 E&S 2MAIZICE VLAN LS 2 EXl= 22 B2 S0
AE SR ol Us PHRA0IH 2E B2 EHAE WA S SAISHCH 2HH THE VLAN Off
£ol= A/XC LEZ= BECHAE EEO| MSEHX £=C etA VLAN 2 AFESE
HEZENAE EEO| 21E WESRKIZIAZ HAHLIE JS LYXdtD HIERKIAY 22 3
JEAIZ == AUCH
m HERI B2
HSHO UE/ AWM= WERAAN H25te =7ets WERD 220 28 &= AUl
LB AZRIL GIEE S0l HIERA 2402 56 & HERIS 2 S8 2
2= U =0t SHXI2 VLAN 2 AF25HH VLAN Ol Z 8t E EHIS2 28 22 VLAN 2 243
SN SUE = A2, A/X ZEWH BRHE =dl=s Ae2=H 0l LE UERA 2
A2A0 H2E = QlC BHF VLAN A Off &8t ZHIJF CHE VLAN B 2] ZHI 2t S&I6H0F SHCHHA,
Ecid 2 BtEAl et 8 HHIE HHOF 8Lt
B RESHUHESRZ 2
HSHO HERAIUNAM UERKD 22lX= HH|2 Olst HE0 E2 Al2S AHIRUCEH BFHef
Ut OE ME HIERIZ SHUCOH, 2 SHEXIQ IP FALE =522 HFWHOF &t
ANAE 2HX= VLAN S Sot0 =& HERD FHS22M 0l2fst ZHES dHZ2 e
2 AL
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4.2. VLANZ

U3000 Series 22| Xl = =|IH 256 JH 2 VLAN S X2 &HCH VLAN 2 LS8l JI=0l et M- =0

£22/& X E(Physical port)
802.1Q E 1 (tag)

él-j' j'x':O| Ddol-
4.2.1. XIE J|8t VLAN(Port-Based VLANS)
ZE D VLAN Ol A ASIXIQ BlLF E= 1 0|49 LE S0 VLAN 0| S0| e}, Ze
X I &=

VLAN O] && =l AX| LEES access LE2H 22} otLE2l access ZE= 22
VLAN 0fl 2+ £ 810 D28 22 2 E EZE = VLAN 1(default VLAN)2| access ZEZ & L

(2]

fn

ME =9, <18 4-1>2] U3000 Series AR XA 1,2,3,42E= VLAN A 2| access ZE0|11, 21
22,23,24 LTE=VLANB 2| access XEZ & &t el 5,6,7,8, 11, 12, 13, 14, 15, 16, 17, 18
L E = VLAN C 2 access LEZ HO|StL}.

VLAN A VLAN B

& 4-1. U3000 Series ARIXI2 X E J|EFVLAN 24 0Ol

MZ OHE VLAN 2l 43 =0l déDI FloiA s, HIS 150 22822 22110 252 22 20|
Cete Zdig2 AAX0 2ol kY EH0F 8t OlX2 2212 VLAN Ol R IP =45 Jt&

ctH CIEHOIAZ HF T 00F &S 20| 8HCH.
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7 =

A XA VLAN Ol CHSH access EEE &S st
8) 2 ARAXIOAM VLAN Ol & &l access LE & olLIA S AIE0l0 & A2XE HOI=2 HE &
Ct. 0424 JHSl VLAN 2 524 H, 22+9| VLAN OICH HI0IE22 AQXIE AAGHOF &L

<J8 2>= M2 CHE 2012 U3000 series AP XIS GtLIS| VLAN CZ = HEHE 20E0H XA
ARAX 19 448 ZE=VLANAZ 2L EEE L&t 2 H

ASl access LEZ L0 ULL & ARAX= <A 2>2 jE*Ol o= HEGINH otLtel E2E WA
E Thgs -etlh.

VLAN A

0242 S AKX 2HAN SHE S TE J|8 VLAN

S A/AXI Z2HA &85 = Ch2 LE DJ|BFVLAN S MAGHHA D, 27212 VLAN Ol CHol A A
X 1o LEQ ARX 22 ZED BEA HOl=E HZEHOF StLt. |0 28 AAXI0A EOHE
otLtel ZE &= 2 VLAN 2 access TEZ &% |0 QA0 OF stCH
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<8 4-3>2 F

/’//

JH 2l U3000 Series AAXINH Z2HA &%= SIS VLAN S B E=CH AKX 10
N EZE 3,4,5 6 ZE= VLAN A 2| access £E0/1 9, 10, 11, 12, 13, 14 N X2 L E= VLAN B &
access TEZ &L QUL
SWITCH 1
8 43. 5 AAX0 2N &83E 5 Il ZLE J|E VLAN
VLANAE AKX 12 ZE 3N AR 22 ZE 49 H&ES Soll A/X 14 ARX 28 |=CH
VLANBE AQX 19 ZE 11 AR/AX 29 ZE 20AI0|2 HBANW A/AX 10 AKX 2E S=
Ct.
Oled 843 UHE AIZE0HH, 0 JHel AIXIE OI0IXl HMel(daisy-chain)2 2 HZASt= LS VLAN
= MAs £ QUCH 2 ARIX= 222 VLAN LS A& 2 9r|§* M EZ access EEE JHAIH, 8 & access
ZEE=E UE A/X0A VLAN 2| access ZE QI HAA=IC}
4.2.2.

El 1 VLAN(Tagged VLANS)

Ell 2 (tagging)2 Ethernet Z 2l 0l EH J(tag)cte=
°| VLAN 2 Al E3}D| 918t VLANId Ot £ &&= Ch

Xl (marker)&

AFO
=

2 ot= & FOICH 0=

JDF
=T

802.1Q B Huld =

A EoStH

Notice = IEEE 802.3/Ethernet Z 2|2 =T 3
J|ol 1,518 HIOIEECH &2 2 Dy s 2MAlZ 5= QUCH 0212
802.1Q E XIJ3oIAl 2= U2 FHIQ =T ol JI2EN &S &
= U2H, T8 B2 A0 802.1Q E XI&SHA &L= BlX 2HREI}
ZMEHCHH HER HZ SME OFIE 4= UL
4.2.2.1. EH 1 VLAN & AtZ(Uses of Tagged VLANS)
Ei0= 0] ARIXE |[S= VLAN S MAHB1D| Qo J1E LB OZ AZC = &-HOICH EHOE A2
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otH, 01cd JHSl VLAN O otLt Ol &2 EE I E AISot Zelgls S48 = UL

<J8 4-3>0M 238 X8 ZE J|EH VLAN A= 2f VLAN E2 otLtel ZEE
PIXIE HZoH0F BtCH Sk XIBHEHD VLAN £ ALE0HH otLEC EHADE AIESHH & ARXE F=

dd JH2l VLAN = & & == QUL

Ef1 VLAN 2| &£ OHE EE8=2
2 MHXE O==2 VLAN 0l &

4.2.2.2. VLAN Ef 12| &Y (Assigning a VLAN Tag)

2F VLAN 2 M 4e [ VLANId € €2 2=0H ZEJIEB I VLANS EEa ZER 22T AIEE
[, ZE= 802.1Q VLAN Ei 110t 2 ZdlZ = AMESEHL 0 &< Ef ] VLAN 2| VLANId Ot =il Z 2

VLAN S| 2= ZE BtEAl B0 €= X2 OtLICH ZEZ 41 ZglP0| ARAX RE ME
(forward)E W, A9IXl= T L0l CHet 28 SHEX ZEJH I 22 ZellP S ALEot=X =2 Hf
It EX @2 Bl S MEot=XNE 2EEtLh AAXI= VLAN Ol CHe 2 & A F 0l [Het Z &0l

Notice VLANO| EF3 T X 22 ZEZ ] VLANS EH Z 0] £=AIEH I
dIY2 HII=CH 6l =0 VLANID JF 10, 20 2] 2H QI LE 2 VLANId
JE309 Ty 0l =AE0H AXesE O Y= Hell.
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<8 4-4>= B0t =2 Zdgd B0 eXE2 2 gs AlSotes UWERAZS =clH8el 74

= 20 =0

J8 44 800t E2 T IO EX @2 T2 SelH CHolo O3

<8 4-5>2 L&t UERIS =cIHQ U008 S 20 =L,

VLAN A VLAN B

System1

Port 11, 12, 13,
14, 15, 16

System1

Port 1, 2, 3, 4,
5,6

Port7, 9

System?2

Port 17, 18, 19,
20, 21, 22

System?2

Port 1, 2, 3, 4,
5,6

J8 45 8100 22 S22 00 2X &2 Zdge =2l& CoIo I8
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<2 4-4>2 <08 4-5 >0 A:

2t AX 2] EE T I E(Tagged ports)= VLAN A 2t VLAN B 2| Eci & M S StHC
2t ARXIS EYI XEE= I 22 TS MSEHTL
ANAEN 19 LE 17 9 HAE AMHE 802.1Q EH1E X&dt= UIERID 2AHHOIA IIESE
=60 A2 M VLAN A 2F VLAN B 2| 2 H 0 Ct.
B ECUSSHII EXNNLS ZHYS SIS
TH 0l ARXE KLLZ T, ARIXI= SHX ZEW CHol R0 22 ZH LS AAEE X EHDH
X E2 Sl MELXNE 2EHE. NMHZRH S4Ee= 2= TN EYT ZEZ S
A= T ol B0t =0 oK HER IS O EXZ S48 Ty o= e 2
A =0
423. HZE J|EFVLAN It B VLAN S &8
St ARAXINAM ZE J|EHVLAN It BT VLAN S EEHAM AIEE == QULH & ZEDJH £ot= ZE |
B VLAN 2 @& GtLicte &2 Otei M ZE&= 042 VLAN o &80t & = UL =, ZTE= SAI0l of
Ltol L E J|8F VLAN I 0424 JHSl EH ] VLAN 2 Ot & & UL

4.3. VLAN 4

4.3.1. VLANID

VLAN S AlE06J|9I8 VLAN id 2] 2t2 2 1 RH 4,094 AL012] =XHE MEE = ULH ARIXI It =D
SHEI”UE M V12X 22 6tLtSl VLAN 0] & & 0f U2 H(default VLAN), O VLAN Ol VLAN id 2 gt
CZ 1= AESEHL [HetM M2 BHSH A= VLAN 2 VLANId 2] 8l Z2 1 E A2 E == L

VLAN id = B VLAN o @il ZEJt EE 3

Ch. VLAN id S 2R 8F3S 20 25K &

HHl WEKD PHS Z 1e45t0 VLAN id S ZF ol 0F &t

4.3.2. Default VLAN

ARIX0E OIS 22 SHS JHXIE default VLAN 0] £ €/0f UCH
Default VLAN 2 VLANid 2t2 2 1 S AIS&tCH.

Default VLAN 2 Ef 0 E AIZ0HAl ¥ =CF.
ALIX =D MEHOIAN 2= EE = native VLAN @ 2 default VLAN 0] & &0 UC}.
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4.3.3. Native VLAN

2t 22|X ZE = PVID(Port VLAN ID)Z JHXI D QUCH 2 802.1Q ZE N =
JbPVID O] gt 2 SSEIC} B0t X %2 2 TS PVID g0

Ch ZEZ BOJH 22 Ty YS $AM2 20 Ty o IS QU2
I EX LS TY Al SAISCHE, T A0 LEES PVID 22 EH 12 2t
<02 46 > 40t 2X %2 ZYLW PVID It 22 =Y 0]

XHALQl native VLAN ID

LIEHHE=E VLAN 2 2 &A1=

A= ettt

otXIeh Ef

S&otle A0l JEHEZ,
Lt

VLAN 2 XI&5t= B2l XLt end station 2 VLAN 2 Xl & 6tXl 25t= B2l XLt end station = 0| H Ol
=g JdZ22 = AL
VLAN A VLAN A
PVID=A VLAN-aware VLAN-aware PVID=A
Bridge Bridge
Access L—— — 1 Access
PVID=B FRIESS ’ PVID=B
VLAN B Trunk VLAN B
link
VLAN C
YLAN-unaware ~' Vﬁ&lﬂ-:mmre
End station \J ‘
VLAN C N
SRR PVID=C
-unaware |
End station | !{'
5, YLAN-aware
End station
gl 4-6. Native VLAN
OlE S0 <& 4-6>2 ol 20 AXME S endstation 0| S| ESF 3 A0 HEE AEHE M
22X 1= VLAN 2 2 AIGHA 26K 2F VLAN 2 9 AlIGH= E2|XI2 PVID JF VLAN C 2t S
otHl 6t22 VLAN C 0l Z£&HE 210ICH VLAN 2 QI AIGHAI 26t= end station 2 EfJJF X &£2 =
Y0 SAMBIEEZ, VLAN 2 0 AlIGH= E2lAl ZHIJFO0lHE 0 22X £ T2 S0 S F
2, 0|2 VLAN C 2 SAIEHH.
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VLAN & &

= Z0lAd= U3000 Series ARIXI0 VLAN S 280l MEX = BESS £&HSHCH VLAN 232 [
SS9 ¢ XA,
9) MAE VLAN I 2t & gt2 8 & &t
10) ZEJIEEE VLANS SF0 et ZES| LES S H &t
11) VLAN Ol GtLt Ol &Sl LES SSSHCH VLAN Ol ZES FIHE [, 802.1Q B2 AFE R E
Z &St
44.1. VLANEH HHA
<H 4-1>2 VLAN 230l AIBZ= 932 S2 8HS6H.
H41.VLANEE HEN
=0 49 2=
vlan vlanid ® VLAN It 2t E =SS M4, AMHl, HESHT config
= 1 2 default VLAN 2| {2 & AIE
® vlanid : 2 £ & 4094 AFO| 2| gt= AFESHCH.
switchport mode m IIEO| VLAN B2 S HAASEHC}. Interface
{access|trunk} B access— X EE access 2E(EE J|BHVLAN)Z
HAFSICL E¥E LE= B0t X €2 Ty Y
S &£44Al5te &2 VLAN 2 QIEHOIA R S&H6H
Ck.
" trunk-ZEE EY I3 VLAN)Z & &SI,
A8 ZEE B 22 Ty Y2 SAIEHTHL
switchport access m TEEZE VLAN Q| access TEZ & & EHCL Interface
vlan vlanid " DC)laccess 2 AFEH, 4FE TEES VLAN
O Y LEZ SXEHCH.
® vianid : 1 2 H 4049 ALO| 2| 8tS AIESHLE.
switchport trunk B IEZS VIANS E¥y ZTE2 &XSEIC} Interface
add vlanid " TES 02 VLIANS EYT ZER HAF5HH,
2f VLAN Off CHolt O Z2E S BH= ALZSHCE.
® vlanid : 2 £ E 4094 A0 2| 8tS AFESHCE.
® Default VLAN(VLANiId=1)& ¥ E 7|4t VLAN
o= AR
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e —— -
221 0f gy 2=
switchport trunk m ZEJIGN2.1Q EE3 2E EH ] VLAN 2] E2  Interface

native vlanid

JEEL M, Ot EXR D S E El

£ {8t native VLAN S & A St

® native VLAN = Z &EoHX|l &2 W default
VLAN(VLANid = 1)0| native VLAN 22 & &
= vianid : 1 £ & 4094 AL0I2] gt= AISSHCH.
switchport trunk m LEZS HAIS VLAN & HHOIA K2l AIZICH Interface
remove {vlanid|all} = vianid : 2 £ E 4094 ALO| 2| 2t AFEBHCH.
B gll: 25 VLAN 22 2B A M2
45. VLAN &3 0f Al
CtS2 ol A A= VLANId JF 1000 = M H6H10, VLAN Gl IP =4 132.15.121.1 2 &%old, ZE 2
et ILE 4 E VLAN O] & &tCl.
Switch (config)# vlan 1000
Switch (config)# interface v1anl000
Switch (config-int-vlan)# ip address 132.15.121.1/24
Switch (config-int-vlan)# interface fa2
Switch (config-int-fa2)# switchport mode access
Switch (config-int-fa2)# switchport access wvlan 1000
Switch (config-int-fa2)# interface fa4
Switch (config-int-fa4)# switchport mode access
Switch (config-int-fa4)# switchport access vlan 1000
65
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CtS2l GIMIOIAE EFD D18 VLANId 2 2000 = £ E&0otl), XE 12 ZE 25 EEd LEZ VLAN
Ol =Jt8tCt.

Switch (config)# vlan 2000

Switch (config)# interface fal
Switch(config-int-fal)# switchport mode trunk
switchport trunk add 2000
interface fa2

(

(

(

Switch (config-int-fal

(

Switch (config-int-fa2
(

) #
Switch (config-int-fal) #

) # switchport mode trunk

) #

Switch (config-int-fa2 switchport trunk add 2000

Ct2 Gl M= VLANId Jt 120 ©! sales & VLAN = M&5tCH VLAN 2 Ef 10 2
BN EXES EE(access LE)E 25 LS ZE 1
HolXl &=

E40ls et EXEe0 BAHE22 €36t

VLAN sales
(VLANId = 120)

VLAN sales )
. a\_/
port 3,4 _ Tagged packet _

pot2  (VLANid =120)

Tagged packet VLAN sales )

(VLANId = 120) ‘)

8 4-7. VLAN &3 0l Hl - Tagged and Untagged VLAN

Switch (config)# vlan 120

Switch (config)# interface fal

Switch (config-int-fal)# switchport mode trunk

Switch (config-int-fal)# switchport trunk add 120

Switch (config-int-fal)# interface faZ2

) # switchport mode trunk

Switch (config-int-fa2)# switchport trunk add 120

Switch (config-int-fa2)# interface fa3

Switch (config-int-fa3)# switchport access vlan 120
) #
) #

interface fa4

(
(
(
(
(
Switch (config-int-fa2
(
(
(
Switch (config-int-fa3
(

Switch (config-int-fa4 switchport access vlan 120

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.
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Switch (config)# vlan 200
Switch (config)# vlan 400
Switch (config-vlan)# exit

Switch (config-int-fal)# switchport mode trunk
Switch(config-int-fal)# switchport trunk native 200

(
(
(
Switch (config)# interface fal
(
(
Switch (config-int-fal)# switchport trunk add 400

122 00 X 22 Ty 0l =45 H A2 X = VLAN marketing 2 # ZEZ g

/
= dE8t

EEL o Qc
show vlans " VLAN O 2HRIEl (}29] Q9 HE S £25H} Privileged
¢ VLANId

o HH EE

Switch# show vlans
VLAN MEMBER-LIST

1 fal fa2 fa3 fad4 fa5 fa6 fa7 fa8 fa9 fal0 fall fal2
2 fal3 fald4 fal5s
11 fale fal7 fal8 fal9 fal9 fa20 fa2l1 fa22 fa23 fa24

Switch#
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P& 8
51. MR
= HUlM=s IPF=AE E8ots Y-S £FEH

-

P

240 ?lol 7= Jle HY2 IPF=LE UERD AHHOIAN 2ot HOICH IP =
e 3

SYESo=M 2IEHO0l A= layer 3 interface & &4 3t & Ch.

U3000 Series A Xl= CIS2 QIE{HOIAN IPE &Y & 4= ALY,
®  VLAN interface

IPFA= A0S IPOHOIEHIOMO BEWHE XSS MBS HE IPFAS2 S8 8252 2SO
UH SAE, ABU HERD FAZ A2 = QL <HE 5-1>2 IP A2 HPIE EHoIR L, o H™
FASO0 LA H HH FASS MNSE = U=XN BHECH
E51. A8 JisstIiP =
Class FAHA AN
A 0.0.0.0 0l <t
1.0.0.0~126.0.0.0 AMNEIts
127.0.0.0 0l <F
B 128.0.0.0 ~ 191.254.0.0 NE=PURS
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191.255.0.0 Ol &F

192.0.0.0 Oil 2F

192.0.1.0 ~ 223.255.255.254 AME IS

224.255.255.0 Ol 2F

224.0.0.0 ~ 239.255.255.255 HEPDHAE &8 =4
E 240.0.0.0 ~ 255.255.255.254 Oil 2F

255.255.255.255 BZ2EAE

Al
Ay

CH
Ct.

o
)
Jx

ol D= AIE2 RFC1166, Internet Number & &

=

Notice P =A
1otH

ol

rr

Notice HERD BSE g9 ZoddH, JA0H AHMHIAE Mokl U
ISP(Internet Service Provider)0ll Al & 2| &t 2t.

Series 2% Xl= CIHHOIA &

FAJt = ESHI AHSECH T

U3000 Series 22 Xl= otLtSl QIEHIOI AN ===
ICH 20HS IP =24

EN
2 Jtg agtHel

ol SAE | SclHo ABU 20, =2I&el HEUIDICH 254 12
SAE GIECEE MEYU S PHEH LD JHEGHAL. et ELE access MHOUIA =SI12] IP =
AE MESUE LIS S2l® MEHU S XD SIS =cl &l MBS 248 = QUL

syoz Mg
I 2HRE JIE HIERYAR
O NOMEN 22 HEUWO0| =16t

gt HERZDS & AEU=2 UE UERKHIDN 2ol Ecla = ULL SIS =22 AS
CHE UIEAZON 2o 2clZH2=z 2lE NEWSZEH otUe WERIE #4dE = ULL
Ol OIOIlA, H LIERAD=E SEHEHLE & B UWERATS &R0 AXSL MEH 2 2tRH
o otLt Olatel gdat=l QIEIHIOI AN SAIO LIEHE &= BLCH

el
rr

HIERD AEHHOIAN IP =25 Sgotedd, AHHOIA 28 220N ThS2 S = AFSStTh
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nx

380 g
CIEIHIOI A0 AtEE IP =S & F St

ip address ipaddress/prefixlen

b Notice Prefixlen 2t ip address & W E=R = &Z0t= hitlength £

5.3. ARP(Address Resolution Protocol)

Ol I E EOI5tHAH, privilege 2E0HM CHS < E 5-3>2 BFHE ALESHCH

ARP HIOI =2

H 5-3.ARP &#& &Z%

g0 &9

show arp

M
Ju
o
]

= ARPHIOIS2 HECIE

5.4. Default Gateway & &

IPIH2/C EX S2HX0 et H2E FHE £ AU default gateway = 1SR S6HH AFZEICH
28 2 =+ 8le WAS0| ELHZE Default gateway E & Foted™ Config 2E0AM Ct22 BEE At
25t
H 5-4. Default gateway & & HHE 0
=0 49
ip default-gateway gateway- m Default gateway & SS&tCh.
A=
T =

gateway-ipaddress : HIOIESI0l X2l IP

ipaddress
& AISHCE.

0K
ol
o

Default gateway B 2 £ & 0I6te] ™ privileged SE 0 M CHS2| YE 2 A
g9g &9

show ip default-gateway

m Default gateway 82 & £
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
m ARP
m  Default gateway

ChS2 Old= 22X vians QTE HIOI A0 C 2 A IP =401 192.10.25.1 E &8t

Switch(config)# interface vlan5
Switch (config-int-vlan5)# ip address 192.10.25.1/24

m

CtS2 =2 ARP HIOI= 2 LHE =S & 2lot= Ol MO Ct.

J

Switch# show arp

IP Address MAC Address IPF PORT Flags

192.10.25.190 0000.£083.£6d4 vlanb faz S

total 1 entries found

CtS2l lHl= AKX 2l default gateway £ 192.10.25.254 £ & & &tCY.

Switch (config) # ip default-gateway 192.10.25.254
Switch (config)# end
Switch# show ip default-gateway

default gateway information
gateway: 192.10.25.254, vlanb5, active
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DHCP RELAY

6.1. DHCP Relay &3 &3

6.1.1. DHCP Relay JIs iR

DHCP(Dynamic Host Configuration Protocol)= IP HIERIS TUE IP SAE(DHCP 22012 E)=S
HH MALE JtsEHIP =42 4& TI2H0IHE S8z &40t %*F:',*% XM=&ttt DHCP = A 2t
A

ZUERA S UESIS 2tel kol

=
It SLHEHTCP/IP AZERN &F S <ol £&H = IP
2 23 32 S 0ty S8 X2

H 2F7EHE ’—‘.‘%*% ZAAZICH SC0IHEI AHZRH =4It
I

B DHCP = Sct0IHEDt etFE Al2t

SOEHIP F=AE &5 &5 o0, 20 CHE Sct0lH
EWAH DIPFAE MEHOH MEE 5= U= 2E = MSELH
® DHCP = 220IHEJITCP/IP LIERA DU A S&ot)| Ao 2e FIotAEe 1P £F et

).

BHES €3¢ = U= Y8 S MSEt0
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6.1.1.1. U3000 Series A9 XIE DHCP relay agent & AIS

<& 6-1>= Premier DHCP At Jt DHCP relay agent 2 M CtE UWIE® 322 DHCP MBiZ DHCP
Set0IHES @7 HAIXIE b= ZXHO0ICH

Host A

P
o

DHCP server

[
»

‘ DHCPDISCOVER(broadcast) DHCPDISCOVER((unicast)

v

< <
<

DHCPOFFER(unicast) DHCPOFFER(broadcast)

U3000 A< X
(DHCP relay agent)

12 6-1. DHCP relay agent 2 Xl DHCP A H 2 HIAIX &

DHCP 2ct0IH E= EZ2 = A E HIAI Xl DHCPDISCOVER £ M B{ 0l & & 8tCh.

1) Premier DHCP MtHHJt 22I0I1HES QI E U AZE = ALH, 2SIt &8 S DHCP MH 2
S LI IHAE HIAIXI DHCPDISCOVER HIAIXIE A28t RFE ML ST
2) DHCP relay agent 22 H HIAIXIE =418t DHCP A= OIMEE /A8t IP =2, JI2 22

H So 25 KL IHAE U AIXI DHCPOFFER £ AIZ236I0{ DHCP relay agent 0fl Hl & & 8tCF.
3) DHCP relay agent = =418t DHCPOFFER HIAIXIE 22t0I A E 0| H & &St

4) DHCP M2 2c2t0IHE AIOI2] DHCPREQUEST 2 DHCPACK MIAIKIE sg& Btd8e=z
DHCP relay agent 0fl 23l & & &I Ct.
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6.1.2. DHCP relay agent &8

U3000 series € DHCP relay agent & AIE6tH DHCP Zci0|HEZREHS| DHCP R+ E &&=
DHCP Mt & SH Gt = L.

6.1.2.1. DHCP relay agent 0l A &3

DHCP relay agent 0l Al DHCP MHHE &£ &0olJ| fIoiAd= Global €& 2EUHAN LIS EE= A
StCh.
=Y &9
ip dhcp helper-address address ® DHCPrelay agent Jt DHCP & I3l 2 SHE W
IFNAME (option) DHCP MBS IP =AE & H

ro

IFNAME 2 &8 &f=9 2 DHCP & Ii3l = #=4l
Interface £ & helper-address £ & &8 & [l AtE&HCH.
® DHCP MBH2l AtHl= 0l &S no HEHE ME

-

address It 88 &0 UA2H A X E helper-address £ DHCP & W32
S Ao, 2IE{HI Ol A0l helper-address It & & UK L2H
2

IFNAME(option) 0/ XI & &I X| &2 2 helper-address & IH2! S S A&t

b Notice DHCP Relay Agent = DHCP @& i3/ 2 4=AI8t QIE{ H 0| A0l helper-

Notice U3000 series 2| DHCP relay Agent = helper-address £ ZICH 20 Ji X
& & JtsotCh.

DHCP relay information option(OPTION82) & &

Premier DHCP relay agent = DHCP 2¢t0|H EZ £E 2| DHCP request & DHCP server 2 SH &
M, Premier DHCP relay agent XtXI 2t S2t0|HEN et HE2E Z&E 4= UASTS DHCP relay
information option J| S XIS &tCt.

m°i'

DHCP relay information option J|s2| &4 3}

Premier DHCP relay agent 0l M relay information option J|s2 4 3tAI9|0| fldideE CiS2 ¥
= MESHCH.

gg0 &9
ip dhcp relay information option ®  DHCP relay information(option-82 field) )| s 2 & & 3t
m JIE=HCeR, 0l Sd2 dlgds T AL
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6.1.2.2. Relay information option HESH 8% & &

IH2L WOl D1 E2] relay

|'0|I

JIZ2H2Z,U3000 Al2l =2 THEH 222 DHCP 220U EZRH 4
| D=2 3= HE

information £ Premier A< X| 2| relay information 2 = CHXI&tCt. Premier 22X 2
otJl #8tCtH, Global 2E0AM CtS2 HE S AIS &L

g3 49
ip dhcp relay information policy m J|Z2 gt 2 replace O|Ct.
{append|drop|keep|replace} = append : J| =2 relay information 0il switch 2| relay

information 2 [ StCt.

® drop : relay information O] & & A= W3S HOIS
Ch.

® keep: JIE2 relay information S &= XIStLCt.

r

® replace : | E2 relay information 2 Premier switch 2
relay information 2 2 COf A StCl.

DHCP Smart Relay & &
&35} 6t, DHCP Server 25 E BOOTPREPLY

DHCP Relay Agent 0l smart-relay Jls ™,
message £ & & 2! =(default : 3) <=&IGHA
CF.
gu &9
B DHCP smart-relay )l sS &4 3}

m JE28eg, 0l Sd2 8lgde 50 AL

R3S [ gateway address = next ip address 2 21 & &t

ip dhcp smart-relay

DHCP relay server selection & &

Premier DHCP relay agent OlAl DHCP MHE i i && 32 [, OHCP relay agent = DHCP
Client JF &&4& DHCP Server OIHI2H DHCP Request & &&ol)| 2ol DHCP relay server

selection Jls2 HZ28tLt.
e=R=) &9
ip dhcp relay server selection ® DHCP relay server selection Jls=2 &43

m 2822 0l SE2 Hl 243 50 UL
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6.1.3. Premier DHCP relay J|s &4 3}

28O AXI2 DHCPrelay JIs2 Hl&d3st &0 ULt global & Z2E0A T2 SE = A

Z0l0d DHCPrelay Jls= &4 AlIZ = RULHL

2 P

service dhcp relay m A% 9 DHCP relay Ils=s g4dst
= DHCP 2€di0| JIsS HIE4d3 oted™, 0l HE2 no EEHE AIS

i

6.2. DHCPrelay 2LIHE & 22|

H 5.DHCPrelay SLIHE & 22l H3 N

a0 49

show ip dhcp helper-address ® DHCP AHS S22 =4

show ip dhcp relay ® DHCP relay information option 2| 2435 2 IHEH &

information option e =

show ip dhcp relay ® relay 2 SH2 S48 HAIXIR 2 E JI2H 38

statistics ==

debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS €43l

{events|packets}

6.3. DHCP &3 0l Al

Ol 2UlM= G222 43 0l E M Sstit.

® DHCP Relay Agent & & 0l Hl
® DHCP Relay Agent 2 L|E{ & & 2t2] 0l Al
76 U3000 Series DSLAM User Guide

e —
// ~



XDSL

/——/

6.3.1. DHCP Relay Agent &3

CtS2l MlMl= A2IXI2 DHCP Relay Agent I} 220l E2| DHCP & W22 DHCP Server 0l Al
SHGEE & F 6t
DHCF Client

DHCF Client

|2EI.1.1.1
192,168,0,10

192, 168,0,20
Ubiquoss 3000 Seres

(DHCP Server) DHCP Felay

2 6-2. Gl Ml HIERI3 — DHCP Relay agent &3 &3

Switch (config)# ip dhcp helper-address 10.1.1.2
Switch(config)# service dhcp relay

Switch (config)#end

Switch# show ip dhcp helper-address

Server’s IP address : 10.1.1.2

Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0
Destination(Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

Notice CHE MEUESIA0 | XISt DHCP Mt 2 DHCP HIAIXIE MY otcd ™,
e UEAIN et cteE B2 2 2FE 0 A0 OF &Lt
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IGMP Snooping

= &0l A= U3000 Series A2 X0l A2l IGMP Snooping & & 0fl CHoll & & &L},

7.1. IGMP Snooping 2

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINVAME2ZM Network 2| Bandwidth £
SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol Yot ChS 0t 2 Ch 3 Multicast Group Ol TH S IGMP Join
HAIXIE &2, 2 E Multicast Forwarding Table Entry 0f J1 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
MIHStC E£8, Multicast Router 22 E 2] IGMP Query € VALN W EEZZ Forwarding 8t £,
IGMP Join HIAIXI & X &t ZESES AHIE L

7.2. IGMP Snooping & &

IGMP Snooping 2 Global 3t A £ VLAN 0l enable/disable 0] Jt S dtLCt.
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7.2.1. Enable Global IGMP Snooping

Global 6t Al IGMP Snooping S enable otJ| ?lol A= Ct322 @& = global configuration mode 0l A
ArZ8HCH.

== &9
ip igmp snooping IGMP Snooping 2 enable StCl.
no ip igmp snooping IGMP Snooping = disable tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)# exit

Switch # show ip igmp snooping
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 300 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : DISABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

vd25 vd26 vd27 vd28 vd29 vd30 vd31l vd32 gil gi2

7.2.2. Configure IGMP Snooping Functionality

o

A
e

02
rol
O

IGMP Snooping JIs=2 2&5J| |IaHAM, TS0l L= HE =S

7.2.2.1. report-suppression & &

JI2& 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &EH0IH, =4IE 2= IGMP
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solutlon

_,_——————‘—-_------.-....-.....'

Report =2 Multicast Router 2 Forward | H &ICt. IGMP report-suppression = Enable 6tH, IGMP
Snooping € Multicast Membership Group O-CH SHLES] IGMP Report 2F Multicast Router £ Forward
=y

0l JIs2 IGMPvV1, IGMPv2 Report Bl Al X1 0l Stol A & S Ch.

EE] a9
ip igmp snooping report-suppression IGMP report-suppression 2 & & &tCt
no ip igmp snooping report-suppression IGMP report-suppression = off Al &t LCt.

Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 300 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface

Vlan Members
vd25 vd26 vd27 vd28 vd29 vd30 vd31l vd32 gil gi2

7.2.2.2. fast-leave & &

IGMP Snooping 2| fast-leave J| =SS enable ot ARIXIJ S AEZRH IGMPv2 Leave BIAIXIE &
US Mol ZEE ZY HIOISUHAM Al MIHSGHA = L.

0l JIs& VLAN S| 2t ZE} SAED} ofLtel A0 AFZ0t0{0F 8t
b ol A= 20l 0l JISS ALESHH. IGMPv2 Leave HIAIXIE 2L
S0t Leave Jt = ZEIHAE IS0 (et EHE S 2 2ot D= B
Js8 2 SAEE0| Leave HAIXIJF A& = IGMPV2 E AlEots & 2012t R&0tL

Fast-Leave = Ofciie && 1} 20l VLANE & PORT EZ &
Leave JF} & A T/ VLAN 2| member @/ PORT 2| & & 2} S 416HCE.

02
oy
[
02
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solutlon

ip igmp snooping vlan <1-4096> fast-leave

£ 3 VLAN 0fl fast-leave J|s=

N
0
rol

b

no ip igmp snooping vlan <1-4096> fast-leave £%

QL
=
rol
o O

b

ip igmp snooping vlan <1-4096> fast-leave EXN

IFNAME

1 VLAN 2| PORT 0l fast-leave £ & & &tLt.

no ip igmp snooping vlan <1-4096> fast-leave £3%&

VLAN 2| PORT 0l €& & fast-leave £ ol

IFNAME bl

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave vd25
Switch (config)# ip igmp snooping vlan 1 fast-leave vd26
Switch (config)# exit

Switch # show ip igmp snooping vlan 1

Global

vlanl

IGMP Snooping configuration:
- Aging Interval 300 sec
- Last Member Join Interval 300 sec
- TCN Query Solicit DISABLED
- IGMP Report Suppression DISABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on
26 IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
vd25 vd26 vd27 vd28 vd29 vd30 vd3l vd32 gil
Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 fast-leave
Switch (config)# exit
Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:
- Aging Interval 300 sec
- Last Member Join Interval 300 sec
- TCN Query Solicit DISABLED
- IGMP Report Suppression DISABLED

vd25 vd26

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is ENABLED on this interface

IGMP snooping mr-learn is DISABLED on this interface

Vlan Members

vd25 vd26 vd27 vd28 vd29 vd30 vd31l vd32 gil gi2
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solutlon

7.2.2.3. mrouter & &

Switch = VLAN LHS] 2 & Multicast Traffic O] CtE2 Network 2& Forwarding dtJ| ®IiM 2=
Multicast Traffic 2 Multicast Router £ & ZStHCt 2k A, Multicast Router JF HZ & Port = 2
Multicast Forwarding Table Entry 0ll outgoing port 2 It = Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2t= Snooping ot Multicast Router 2t 2 & & Port £
2 XotH, PIM/DVMRP Z2E 28 +=& 2 Z enable 610 mrouter port £ 2 X & %= UCH.

=
==

ot 22 HH22Z LA = mrouter port =& M Z2 Multicast Forwarding Table Entry Jt 24 & &
OtCt &4 outgoing EE= S=0| SIH XA &I, Multicast Traffic &2+ OtLI2t Host A & aé
IGMP Join Ol Al XI & Mrouter 2 Forwarding &l O &I C}.

=S 2 Z Multicast Router Port & & &6t)| flold= T2l E &2 global configuration mode 0l A
ST

a0 &9

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0F &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & &S A HISHLY.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface gil
Switch (config)# exit
Switch # show ip igmp snooping mrouter
VLAN MULTICAST-ROUTER-PORT
0001 gil

MO Z PIM/IDVMRP Z2& 25 £06l0 Multicast Router Port £ 2t Xlol)| st B2 UsS2 HH

=
=)
=3
=

global configuration mode Ofl M ==& &tC}.

=N &3
ip igmp snooping vlan <1-4096> PIM/DVMRP I 2 & 22 Snooping 5t 0f mrouter port £
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solution

mrouter learn pim-dvmrp

no ip igmp snooping vlian <1-4096>
mrouter learn pim-dvmrp

Switch # configure terminal
Switch

Switch (config)# exit

(config) # ip igmp snooping vlan 1 mrouter learn pim-dvm

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval 300 sec

- Last Member Join Interval 300 sec

- TCN Query Solicit DISABLED

- IGMP Report Suppression DISABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members
vd25 vd26 vd27 vd28 vd29 vd30 vd31l vd32 gil gi?2
7.2.2.4. aging time &3

IGMP Z 2 EZ2 0|l Al= IGMP Querier 2 S&ol=
NE A

Multicast Router J} =
Eotl, SAES2 010l Ui SE2=2 IGMP Join HIAIXIE

JIH 22 IGMP Query Bl Al
M EE 2= M Multicast Group Ol

CHst Membershuo 0l 2t2lSH&ICH IGMP Snooping 2 0|28 IGMP Z2 &2 HAIXIS2 0I235tH

Multicast Forwarding Table Entry 2| outgoing port &2 /A M| SHCE.

grek 8 & & aging Al2HS2F IGMP Join Bl Al XIS

aging time 2| J|23t2 300 =
Ct.

0|, CtS2l E&EZ global configuration mode 0l A

g+Xl 2 6H Multicast Forwarding Table Entry 2| 24
0l EIX 2o olY EE &= outgoing & E 2 2 H Multicast Forwarding Table Entry 0l M &Ml Tl &

S350 47

o

A
—

e

=

=10 £

ip igmp snooping aging <30-3600>  aging time 2 & & &tC}. (default : 300 x)

no ip igmp snooping aging

& H & aging time 2 default aging time 2 2 H & &L},
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Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 300 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : DISABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

vd25 vd26 vd27 vd28 vd29 vd30 vd3l vd32 gil giz2

7.2.2.5. last-member-join-interval & 8

VLAN Oll IGMP Snooping & fast-leave J| S0l &8I AKX £ Z=0 IGMP Leave HIAIXIE =4I
Ot Tl SAl oY ZEE MAGHA 220, &&= aging time 0| = 0| Multicast Forwarding Table
Entry 0l A &HHIE Ct

M A& aging time 2 S2 &0l G #2| Multicast Membership 2t21JF 0120 &% AT Z last-

member-join-interval & & & £ UCH

O

|'Cl

Fof last-member-join-interval 0| & & & UKl LCHH last-member-join-interval 2 aging time 1t S
ot MHsez 885, Y EE = IGMP Snooping 2| aging time 0l &3t0 X H &I &ICH 0] D
2 VLAN 0fl fast-leave J|s0| &3S0 UK L2 220 2 R S0ICH

or ne

last-member-join-interval 2| & & 2 Ct32 A& = global configuration mode 0| A ==& &tCt.

gg0 &9

ip igmp snooping last-member- last-member-join-interval & & & &tLt. (default : 300 =)
join-interval <5-300>

no ip igmp snooping last- & & &l last-member-join-interval 2 A M| &t Ct.

member-join-interval
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Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : DISABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

vd25 vd26 vd27 vd28 vd29 vd30 vd31l vd32 gil gi2

7.2.2.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)S 4I5S [,
Multicast Forwarding Table Entry £ 25 =J|38tCt 0l =, Multicast Router 2| IGMP Query 0l 2| oH
M Multicast Forwarding Table Entry Ot A2 M & & A I Ch.

2 I A ME5 = ten 2 ™ 2 spanning-tree Topology Change Notification(TCN)S 4416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoll Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group Ofl CHEt IGMP Leave HIAIXIE =418 =, IGMP Query HIAIXIE & &GHA T O, HitE
Al 2FLH Ol Topology Ot 21 & & Network 2| Multicast Forwarding Table Entry Ot A& M & & H| &l Ct.

tcn & & & 2 spanning-tree & @& E 2= ZU|0l €& JtsctH, ChE2 EH = global configuration
mode 0| M ==28 StCt.

gg0 &Y
ip igmp snooping tcn query-solicit TCN Query Solicit & & & gtC}.
no ip igmp snooping tcn query-solicit & X = TCN Query Solicit 2 At K| &+Ct.
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Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 300 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : DISABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

vd25 vd26 vd27 vd28 vd29 vd30 vd3l vd32 gil giz2

7.2.2.7. igmp filtering &3

igmp filtering & A<9IXI ZEW =& AFE X2 IGMP Packet E 2 filtering 8tCt. [2tA S & Network
29| Service A= 0ILE A F 0 28 MHIA MBS 22 Multicast MHIAS] 2HIE 2t
CF.

2r2g 4 9

2t2+2| Switch Port =2 filtering 0l CHSH IGMP Profile 2 JtXI0, IGMP Profile 2 otLIO0IAS)

Multicast Group = 1t ol & Group Ofl CHEF Xttt 51 E= Z& ot AL

Igmp filtering 2 & & 5tJ| i = HA IGMP Profile 2 & &doll0F &0, IGMP Profile 2| 882 Ut
9| ¥ & = global configuration mode 0| A ==845tC}.

gd80 &9
ip igmp snooping profile <1-99> permit <multicast IGMP Filtering S o1 £56t= IGMP Profile
address> range <multicast address> = A& A BHCT.
ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt =6t= IGMP Profile
address> | <all>} range <multicast address> = MR}
no ip igmp snooping profile <1-99> & & & IGMP Profile 2 4 A &tCt.
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Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16

224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch (config)# exit
Switch # show ip igmp snooping profile
IGMP Profile 1

deny

range : 224.1.0.0/16 224.1.0.0/16
IGMP Profile 2

deny

range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit

range : 224.0.0.0/8 224.0.0.0/8

Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range

IGMP Profile £ &8t =, igmp filtering & 2 &6t H 32| FH = interface mode Ol Al =88 &HCH
T &9
ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.
no ip igmp snoop-filter <1-99> & & E IGMP Filtering 2 A9 Xl ZE0
A AFHIBHCE.
Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# ip igmp snoop-filter 1
Switch (config-if-fal)# end
Switch # show running-configure
!
interface fal
ip igmp snoop-filter 1
7.2.2.8. igmp max-group-count & &
2+ It XHE 2 multicast service & 260! Al S36tJ| ? ol A Multicast Group =2 M &t& &= UCH
Multicast Group 2| JH==E HI&tctI| o= ChS 2l HHE global configuration mode 0l Al ==&t &t
Ct.
87
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solution

=10

x
0%

ip igmp snooping max-group-count IFANME <count>

3
8
%
Im
=
B
0o

-group-count £ A9 X

o

no ip igmp snooping max-group-count IFANME

X

@
m

= max-group-count € A%
ol M stCt.

2 Iz
x|

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count vd25 10
Switch # show running-configure

ip igmp snooping
ip igmp snooping max-group-count vd25 10

Switch #

7.2.2.9. igmp max-reporter-count & &
2t VLAN interface € 2 JI Xt &=E HMISte0 multicast service € HIZ236H)| 2o A Host 2l =5
Mstg 4= UCH

Host 2| JH=& HIstall| foi A= Ch22 B 3 S global configuration mode 0l Al =24 8t C}.

o

EEN ZE

ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count £ VLAN interface
<count> ol =8ttt
S

no ip igmp snooping max-reporter-count vian <vlan- &
id>

= max- reporter -count £
VLANinterface 0l A off Xl StCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count vlan 1 10

Switch #
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7.3. IGMP Proxy-Reporting &

UPHO 2 Network ZHIS2 Mels=E2 st QKIS CHSH Multicast Service 21 SIH2H Multi-
Accessed Network 88 S22 21l SAI0l M= HXl= IGMP 21 Membership 2 & 0] SJt&E 1)
Ct. 01218t IGMP HOST £2| IGMP Membership @ &2 42| Network 0l ®IXI&t HbH|2 HLFoE =
cH&t &= A S M, Multicast Service 2] X C= HES Zefe &= QUL
Oledst Ol= 2 21 DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs& 828t 2ME H33dt12 U
OM, & #b8l0 M= DSL Forum 0l Al &2 &t IGMP Proxy-Reporting J1S

IGMP Proxy-Reporting 2 IGMP 0lM #&E 2= JIsE M38tC IGMP Proxy-Reporting 2 IGMP
Proxy-Reporting 0| 4 3t VLAN interface 0l IP Address Ot ZMdt= &< IGMP Report & IGMP
Query BIAI X1 2 IP Source Address & XI &8 &E VLAN 2| IP Address & AF206l0, VLAN 2| IP Address
It NEEX &= ZE20= IGMP Membership Ol A 22l &= JHE £ 412 IGMP Host Address £ At
Z5tCt
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7.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|A= Global ot Al enable/disable O] JtSotHH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

Jl2& 22 IGMP Proxy-Reporting 2 IGMP Querier Selection O] 0|2 H XXl &£=Ct. THetA VLAN
interface 0l IGMP Proxy-Reporting 2| J|s& & &0lJ| ?Ioll Al = Multicast Router Port £ EtE Al X
& ol OF &L

7.4.1. Enable IGMP Proxy-Reporting

Global 3t Hl IGMP Proxy-Reporting £ enable 3tJ] I M= CtE2l @& 2 global configuration mode

Ol & AHSBHLE

2424 0f =

ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable StLCt.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting £ disable St C}.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting

Switch (config) #

Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface

IGMP Gateway is DISABLED on ALL interface.

total : 0
Switch #
Switch #

7.4.2. Enable IGMP Proxy-Reporting on a VLAN

2 |0l A= IGMP Proxy-Reporting S VLAN 2 2 enable/disable & %= QLL}.
&M IGMP Proxy-Reporting 7150l &2 VLAN £ &3&0ot)| fIoiM= Ch
configuration mode Ol M At& &t Ct.

010

ol H¥ = global
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IGMP Proxy-Reporting 71s0| & && VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol Ol XIXl =Lt

ro

VLAN 0l IGMP Proxy-Reporting 7| s2 H&E05tJ| fIoi A= H N Multicast Router Port £ Xl & of Of

Ct.
HIN 49
ip igmp snooping proxy-reporting £ 3 VLAN 0l IGMP Proxy-Reporting 2 enable StCt.

vlan <1-4096>
no ip igmp snooping proxy-reporting S3& VLAN 0l IGMP Proxy-Reporting £ disable &tC}l.
vlan <1-4096>

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config)#

Switch # show ip igmp snooping proxy-reporting interface

IGMP Proxy Interface

vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1is 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : NOT CONFIGURED!
VLAN Members

fal fa2 fa3 fa4 fab5 fa6 fa7 fa8

total : 1

Switch #

7.4.3. Configure IGMP Proxy-Reporting Functionality

o

A
e

02
rol
O

IGMP Proxy-Reporting J|s£2 285t /M, TS0l Li”e HAE

7.4.3.1. Multicast Router Port X &

IGMP Proxy-Reporting 0l Al 2t2| &l = IGMP Membership 2| & 22}t &%/ Multicast Router 2+2| &
(@)

S oAl BtE Al Multicast Router Port & X & ol OF StCH Multicast Router Port Ot XI & & X &

VLAN 2 IGMP Proxy-Reporting J|s2 & &g = giCl.

=
=]
o
—
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dE0 &g

ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 ¢ 8t Multicast
vlan <1-4096> mrouter-port IFNAME  Router Port £ X| X &C}.

no ip igmp snooping proxy-reporting X & & S& VLAN 0l IGMP Proxy-Reporting 2 </ &t
vlan <1-4096> mrouter-port IFNAME  puticast Router Port = At H| 8t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 mrouter-port fal
Switch (config)#

Switch # show ip igmp snooping proxy-reporting interface

IGMP Proxy Interface

vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1is 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : fal
VLAN Members
fal fa2 fa3 fa4 fab5 fa6 fa7 fa8
total : 1
Switch #
7.4.3.2. IGMP Static-Group XI &
IGMP Proxy-Reporting 8l Al= S& &t Multicast Group 2| Traffic 2 41510 /IHAH 2R &= Join
Delay Time 2 XA 3t5tJ| fIGH Al Static-Group 7SS M3 8&tCt.

Static-Group 2 Multicast-Router Port £ X & & IGMP Report € FIJI&82& M&E3H0 Multicast
Traffic 2 H oA =416 fIol M MZSCH

0l Jl=& BtE Al IGMP Snooping ot & = %6t 0F 6tHH, CtE2l B & = global configuration mode
Ol A == 8HCH.

380 &4

ip igmp snooping proxy-reporting £ & VLAN 0fl IGMP Proxy-Reporting £ S8t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

no ip igmp snooping proxy-reporting X & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D
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solution

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1
Switch # show ip igmp snooping proxy-reporting group
VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
total : 1
Switch #
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7.4.4. Display System and Network Statistics

H 7-1. IGMP Snooping 28l 2QLIHE HE O

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4096> S 3 VLAN 0l CH&t IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter 2= mrouter 0l CHet 32 E EH =LY,

show ip igmp snooping mac-entry

x

& & Multicast Forwarding Table Entry 0l CHst &

28 FOECL

show ip igmp snooping mac-entry vian S3& VLAN 0fl ti st & & & Multicast Forwarding
<1-4096> Table Entry 0l (&t 2 E 20| =L}
show ip igmp snooping querier Multicast Router 2| 2= IGMP Querier 0ff Cigt 2

g BEH&EL0L
show ip igmp snooping querier vlan <1- ~ £3& VLAN 0l CH & Multicast Router 2| 2 & IGMP
4096> Querier Ol Ciet @2 S =Lt

show ip igmp snooping reporter = IGMP Reporter 0l List 82 E 20 =L

HH

i

show ip igmp snooping reporter vlian <1-

S3& VLAN 0fl Ci 8t 2 = IGMP Reporter 0ff CH8H &
4096> 2E B E0L
show ip igmp snooping profile A& = IGMP Profile 0fl Tt 82 E S &Y.
show ip igmp snooping suppression- suppression = multicast group 2| forwarder 0l CH&t
forwarder MeE=2 80=0,

I 7-2. IGMP Proxy-Reporting 2&d ZLIHY H&E

a0 &9
show ip igmp snooping proxy- 2 E VLAN 0fl TH &t IGMP Proxy-Reporting 2| & EiE
reporting interface SO =C4.
show ip igmp snooping proxy- 22| 5= 2 IGMP Membership 82 & 2 ECF.
reporting group
show ip igmp snooping proxy- OIAIEl D= IGMP Querier 828 EH =0
reporting querier
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

A= Spanning Tree Protocol(STP)1t Rapid Spanning Tree Protocol(RSTP)
| M&st 20| SIS0 Q= a2 2 X ote self-loop 24X Jlss &A6H

Note of HUAM AI2ZH= 9
reference € & 135}ct.

o &= tts2 252 #d=&th:

m]
0y
10
o
r
o
o
1z
He
>
0
3
o
O
(@]
3
3
Q
35
o

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Self-loop Detection

8.1. Understanding Spanning-Tree Features

0l BOid= T2l STP JIs0il CHoll & & 8t

STP Overview

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers
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® C(Creating the Spanning—Tree Topology
® Spanning-Tree Interface States

8.1.1. STP Overview

STP = WERIANAN 2TZE 2Xotl 222 0ISSHE MSot= Layer 2 &3 22l Z2EZ0IC.
Layer 2 OIC4!(Ethernet) HIERI At F&FOZ SAoteH, 2o & ¢ AH0Ill= 2 &tHLES
24 ZA=0F EMaHOF 8Lt Spanning-tree 2] S&& &t &2 (end station) S0l CHoll £ HotJ| T
S LAN Ol HZEJA=X oA el 22422 24 E switched LAN 0ff (& &

]
04
2
rﬁ
]
o
=
Im
it
]
rno og
0
o
4
X
on
e
e
=
Im
10
]
10
to
rin
H
o N
o ln
>
=}
2
rr
all
A
S
g0
=
e
o
Q

Spanning-tree € 12I&

[P
o
[l

switched Layer 2 HHIE®I3E
ARXE= FIIXE2Z bridge protocol data unit(BPDU)2

Ct. A29IX= 0] ZHL=2= forward oFAl 210, 2O &L

%
1
K
©
rr
[
JA
|0
0
0° Hu
Mo M

0 =

I
B
ro

panning-tree = d

=S
H2E MABID| Ao At

0f0
o
W

0

S ECH S AOIO Odel JHel EMdst=l A2 Z2Motd WEKIAW |EIF EMEHCH WEK A
2O E=MECH SC o2 S25 TS A0S 210/CH A/AXMA= 8 S 2] MAC
FAJFOA RS Layer 2 QIEHHIOIA N SS=CH 0l3 A2 HERIAE S0tHGHH BHELH

Spanning tree = Layer 2 HIEKAZI0A root ARAXI2 root AR/XNZEH 2E A/AXNK FED}
A= B2E JHE tree & HOISHLE. Spanning tree = E==! UI0I8 22 Z standby(blocked) &HEH

g st s

25 HA=ZII Mol UWEKINH DHO| ZLMEHH, spanning-tree €12|S2
spanning-tree &2

MZ HAEHD standby B2 E &4d3t Al2ICH

AXIS S CHHOIAIN 2EO dEL22tMH spanning—tree port priority 2 path cost & 0| 2lE
HOlA 2 forwarding &HEH 2 blocking AEHE Z A SHLE. port priority 242 WESR AU A QI E{HOIA
O X2 EcHMES ol L0ILE & XI5t JU=IHE LIELHTE path cost 862 MHAIS £ E Lt
EFHCE.

8.1.2. Bridge Protocol Data Units

ks

1o

SLASH 2ol spanning-tree 2 StA & active E A0 Z2 & =
2F VLANDE ¢ 2t=l L 25 BridgelD(A I X priority 2t MAC =4)
root A Xl 22| spanning-tree path cost
2t Layer 2 CIEHHIOI AN SEE ZE AYHIHIEE priorityet ZE BH3)

ALXN A0 SHE2 M, AKX = root AKX HE SHSHCH 2 AAX= AHAS RE LEZ
configuration BPDU & & &8 ARIXIS2 B 8ot BPDU 2 spanning-tree
&2 HASHCH 2 configuration BPDU = Ch22 82 E Z&stlh:

® oot A9IXI2 BridgelD

TJ
O
c
i
>_
HU
ok

U3000 Series DSLAM User Guide 97




XDSL P

® oot JHXI2l spanning-tree path cost

® BPDUE d&dl= A?IXIS BridgelD

® Message age

® BPDUE XM&Edt= A/IXIS 2IHH O AL MHARL

® hello, forward—delay, max—-age T2 &2 EIOIHHS gt

BPOU £ ¢ I8t LEY IV“O* Ct. BPDU £ £=4I8t ZEDJ} root TECHH,
HIAIXKIE BAGHA XAl 2 designated LAN @& & ESHCE,

AR SN EES FEEN 258 §2EE Zgst BPOU £ #4l6tEH 11 BPODU £ H{EICh
22X designated LAN S22 H 258t HAIXE =40, ZEN M= 22 Hul=
= A0 g Z2I WERAZ

BPODU E LAN 22 &M&EHH 0l EAC2 S8 2= Hd

M= CH
Ct=22 BPDU w&tez olst A0|C:
o UER3IO st AXID} root A/XZ MEHE E}
® Root ﬁ%’—lil% Ml el st 3—.‘ ALAXINAM root ZEIJF MEHEICEH 0 ZEE= AIXIIb root
ARz M2 MSE M 2H 20 &2 Hlﬂ)E M= &etCh.
e 2 AX= path costE DBt Z root A/AXINKIS = H2lE HASHTE.
2+2+0] LAN2 I8t designated A XIJF Z&E L. designated A®IXl= ANOHH root
AXE 22 MEE M IIE ¥ path costE ME8HCEH. LANYF HZ & designated

AL X2l ZEE designated ZEc2t FECLL.

® Spanning-tree 0l &&= CEHHIOIASO0l ZHE L root ZEQ designated ZE=
forwarding A& Ef 0l =©2IC}.

® Spanning-treelll ZST X 2= 2 2IEHHIOIASE blocked E CF.

8.1.3. Election of Root Switch
Layer 2 WIER A2l spanning tree 0l 20dts 25 ALXI= BPDU 2 WEtsS Edll U2 A/XIS
Ol 2st HEE 220 0lHE HIAIKIS WES 29 s8iE 0F)| 8t

® 2! spanning-tree instancelll LH&t RS root ARIX &=

® S = switched LAN 22 2|8t designated AIXI2 &=

o ==F 232 HAZE Layer 2 QIHHIOI AL XFHO 28t switched HIERI A2 22X XA

AKX priority(&2 =X 22 JHENE JHE AKX I root ARIXZ2 2H
efault priority(32768)2 A& T UCHH, VLAN OIAl JIE 22 MAC =AE D}
HXIOF SCH AIX priority = BridgelD 2| =A< BIEO Z& =T

oy
0 <

>
o =
m o
[> =
0y
o Hr

Mo

=
|>
4
d
9
3

(@)

1>

HXIC AKXl priority & g2 HHESE 22 M 11 AXIJF root A&

S & =
FIX priority € 2 @t2= £&otH Jtsd0l KOHA L, &2 s £€806t8 Jisd0l

M O
=
Tl

Root A% Xl = switched UIERIZWAM spanning-tree &4t =¢2|& ol =& 0ICt. Switched WE <
A root ARIXZ €2 2RI 2= 2= spanning—tree blocking & EHDJF =ICH.
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BPDU = BPDU £ & &odl=s AR ZE, A/AXIC MAC =4, AKX priority, port priority, path
cost S2 HBE XEESICt. Spanning tree = 0l 82E AMS0tH root AIXI2 root EE,
designated LEE Z & stL}.

8.1.4. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 E&0l tEH 2 AIXI= root ARIXE MBI FoH AIBEl= 726t BelXl Ad

XH(BridgelD)E JHEICH 2 VIAN 2 =282 2 A2 U2 Bellz 2FH22 AXe= VLAN g
£ MZ CI2 BridgelD € Jt& == QUL A tOIE2] BridgelD € Jt&ICH Z & 2 E
= AKX priority 8 AFEE 10, LIH Al 6 Bt [ X2 MAC Z=4-0|C}.

U3000 Series A9l Xl= 802.1T spanning—tree extensions & A& SHCH HE2F 20| AIX priority
Z AMECHE 2 BIOIEDF 4 HIE priority gt2F VLAN ID 2F S 28 12 HIE extended system ID gt2
2 MHEY TACH

T 8-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system |ID 2t A< Xl priority, J2l1] MAC =42 BridgelD € GtELCH.

8.1.5. Spanning-Tree Timers

H &= spanning-tree 2l 450l 282 0|Xl= EtOIHS 2 LIEIHCE.

i 8-2. Spanning-Tree Timers

Variable Description

Hello timer AR GE ARIXZ S0 K== hello HIAIXIE B&EE HRIJIE 2FeHH

Forward—delay timer | QIE{HIOIA DL forwarding &EHDF ZID| &0 listening Bt learning &AEHOIAM 2H=2+
dOtL 2 2101012 Z2 X &t

i

Maximum-age timer | QIEHIOIAZ £AlSt T2 EZ HEE L0tsSeH J&E AQIDIE B HEH.
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8.1.6. Creating the Spanning-Tree Topology

JEHAN 2 ARAXE2 ARAXl priority It default(32768)0112 A2X A JF JIE & MAC
FAE NG JtEGHH AAX A D root ARIXIDF EICH K2, forwarding IE{HIOI ALl D=
=2 link-type 20 AIX A = Ol&AHQ root ARIXIJF OILICEH. Root AfIXIEZ U=He
A2 priority £ SIAIZZEM(EE =Xt &S AF8), spanning-tree 2| &S THH AHGHK
Ol&4 Ol ALIXIE root 8 2UHE == UL

218l 8-1 Spanning-Tree Topology

DP
&—op -:-ﬁ
DPI I RPIDPIDPI
RP RP DP
EH
s AN . |

RP = Root Port
DP = Designated Port

default 21AHE J|Bt2Z spanning—tree &S HAGHH, AIE &2 =& S A0Sl B2
O|&FO|IXl 2Lt MR, root ZEEL =2 A |

22X root ZE HES 0PJ1E == ULt SHE

s =0 A2IX B2
S root LE2tD
il [E 0l
HASC=Z

EEDJFJIJHHIE ol €301, A%
P E 0IC

st
HE

ot HEKXT EcHZ 0| J|IHd| = | O
S UAOICEH J|ItHd G4y QI HOIA S port priority & root ZELRLH H &2 priority($ 2 =Xl

f
M, J1JHHIE OIS QIEHHIOIASE ME2 root ZEZ BtS = QUL

P
})E MES

8.1.7. Spanning-Tree Interface States

ZZ2E3 2Dt switched LAN S Soft M I MIAAHO| LMSICH O 20 OE A2, TGE E
20l M switched LAN o E&H SO ZA5HCEH Spanning-tree Ofl 2

ADJL HEZ forwarding & EHDF E0HH LAIRQl HIOIEH SZE0F LA g
dl &= forwarding otJ1 M0l switched LAN £ Soll dltEl= ME22 &4 2 E JICHHOF etCt.

Spanning tree JF 4 3tE AXI2l 2+ Layer 2 QIEHIOlA= TS AEH = GHLIOICH:

® Blocking - 2lE{HO0lAE=E Z &2 forwardingot Xl & =CF.

® Listening - 2E{HIOIADF T2 = forwardingdllOF SHCHD Z A EAS M, blocking state
CtS2l &0l &Y.

® Llearning - 2EHHIOIAIL ZY A= forwardingst?| ®loil =HISCt. MAC learningOl
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solution

M EICY,
® Forwarding — SIE{HIOIA D M= forward &L
® Disabled — ZEJ} shutdown AEHOIHLE ZEN 3L FHLE, ZEW A#EFOI
spanning-tree instanceJt 87| 20l I EHH Ol A= spanning treel M 3tAl X =C.
SIHHOIAEES U282 MEiZ2 Ol=sstlh:
® =J|AMEHN A blocking AEIZ
® Dblocking & EH0I M listening &2 disabled A El 2
® istening AEH0I A learning £2 disabled AEi &
® |earning &EHOI Al forwarding =2 disabled &Ei 2
® forwarding & EH0Il A disabled & EH =

ths

[¢]

| J82 Qe H oA 4EfM0IE 2EHE

&l 8-2 Spanning-Tree Interface States

Power-on
initialization

4
Blocking
state <

1
1
1
1
) 4 \ 4
Listening Disabled
state state

Y

Learning
state

Y

Forwarding
state

STPOI &Xda Z/AS M, A/AXIS L& HHOIAE blocking &EHDJF & 1D listening 2t learning
O LAIEQl AMEHE ot83tE spanning tree I 2 2IEHHIOlA = forwarding &2
blocking &EfE 8 & & C}.

2lS0| Layer 2 QIEHHIOIAE forwarding MEHE SHSI|2 Z2AJMCIHE O

(@]

0l0

K

Spanning—-tree &
WEO| & stCt:

1. CIEHHIOIADL forwarding A EHJF S O{0F SHCH
listening &HEH Dt &I CF.

2. forward—delay EtOIHIt St EAZS WM, spanning tree= LIEHIOIAE learning &AEHZ
OFS 1) forward—delay EFOIHE & A SHCY.

3. learning &EHUIAM, QEHBHOIAE B 2ol MAC learning2 #=otHA
forwarding= Xt&tstCh.

4. forward-delay EtOI0{DJt Ct= & ™, spanning tree= 2AEHHOIAE forwarding &tEHE

2E

=
el

rr
1<
I
0
L]

2 M5B OIEH 0l A

[El

cll

0o
10
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Ot=1], learning 2 Z A& 2| forwarding0| 25 JtsotCt.

Blocking State

Blocking state 2| Layer 2 QIE{HOIAE ZAS forwarding otk &L
AXl=E ZI1& 20 2/X2 2 2IHHOIAZ BPODU & M&SHLH ARIX=
Ct& AXI2 BPOU € W &s ALKl XHAI0| root ASIX| 1 A HE S&SHCH
Olcdst BPOU o w2 UESRKIS & ARAXE root ARIXIZ ZFEHCL
HEKIN 2 otLtel AIXI2 UCHH ALIX 2t2] BPDU WE2 LAMGHAl
%20, forward-delay E QI HOlIA= listening AHEHOM

S
o
I
OB
o)l
i
|‘D

=QICH QIHHOIA=E ARIX RIS =0 &4t blocking &fEi =2 2 F =L,

['O

IE{HI 0l A= blocking &EH0IA CtEut 201 S & &L

o ILEZ AlE TYUS H ST

e forwardingE <o CE QHHOIAZRH AAE ZYHUSS
H J18tCh

® FAE |earning otAl &=

® BPDUE ==&I8tCt

Listening State
listening state = blocking &EH CtS2l &0 AEHOICH CHEHHIOIAI ZH LS
[m;

forwarding ol OF &'CtD) Z2AE ™, QIEH Ol A = listening &HEHDF = CF.

OIEHHIOl A= listening &EHOIA CtS 1t 201 S&8HCH
& ITEZ AE THAS HIISHT
® forwardingE <ol CIE QHHOIAZRH AREE
H D18tCh
® FAE |earning otAl &=t
® BPDUZE ==&ISHCt

[H
&
0o
min
o

Learning State
learning &fEHS| Layer 2 QIHHIOIA= ZH L

Ol HIOl A= listening & EHUHI A learning & EHZ = O 2HCF.

OIEHHIOl A= learning AEHOIA Ct21 201 S&etCh:
o ILEZ AlE TYAS H IS
® forwardingE <ol CIE CHHOIAZREH AREE DY A==
I D18tCh
® =AE learning
® BPDUE ==&I8HCt

ol

FCH

r

Forwarding State
forwarding &tEH Sl Layer 2 QIEHHIOlA = Z S forward &HCH QIEHHIOIA =

learning & EHOII A forwarding &HEl 2 = O 2HC.

OIEHI Ol A= forwarding A2 EHOIAl CHS 1t 20| S&H&tCH:
e ILZEZ AME T =2 forward SHCH
o [IZE 2HHOIAZEH ARAE Ty =2 forward
® =AE |earning StCt

ro
Q
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Disable State
disabled AEH2| Layer 2 QIEHHOIAE=E

tree Ol 06X Z=LC}.

disable & CIEHHIOlAE= CISY &0 S&
o ILEZ HAE ZTHUS HIISHT
® forwarding2 <ol CIE

H DI 8tCh
® =AE |learning otXl &=Lk
® BPDUZE ==&I3HAl =L

forwarding OlILI spanning

A8

[

K
&
0o
min
nio
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8.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 AN 22 XA 2dse EfEE d&6t= Ul

Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOfl OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX A
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.
8.2.2. Port Roles and the Active Topology

RSTP = active & &2 Z&3I)| /8t port role 2 EZ& 22 M spanning tree 2| HIE =S XS
StCH RSTP = STP HE D& =2 ALK priority(OHE 2 priority g8H)5 IR AKX S root A%
XE2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0 U=s designated AAXIC ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning treel| 2E o2 & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2EANALE AKX 57 LAN Z2H0| UIoH £ 01 A2 HZ0| JAS 202 =&t

® Disabled port — spanning tree2| s &0 A OtRe S & JHXIAl Z=CF.

o
A=
[Pl
Ftl
I'IF

root E2 designated LE & active &0 L& &L alternate 22 backup &
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E 9g= JHal ZE= active E&0IA 2= CH

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
L ED} B2 forwarding &Eig &®0|ot= 22 L E2 backup ZE=
&tk discarding AFEH(802.1D 2| blocking 1t & Eil= forwarding 1t
learning W& 2 s&E S MOEHLH OS2 H=

H 8-3. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AHUHAE ZE AMEHUAM discarding &l blocking & At 8L},
FC}.

OII

Designated port = listening & EH0IA Al E

r

8.2.3. Rapid Convergence

RSTP = LISl 22 ARIXl, ZE =2 LAN 2 ZO0H0ll Ciol g HZ 2
E2t MZ2 root 2E, J12l1) point-to—point @ 3A& HZE L E

_Ilﬁ
1
i
=
0K
ro
]
D
Q.
Q
D
H

® £dge ports —RSTP A XA ZEE edge ZEEZ 4 "*6
Ei2 Hiz &O0I&Ch edge EE = STPUIA PortFast)t &
[_:|- E}Dl— |. (&13:!5| _\_LEO.“EH— /\‘!I-IoHot; ol-[:l.

® Root ports = RSTPII MZ 2 root ZEE AEGIH, 0/& 2 root ZE = block AEHIF &1,
MZ& root ZE= HIZ forwarding & Ef It &I C.

® Point-to—-point Imks - ZEE [IE ZEQ point-to-point &3& HZSCIH, 22 &
= designated Z£EJt &1 FTEE HNAHGH| <o THE EE 2 proposal-agreement 1l

2 S&e 4OIE & AFSHCE.

=

_L+
n 2
®
o
Q

e LE = forwarding
E ZEQ 25+, atLel

OB 0

o m

kJ
H

ChE J=0AM, AKX As AIXI B 2 point-to—-point 232 HALH AU
blocking & EHOICH. A<IXI A 2| priority It 22Xl B 2| priority 20t 2 =
0 JtHoHA. AfIXl A = proposal BIAlXl(proposal flag 7t &&= BPDU)E
M B0t XHAIZ designated ARIXIE2 HIOHSHC.

10

[> & 0
mo fin
o
= Im
arr

40

=
@
Hu

A2IXl B = proposal HIAIXKIE =&I8t =0, proposal HIAIXIE 4lSt ZEE NMEZ2
root ZEZ MEHEID, 2 non—-edge £ EE blocking &ElE A &St 1D, agreement U Al
Kl (agreement flag £ & & & BPDU)E MZ22 root ZEE Soll 8=8tL.

ALX B 2 agreement HIAIXIE =4It 20, AAX A = X&I2| designated ZEE
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forwarding &fEf =2 &O|StC. AKXl B It AH&l2l 2 E non-edge port € block AlZ]11,
X A AKX B AOl= point-to—point @32 HZAEJAI| 20U WERKRIAN SZIt

2 MotAl @=0h

AQIX COt AKX B2 HEE M, SAS & HAXID WEtEICH 22X C= A9IX B
Q HZEE LEE root LEZ MEHGID, & ARXL & ZE = forwarding A EiZ &O0|&t
Ct. & HEUA StLt Ol &2l ARIXIDF active S A0 O ST WERIS =720A O
& proposal—agreement & &2 spanning tree 2| root HlAl & Z&o =z XA

AR X = ZEC duplex 2E2 link-type 2 Z & &tC}: full-duplex EZE = point-to—point
A&z D& 1) half-duplex LE= &% HAZ=2Z 1NHE L interface configuration 838
spanning-tree link—type Y822 duplex L=0 2Jdll 2T = default 282 HEE &=

ULH.

& 8-3. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agresment switch
%
—a or =
Designated
switch Prop osal Switch C
i Rp_i _i
Designated
Root switch Agreement

—
_i D RP_i D Rp_i

DP = Designated Port
RP = Root Port
F = Forwarding

106
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8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &8%= A2 HM2ASt2 RSTP BPDU 2 EAI2 |EEE 802.1D
BPDU EAID} 2CFH MEZ2 1 HIOIE version 1 Length 2&5&= 022 A&FECC) 0l= version 1 &
ZES MEE Z&otA L=C= 20I0ICH TS = RSTP flag 2= B =CH.

# 8-4. RSTP BPDU Flags

Bit Function

0 Topology change (TC)

1 Proposal

2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

XHAIS LAN 29| designated ARIXIZ HMetotdd= AR XI= RSTP BPDU 2 proposal flag & & & ol
A 88 proposal HIAIXIC port role 2 & 4} designated ZEZ A H &},

CHE ASIXIO 2t Mets 2H0t=0l

A2|Xl= RSTP BPDU 2| agreement flag & & &lA &S
StCt. agreement HIAI X2l port role 2 &4t

root port 2 A& =},

RSTP = S& &0l topology change notification (TCN) BPDU £ AI26tA %=L}, topology
change & Z¢2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AtZSHCt. BHXISH
802.1D AR X2 A= <ol TCN BPDU & MM Xe2ls&tCt.

&0t

[

rr
Hl

EQo| AEH O T+et learning 2 forwarding flag JF & & &I CF.
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8.3. Configuring Spanning-Tree Features
Ol HOIAE spanning-tree S SFsls L™l o) L2

8.3.1. Default STP Configuration

s H= STP 2 default €82 EWHELL.

H 8-5. Default STP Configuration

Feature

Default Setting

Enable state

HEH 20l UAS.

Spanning-tree mode STP

System priority 32768.

Spanning-tree VLAN port priority | 128.

(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost (configurable | 1000 Mbps: 4.

on a per-VLAN basis) 100 Mbps: 19.
10 Mbps: 100.

Hello time 2 =.

Forward-delay time 15 =.

Maximum—aging time 20 x=.

8.3.2.

U3000 Series = IEEE 802.1w P
ZSGtEZ 802.1D 22l ot Pl S &S

2ABHE. E B,

STP Configuration Guidelines

802.1w = 802.1D STP £

8.3.3. Enabling STP

default 2 STP = HIZ4 AEHOICH WERIM RIZIF ZWE JHs40l ACHH STP = 2435
NI E= BHCH

108
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VLAN DIt 2 STP £ & d3stAIJIeH privileged EXEC 2EERH E2 WIS AL

Command Purpose
Stepl configure terminal Global configuration 2 =& &I 5HCt,
Step2 spanning-tree vlan vian-id VLAN & 2 STP E &4 3t &L},
VLAN 2| & 2l= 1~4094 Ol Ct.
Step3 end privileged EXEC 2 &2 H & &t}
Step4 show spanning-tree vlan | £& Wi &0QI6HC
vian-id
Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config

STP £ HI& 4 &t ™, global configuration ¥ & no spanning-tree vlan vian-id € A E&tCH.

8.3.4. Disable per VLAN STP

U3000 Series 2% Xl= VLAN 8 Z spanning-tree 8 29& == UCH =, VLAN trunk ZEQ| 2
VLAN & 2 STP state & &&ot= 20| JlsolCh 6tk A0 32 )i 0142 VLAN O] QJUCHH, per
VLAN STP Jls2 HIZ4 A1, &M VLAN 2 MO ato| {8 otLt2l spanning-tree instance £

ANESHES &L

b Note Per VLAN STP JIS0| HIZ#AS AEHNA 014 VLAN O CHGH STP 2
S AI21CHH, VLAN trunk port O STP AtEH= QR RO K| 224 UL

ARIX2 per VLAN STP Jls2 HIZH AlJI2lH, pivieged EXEC 2EEUHAMRH CI22 HE2
HEICH

Command Purpose

Step1l configure terminal Global configuration 2 =& & & &HC},

Step2 spanning-tree  one-for-all- | Per VLAN STP J|sS2 HI&4 Al2ICH
vlans

Step3 End privileged EXEC =& B1ZSHC}.

Step4 copy running-config startup- | (S&) & &= configuration I+ 0l X & &tCt.
config

2IXI2 per VLAN STP Jls= &4 AI2124XH, global configuration @& no spanning—tree one-
for all-vlans @& = At&0otet.
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8.3.5. Configuring the Port Priority
SOt ZM5IH spanning tree = EEQ| priority € AFE0SHN forwarding &EH S CIEHHIOIAE
Z&stCh, o SAEHE OHHIOIAME =2 priority 2 gH(EE2 )2, Us0H L=
OIEHIOI AN = Z2 priority 2 BH(=2 4)8 EYE &+ UL 2E AIHHIOIAIL 22 priority 22
JHNCHH, spanning tree = ¥ 2 CIHHIOIA BSE Jt& CIHHIOIAE forwarding &EHEZ Bt=1
CtE2 2IEHHOIA =2 block AlZICH.
OIE{HIOI ALl priority & & &3dte{™, privileged EXEC 2E2H U32 M8 = HRICH
Command Purpose
Stepl configure terminal Global configuration E =2 &I 5HCt,
Stpe2 interface /interface-id A& OEHHOIAS HAISHH interface configuration 2=2
K SHCE,
RE8 CIHHOIA= S2lH QIHH ALY ZE TJE0ICH.
Step3 spanning-tree vlan vian-id | Q' EH 0l A S| VLAN EE priority & & & &tCt.
port-priority priority ® vian—id 2| H<l= 1~4094 O|Ct.
® priority 2 $|‘— O~24O AO1 2] 162] HH==0|C}. defaulte=
128 OICt. &2 %It =2 priorityE 2/0|8tCt. R&¢H g2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242} 2400ICH. 0l 212 CIE g2 HEELC.
Step4 end privileged EXEC 2&& HASHC.
Step5 show spanning-tree | &% &2 & 0I5t
interface /interface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

OIE{HIOI A2 default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id port=priority £ AtE¢StCt.

8.3.6. Configuring the Path Cost

spanning-tree 2| path cost 2 default gt CEHOIAL HSEZ2FH Z2HEC FZ)F &MGHH
spanning tree = £ E2| cost 8 AIE56l0 forwarding &EHS| CIE{HOIASE ZAHECH HY HEHE
2 S

SIEHHOIANE 2 cost gi2, US0l SAEiE QIHHIOIANHE =2 cost =2 Y& = QUL
D= 2HHIOIAIN &2 cost gt2 JIKNLCHH, spanning tree = %2 QIHBOIA HSE JHE
OIE HI Ol AE forwarding AEHE Bt=10 OE 2IHHIOIAS 2 block Al2ICH.
Note port group & AL path cost 2 &= QIEHHIOIAS £E=22H Z2HE £ QCh
2H2t0| B EEJ Az O &2 JtE = UL OetM port group O
o= ==2 2 path cost E &AM AFEatet
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OlE{HI 0l A 2] path cost & E&A&GlA™, privileged EXEC 2EEH CUS2 UAES HEILH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 &I &tCt.
Stpe2 interface /interface-id H43g QAHHOIAE FAIGHH interface configuration 2E2
&Y B
&% CIHHOIA= Sel& AHHOIAQ ZE DEOIL
Step3 spanning-tree vlan vian-id | VLAN 2| cost £ & &&tC}.
cost cost o0t LdMHZ [ forwarding MEHS ZEE ZH5H)| <l
spanning tree = path cost & A2&tCH path cost 20| ©S
#=8 X9 M&0| Jts&E 20l
® y/an—id 2| H= 1~4094 O|LCt.
® cost 2 Y= 1~200000000 OICt default &2
QIHHIOIAS MEEEZ22H BHEC
Step4 end privileged EXEC 2E 2 H A S},
Step5 show spanning-tree | &3 W2 &0I&HC}.
interface /interface-id or
show spanning-tree vilan
vian-id
Step6 copy running-config startup- | (S&) & &= configuration I} 2 0l X & &tCt.
config
OIEHOI AL default @822 236tAH, interface configuration @& no spanning—tree vlan

vian—id cost & AtZStLE.

8.3.7. Configuring the Switch Priority of a VLAN

AR XIIF root ARIXIOF E JtsdEE =010| Roi AKX priority & A3 E &= ULH.

VLAN Ol CH&t AR Xl priority 2 8&&6te1H, privileged EXEC 2E2H US2 BE2 HECH

Command Purpose
Stepl configure terminal Global configuration L= = & 8L},
Step2 spanning-tree vlan Vvian-id | VLAN 2| A2|X| priority £ & & &tCt.
priority priority ® vian—id 2 .:,° = 1~4094 O|Ct.

® priority 21 Y®l= 0~61440 AOI2] 40962 Hi==0IC}.
defaulte 32768 OICt. ¥ & =25 root A®/IXZ2 HEE
Hs4d0l =Ct. S &8t priority a2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CtE gt&E2

HEECH
Step3 end privileged EXEC 2& =& HEStC}.
Step4 show spanning-tree vlan | &€& LiE2 &It
vian-id
Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config
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A2IXI2l default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id
priority @& 2 A& 35tel.

8.3.8. Configuring the Hello Time

hello time 2 HE&E 2 =M root A2 X1t 8&E6H= configuration BPDU 2 =J|E€ &8 & =~ ULt

VLAN 2| hello time & & &ctedH, privileged EXEC 2E2H U332 ME = HELE:

Command Purpose

Stepl configure terminal Global configuration 2 =& & 8tC},

Step2 spanning-tree vlan vian-id | VLAN 2| hello time 2 &&8&tCH hello time 2 root ASIXIJt
hello-time seconds configuration MAIXIS &&odte FII0ICH Ol HIAIKE A<

Aot &0tAS S 201t
* vian—id 2| 8 ®l= 1~4094 O|C}.

» seconds 2| HB¥= 1~10 0ICt. default = 2 0IC}.

Step3 end privileged EXEC 2E 2 H A S},
Step4 show spanning-tree vian | &% LHE2 & QI8t(}.

vian-id
Step5 copy running-config startup- | (&) & &£ configuration I+ 0l X & 8tC}.

config
AL X9 default &S =2 23R06tcA S, global configuration @& no spanning—tree vlan vian—id
hello-time Z& = r otct.
8.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time 8 &2 &5t2dH, privileged EXEC 2E2H OS2 HES HEICH

Command Purpose
Step1l configure terminal Global configuration £ =2 &I 5Lt
Step2 spanning-tree vlan vian-id | VLAN 2| forward time £ &&&ICt. forward delay = ZEJt
forward-time seconds spanning-tree 2| listening =& learning AEH O A
forwarding A EfE &O0I5t2| /Il JICtel= AlZHOICH.
® v/an—id 2| B<l= 1~4094 O|Ct.
® secconads 2 H 2= 4~30 OICt. default= 15 OILCY,
Step3 end privileged EXEC 2= 2 HZSHLI.
Step4 show spanning-tree vlan | &3 LiE2 &0QI&tC}.
vian-id
Step5 copy running-config startup- | (S4&) & & 2 configuration It Ol X & &tCt.
config
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AL2IXI2 default #8322 =736t ™, global configuration @& no spanning-tree vlan vian—id
forward-time @& 2 AlEZ0otet.

8.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2| maximum—aging time £ & &adted™, privileged EXEC 2E2H U229 8= HEILCH
Command Purpose

Stepl configure terminal Global configuration =& & & &tC},

Step2 spanning-tree vlan vian-id | VLAN 2 maximum-aging time £ & & &tCt. maximum—-aging

max-age seconds time 2 AKX MPAES o) &0l spanning-tree 82 E £
AloHR 210 JIEPEI: = O AI2HOICE.

® yan-id 8 B = 1~4094 Ol Ct.
® seconds 2 B?l= 6~40 O|Ct. default= 20 OIC.

Step3 end privileged EXEC 2E2 HAHSHC}.

Step4 show spanning-tree vlan | &% L{E2 & QI6tC
vian-id

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0| X & StCt.
config

AL X9 default &S =2 2306tcA S, global configuration & no spanning—tree vlan vian—id
max—age HE = AtE3dtct.

8.3.11. Configuring the Port as Edge Port

U3000 Series OlM STP 2

5
SFEICH O EES edge XE

Forward Time 0| AR & C}.

HSIAZY ER, S SAEQ AZE ZLEN UolA edge port 2
= =

forwarding el & &O0|3t=0l 2 x

Note e AZE ZEN HolAdes BFEAl edge port 2 &FoHOF &t JEX
=) Bt 2as I S20l HZE ZES STP

L EE edge port & &&3tel™, privileged EXEC EE2H C22 82 HEC
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 Interface /nterface-id d&3g QHHOIAE FAISHAH interface configuration 2E2
& StHCh.
256 AHHOIA= 22l& AHHOIAS ZE OFO0IC
Step2 spanning-tree admin-edge- | L E £ edge portZ & & &tCt.
port
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Step3 end privileged EXEC REZ HZE ST}

Step4 show running-config A% WHE= =lstll.

Step5 copy running-config startup- | (&) & & = configuration I+ 0ff X & &tCt.
config

X9 default &S =2 =236t

85 ™ interface configuration @& no spanning-tree admin—
edge port Z& = AtSotct.

8.3.12. Configuring the RSTP Mode

VLAN 9| spanning—tree instance 22 TZ2&E=2 S& REE 888 £ QUL ¢

z
Jx
o
Y|
n
_|
o
2
x

= RSTP BPDU Bt2 AFZdHA spanning-tree £ 4 ot1], 802.10 BPOU £ 4IRS BRUE S
= ?loil 802.10 BPOU E AtE8HLE. ot KBt STP S8 2E0IM= RSTP BPDU E AtEotA &1
2% 802.1D0 BPDU Bt= AtESHCH L8 RSTP Jt M Eot= WHE =7 JIsS AISE == U &l

STPO Z2&2 RPEE HAHSGIHAMA, privileged EXEC 2

Command Purpose
Step1l configure terminal Global configuration @ = 2 &I 5tCt,
Stpe2 spanning-tree vlan vian-id | £3 VLAN 2| RSTP instance & Z2E2 SHZ2EE RSTP 2
force-version rstp =2 HdAsH}.
vian—id 2 E<l= 1~4094 OICt.
default = STP 2 =0|C}.
Step3 end privileged EXEC 2&& HASHC.
Step4 show running-config A3 E= el
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

default #8222 =35t ™, global configuration @& no spanning-tree vlan v/ian-id force—
Ct.

version A= ALEEt
8.3.13. Specifying the Link Type to Ensure Rapid Transitions

E 2} point-to—point @ A2 HBEHIH, 22 T

Im

= designated ZEJ} = C}.

QIEHOIA L] duplex 25 EIC: full-duplex ZE &= point-to-
; half-duplex 2&= &% AEZ =& SclH 22 point-to—point £
S ARAXIC ZEQ HZEE half-duplex @35 JHAILD JATHH, link-type 2 default &&= B &
S22 M forwarding &EH 22| #itE & 018 Jtso ==
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Note port group 2 &R duplex LEZRH 329 EFE HHE £ QCh 229
B ZEJL M2 O duplex 2EE Jt& == UCH O2tAM port group Ol

HolKeE =522 &3 SFE £ Al AtE0tet.

default link-type & H&dIHAH, privileged EXEC 2EUARE TSl &S HECH
Command Purpose

Stepl configure terminal Global configuration 2 =& & & &tC},

Stpe2 interface interface-id XS OEHHOIAES HAISHH interface configuration 2=2

&St

Stpe3 spanning-tree link-type | ZE2| 23 X E point-to—point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2&& HASHCH.

Step5 show running-config HZ EsS gelgtch

Step6 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

default #3822 E36tHA™, interface configuration @& no spanning-tree link—type @& =2 At
=30y

8.3.14. Restarting the Protocol Migration Process

RSTP & Xl&ol= AfXl= 802.1D STP Sote ARIXIAL HASO0| ItsdtE S protocol
migration HIHLIZS K& &Lt ASIXIDt Conﬂguration BPDU(protocol version 0| 0 22 A& &
BPDU)E #=AISHLIH, ARXE 1 ZEZ 22 802.1D BPDU 2t2 A &6t

ARXIJFH 0l4 802.1D BPDU & ==4lotXl ZHet: AH=s22 RSTP 252 M&tE Xl 2=C N
LiSHH UWIER MM STP ARIXIOF MAHEA=X &2 802.1D AAXIJt  Ol& designated A
X JF ORI E HHE 4 gD 20ICH dH22 AAXl= 0{&6| 802.1D BPDU 22 AIEotAH &
Ct.

EX AAX ZEOA protocol migration EXHOIZ A/AXSYH AS AMEZEHE AMZoledH,

interface configuration & & spanning-tree mcheck £ ArZstLt.

8.4. Displaying the Spanning-Tree Status

spanning—tree AElE X3|oted ™, TS Z 0 HAIE privieged EXEC @& = oL

i

INE=

et

o]
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B .
Command Purpose
show spanning-tree active M CIE HI 0l A2l spanning—-tree &2 0tS =& 6L}
show spanning-tree interface interface—id | & ClE{ H 0l A2l spanning-tree A2 E = &tCt.
show spanning—tree summary HE MEE QAN 20 ECH.

privileged EXEC Y& show spanning-tree ¥l [CIE IR0 28t 2= command
referenceE & 11otet.

8.5. Self-loop Detection

Xalol ®E8H IR0l TS0 Qe SAS 2AXots self-loop 2 JIsS SFets gys
HYBHC}
8.5.1. Understanding Self-loop Detection

AZXSl ARAXN0 01 B2t EMoHAl 0t UWER D F40ILt A/AXI0 HZE HO0IS2 &FEH
SOl [tet loop JF Zaigt &= UL

0
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18 8-4. self-loop &M &H

J80IAM S hub AROIOI OIS B 201 28 loop OI EMEHCH. STP It 2d 3t Tl X &
=

MZ20 hub AFOI2l loop 2 HIHE A 220 network 2| EtEZ ZHOHA
ZE PAE Soll 858 A2 CHAl PAZ A0S0 A2IXIU self-loop

AUE, ZLE PA 0l self-loop 0l A= HS ZAotd EZE PA E ANHIA SIts &

A
(Administrative disable)2 StS0 AKX LE PAQF HAL X L2 U2 iIE%BS 2SSt

=0 ZE PAN HZ= I WEAZN 6HEG] | 2 EMECHUIE
HHE JSHUHE STP E ALEStet).

8.5.2. Configuring Self-loop Detection

0l B2oiM=E ARIXIO self-loop 22X Js2 &3

9'ﬂ
rir
oF
0z
o
iz
02
o
[wl

® Enabling Self-loop Detection
® Changing The Service Status of Port

8.5.2.1. Enabling Self-loop Detection

Self-loop 2 Xl JIS& A/AXIS 2 LE HZ2 IS99 &435JF JISEHL.
AEHOIIA &= &4 31D} Db sotLh. default = self-loop 2 A1 10| HI 2435t

Self-loop 2 Xl JIs0| 43 & = 0| JIs0l 216+ port It shutdown

= Port 2 range & &4
S UL

AEIOF &1 EFE limit

time 0l XYt & XIF=22 no shutdown A EHZ HFRCH Limit time 2 default 2t2 5 20/22
SHAZ 0 2 1440 MK XEHE £ JACMH 022 £FHGIH 2522 no shutdown otJ| EDHA
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port Jt shutdown & EiE U=CF.

Self-loop 2 X Jls= 43l oled™ privileged EXEC ZEUHAMEH OS2 A= HEIL

Command Purpose
Step1l Configure terminal Global configuration 2 =2 &I tC},
Step2 interface /interface-name Interface configuration 252 & & &Lt
Step3a self-loop-detection Self-loop 2 Xl Jls2 &4 3} StCh. Self loop 0l 2/6H shutdown
T ™ 5 minutes 0l At&2 2 no shutdown &tCt.
Step3b self-loop-detection Self-loop 2t Xl JIsS &4 3t StCt. Self loop 0l 2/5H shutdown
limit_time <0-1440> T 4 &= minutes 20 XS 2 2 no shutdown StCH.
Step4 end privileged EXEC 2= 2 HZ StC}.
Step5a show running-config HZ EsS gelstch
Step5b show self-loop-detection Self-loop && LHE 2 & QI&HCE
Step6 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &FCt
config
CtS2 ZE fal 0l self-loop 2 Xl J|s S default limit time 22 243 6t= $YHE S0 ECH:
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# self-loop-detection
Switch(config-if-fal)# end
Switch#
8.5.2.2. Changing The Service Status of Port
Self-loop &KXl JISO0l 2ol AUIA 20ts AEHIE & ZEDJH limit time 0 0 22 &&&E
AEfetH 35220 MUHIA Jits &dEiz 2t &= UL

ZEE MHIA Jis AHiE Bt=Sd ™ privileged EXEC 2ENMRH OS2 &S HELL

Command Purpose
Stepl Configure terminal Global configuration 2= 2 & 2L,
Step2 interface /interface-name Interface configuration 2= 2 & 5HCH.
Step3 no shutdown ZEE MHIA Jts &2 2HELH
Step4 end privileged EXEC 2E 2 HZ &L,
Step5 show port status ZEO MHEEE QIS
8.5.2.3. Disabling Self-loop Detection
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Self-loop 2Kl JIs2 A/AXS 2 LE B2 £= Port @ range A& AE A J1s2 HIEZAHES O
Jtso6tLt.

ater Hlg&dstet Port Jb Self-loop Z2XJIs0 2o X=s22 shutdown & &EH2EH no
shutdown 22 &8 = Self-loop 2 Xl JIs2 HIZH3 SHL.

Self-loop 2Kl JIs=2 HIEZA3S} 6ted™ privileged EXEC 2ENMEH LIS U&= HEILC

Command Purpose
Stepl Configure terminal Global configuration 2 =2 &I 5HCt,
Step2 interface /interface-name Interface configuration @ == &l & StC}.
Step3a no self-loop-detection Self-loop 2 Xl Jls= HIg4dst StCh Self loop Off 2ldH
shutdown &/ ™ 5 minutes &0l Xt&2 2 no shutdown &tCt.
Step4 end privileged EXEC 2 =2 HZ StC,
Step5a show running-config &8 WHE= =0I6tC
Step5b show self-loop-detection Self-loop & & WHE 2 & CISHLT
Step6 copy running-config startup- | (S&) £ & 2 configuration I+ 2 0l X & stCt
config
=2 £ E fal 0 self-loop 2 Xl JISs= Hl €435t ot ZdE8HE E0HE0H:

Switch# configure terminal

Switch(config)# interface fal
Switch(config-if-fal)# no self-loop-detection
Switch(config-if-fal)# end

Switch#

8.5.3. Displaying Self-loop Status

LEQ| self-loop 2 Xl Jls &3 AMEHE £ 35tH ™, privileged EXEC & & show running-config Lt
P

show self-loop-detection 2 ALE3dlct.
show self-loop-detection 0i| A
® ifname : Interface name (Port name)
® sld : self-loop-detection & & (set)
® link : link 2| &'Ef (up, down)
® shutdown : SLD 0fl 2|8t shutdown (set)

® set time : SLD 0ff & &t limit time (minutes). 2t2F 0 min O 2t® SLD 0l 2l6H shutdown & =,
=322 ol Port £ no shutdown otJ| &HAl H = shutdown & EHEZ A = Ch.

® remain_time : SLD 0l 2|8t shutdown Al E& 22 S & D] DA &2 Al2H(minute:second)

U3000 Series DSLAM User Guide 119




xDSL

solution

|

® count: SLD 0fl 2|8t shutdown & ==

® last-occur : OtXI 222 SLD 0l 2/ aH shutdown = Al 2+

CtS 0ll= Port fa5 0fl SLD D default time @ 5 222 A& Qe 212 EW =L Port fa5 = May
29 04:48:39 2006 0l SLD 0l 2|aH self loop Ol 2 XI &l shutdown & = 0| st
AUCH.

Switch# show running-config
|

fnterface fab

self-loop-detection
|

i-nterface vlani
ip address 100.1.1.1/24
|

éwitch#

Switch# show self-loop-detection

ifname sld link shutdown set_time remain_time count last-occur
fal . down . . . 0

fa2 . up . . . 0

fa3 down 0

fa4 down . . 0 .

fa5 set up set 5 min 1 May 29 04:48:39 2006
fab down 0 .

fa7 down 0

fa8 . down 0

Switch#
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Stacking

Ol HUlM= 0icdd tHel ARAXIE otLte IP =42 2t

o

= Q= Stacking Jls 0l CHoll &Y stlt.
ol =232 =2 R4 E L
® Stacking Overview

® Configuring Stacking Features
® Displaying the Stacking Status

9.1. Stacking Overview

U3000 Series A®IXl= otL2 IP F=AZ el tHe AKX E 22lE = ULH O M, el IP F=AE
& ARAXNE Master 294/, Master ARIXE Soll 2elTes AKX AEUS UHA ARAXES
Slave A2/ x/et & &t

U3000 Series A9 Xl= Master A9 X2t Slave AQIXIIF SAE 4= A= ZE9 VIANSZ (A0t
o Aod, HERZA A (Network topology)t 226 stacklng E = QICH Ol i, Master
ALIX| 2 Slave AR X E HZBl= VLAN 2 Stack VLAN Ol 2t R 2.

9.2. Configuring Stacking Feature

Ol 20l M= Stacking & & &ot= Y& S & U

® Configuring the Stack VLAN
® Configuring the Stack Member
® [Enabling the Stack
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® Connecting to Slave Switch

9.2.1. Configuring the Stack VLAN
Stacking 2 ot H Master A2 X| 2t Slave A2 X It SAIE £ A= 352 VLAN, Stack VLAN S &
& ol OF &tLCt.
Note 2Bt EiT I Stacking EcHE Ol 22lE <o VLAN 2 22lg 22 HESHH
=, 859 Trunk VLAN £ M4 3H A Stack VLAN 2 & XI&EGtet.

Stack VLAN 2 & &6t ™, privileged EXEC 2 E2H C382 &S HEICH

Command Purpose
Step1l configure terminal Global configuration 2 =2 &I StCt.
Stpe2 stack vlan vian-id Stack VLAN 2 & & &Lt vian—id 2 8 %l= 1~4094 0| Ct.
default = VLAN 1 OICt.
Step3 end privileged EXEC 258 HZSIC}.
Step4 show running-config 23 UES =elstih.
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &tCt.
config

Stack VLANS| default &8 2& =323l ™, global configuration @& no stack vilan 2 AIEZ8tCH.

9.2.2. Configuring the Stack Member
Master A 2| X0 A 22| & Slave A< XI EE Master A X0l S= 0l =00t StCt.
Note 0l HHE2 Master A XI0ACH2I0IS JIXIG, Slave AR HAE &X-GIHSE
SH IS 0IXXN el SZote ARAX= Master ARG 22
VLAN(Stack VLAN) Ol =XHcHOF SHCt.
Slave A2 ?IXI1E S=5tAH, privileged EXEC 2ERE Ch52 HE S HEH
Command Purpose
Step1 configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 stack member node-id mac- | Slave ASIXIE SE&HCL.
address ® node-id 2 H?l= 2~5 O|Ct.
® mac-address = AABB.CCDD.EEFF & Al 0|Ct.
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Step3 end privileged EXEC 2&2 HZ S},
Step4 show running-config A% LHE = #lstt.
Step6 copy running-config startup- | (S&) & &= configuration I} 2 0l X & &tCt.
config
, global configuration @& no stack member € AtE&tL.

ALHISte ™

sEH=
9.2.3. Enabling the Stack
| Xl = Master A2/ X| E2 Slave A9 Xl & Stack J|s0| & 43 =Tt
| X2l Stack Vs &43 ot H, privleged EXEC 2E2H U2 &S HECH
Command Purpose
Stepl configure terminal Global configuration 2= 2 & &Lt
Stpe2 stack role {master|slave} ?IXI2l Stack JIs= &4 3t6tCh.
® master - Master A?IXZ S&EHCH
® slave - Slave A®IXIEZ S&&HC
Step3 end privileged EXEC 2E 2 H A S},
Step4 show running-config 23 UES =elstih.
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0l X & &HCt
config
S2 oMt ™, global configuration 2 & no stack role tZ &Lt

Stack JI
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9.2.4. Connecting to Slave Switch

Master A< X| 2t Slave A2 Xt =& 2 2 stacking &I A CHH, Master A XIE Sl Slave A< Xl
Ol @& 2 QCH U3000 Series A2/ Xl = Slave A2 X2 shell 2 AIE & &= U= YU S MBS
b Note 0l BH =2 Master A< X0l A2 S&SHCH
SERH US89 HEE AHE L

fI X2l Stack )1 s2 & 43 ot H, privileged EXEC

Command Purpose

=35HC} node-id 2 E

o] —
TI:

Master A< X0l A Slave A2 X0l &5

rcommand node-id
2~5 0| Ch.

Step1

uU3000

Series DSLAM User Guide
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9.3. Displaying the Stacking Status

Stack AEHE E3lotel™, IS ZE0l HAIE privleged EXEC E& 2 A5tk

Command Purpose

[l

show stack stack &Ef BEE st

CtS2 Master A X0 M2 show stack &0l Cigt =& Z 0| Ch:

Switch# show stack

Node Mac address Status Platform VLAN
1 0007.7000.100a active U3024 10
2 0007.7000.100c active U3024 10

Ct=S2 Slave A XI 0 M2l show stack 2 &0l st =& Z2 10| Ch:

Switch# show stack

Stacking VLAN : 10
Node |D L2
Master switch : U3024(0007.7000.100a) on VLAN 10
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= Ze s

RMON(Remote Monitoring) =

232 U3000 Series ARIXI2 AEHE

10

SH 2LIEE % Qos

=

CE S U3000 Series AR X MZ20l=s SH HEE= AIAE 2AXDFETH HERKITS 29 AEIE =
Al THtE 4= JUE S S0 0t FI|H o=z SH oI E 22letdH, &85 SE2 tl=olt2, Mot
MBI HAl 012l 2XIE FHE 4= JTH
10.1 AE 2LIHE
ALER 22| JIs2 A/AX0 e A2 E HZ8HCH U3000 Series A9 X = show EEHO ME HHES
Sol0 TSt A HEE &9 X sl S Sot M38HTh
T 10-1. AEf PLIEHYE HAHEO
= R= N0 A9
show log m A|AEQ] M 22lot] U= 2DE B =0,
m X500 0K 208 MEE %= UL
show memory usage m S AAES HI2 A AEHE 20 EC
show cpu usage m 3 CPUEREZ B0 =L,
show version m ALXS HW2S/W 2 HHE BE2E E0 =L

126
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10.2. ZE S

(]
=
g
o
[
He
Im
lo
Vil
=
0
HT
rr
>
|>
0z
1o
ro
=
)
00
o
ro

U3000 Series AR X= ZEQ| EH &

== 2
2Eo 2 EES M II2H &S 20 E

HZE SHE I Rk = UhS2 BE= AMEEHC.

i

show interface [interface name]
U3000 Series A9 Xl= 2 A0H OS2 LE SH F2E MSstL.

B Link Status — &2 32| & T{ AHEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

m  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

B Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

O

Show interface HES AIE0IH G310t 20| ChYe SH OIOIEIE &#21g == JULH

Switch# show interface

fal is down

type 100Base-TX

ifindex 0(k2) BROADCAST multicast
auto—-negotiation

speed set auto

duplex set full
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Last clearing of counters 17:31:00
1 minutes input rate O bytes/sec, 0 packets/sec
1 minutes output rate O bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, O bytes
Sent 0 broadcasts, 0 multicasts

fa2 is down

type 100Base-TX

ifindex 1(k3) BROADCAST multicast
auto-negotiation

speed set auto

duplex set full

Last clearing of counters 17:31:00
1 minutes input rate O bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, O bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, O bytes
——More——

H10-2. LE SAX3 X3 HE

HEO 43 2c
AMAEO @ CIEHO0IA Q| In/Out packet 2] SHXIE 2
show port counter Interface
HELH
. g CIHHOIAS 5x, 18,58 ©RZ RY/Tx 2l bit/s, i
Show port statistics IFNAME Config
bytes/s, pkts/s & £ 0 &LCt.

Jd

how port counter £ 0|25t M A ZE2 3! +

o X9 SX QIEIH Ol A(fal/1)2l 5 %, 1 =,
582 SHXE 20 EC

Switch# show port counter

ifname |-Kbps 0-Kbps InOctets  InUpkt InNUpkt OutOctets OutUpkt OutNUpkt

fal 0 0 0 0 0 0 0 0
fa2 0 0 0 0 0 0 0 0
fa3 0 0 0 0 0 0 0 0
fad 0 0 0 0 0 0 0 0
fab 0 0 0 0 0 0 0 0
fab 0 0 0 0 0 0 0 0
fa7 0 0 0 0 0 0 0 0
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fa8 0 0 0 0 0 0 0 0
fa9 0 0 0 0 0 0 0 0
fal0 0 0 0 0 0 0 0 0
falt 0 0 0 0 0 0 0 0
fal2 0 0 0 0 0 0 0 0
fal3 0 0 0 0 0 0 0 0
fal4 0 0 0 0 0 0 0 0
fals 0 0 0 0 0 0 0 0
fal6 0 0 0 0 0 0 0 0
fal7 0 0 0 0 0 0 0 0
fal8 0 0 0 0 0 0 0 0
fal9 0 0 0 0 0 0 0 0
fa20 0 0 0 0 0 0 0 0
fa21 0 0 0 0 0 0 0 0
fa22 0 0 0 0 0 0 0 0
fa23 0 224 2266323 11646 120 1779661246 19781 1528642
fa24 224 0 1779736598 20000 1528693 2279097 11857 120
fa2b 0 0 0 0 0 0 0 0
fa26 0 0 0 0 0 0 0 0
Switch#

Switch#

Switch# show port statistics fa24

Last clearing of counters 17:31:45

RX | TX
bits/s bytes/s pkts/s | bits/s bytes/s pkts/s

5sec 222656 27832 23 0 0 0

imin : 223912 27989 23 40 5 0

5min 222840 27855 23 80 10 0
Switch#
Lot thse ¥E2 A8t show interface Al 20 == SHIO TSt &S BrRI{LE oS CIE HIO|
A9 £3 J12t2] High/Low threshold 2t S £ &GH0d log 2 & Z == AULCH
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H10-3. ZE SH x5 €43 &¥H
g3 &9 S2E
load interval <5-100> Show interface Al 20 === B2 gtel JI2ts AE & interface
) Show interface Al 20 == B3t JI2t2 CIZEZ | |
no load interval interface
B1 2 5HCH(60 X)
input-load-monitor <5-100> <1- | i S QIEIHIOIA2] & J|2t S2t2 low/high threash & & interface
[
1000> <1-1000> 6t (4 syslog, snmp trap S Soll 210 8HC.
no input-load-monitor Input-load-monitor £ off Al StCt. interface
G2 d9g2 SAHAX et =EXIE =J|3tAI21= BE 0 0[Ct.
H104.2E SH =013t 94
g3 &9 2c
clear counters ANAEO D= QIHHIOIAL SHSEEXIE =II3H6HC. privileged
clear counters IFNAME S AHMOIAL SHFHEXIE =D|3tetl privileged
NAEO BE CIEHHOIAS snmp E RISt SHSRXE .
clear counters snmp o privileged
=J|&t8tCt.
10.3. CPU E2i™ S
U3000 series AR Xl= cpu & 21 T= TR0l CHE SHE B0 =0
H 10-5.CPU EciT SH =)\t H¥
g0 &9 =
show cpu-packet-counter ( all _ . .
OW cpup (A cpu 2 crersis mzr son et =12 woizn privileged
ip_icmp | tcp |udp)

Ol |

Switch# show cpu-packet-counter all
Ip:
15368 total packets received
0 forwarded
0 incoming packets discarded
15181 incoming packets delivered
15103 requests sent out
Icmp:
3 ICMP messages received
0 input ICMP message failed.
ICMP input histogram:
echo requests: 3
3 ICMP messages sent
0 ICMP messages failed
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ICMP output histogram:
echo replies: 3
Tcp:
active connections openings
passive connection openings

failed connection attempts

o O = O

connection resets received
1 connections established
2158 segments received
2075 segments send out
10 segments retransmited
0 bad segments received.
1 resets sent

Udp:
13012 packets received
0 packets to unknown port received.
0 packet receive errors
13025 packets sent

TcpExt:
1 invalid SYN cookies received
ArpFilter: O
2 delayed acks sent
1 packets directly gqueued to recvmsg prequeue.
3 packets directly received from prequeue
19 packets header predicted
1 packets header predicted and directly queued to user
TCPPureAcks: 4
TCPHPAcks: 2047
TCPRenoRecovery: 0
TCPSackRecovery: 0
TCPSACKReneging: 0
TCPFACKReorder: 0
TCPSACKReorder: 0
TCPRenoReorder: 0
TCPTSReorder: O
TCPFullUndo: O
TCPPartialUndo: O
TCPDSACKUndo: O
TCPLossUndo: 0
TCPLoss: 0
TCPLostRetransmit: 0
TCPRenoFailures: 0
TCPSackFailures: 0
TCPLossFailures: 0
TCPFastRetrans: 0
TCPForwardRetrans: 0
TCPSlowStartRetrans: 0
TCPTimeouts: 2
TCPRenoRecoveryFail: 0
TCPSackRecoveryFail: 0
TCPSchedulerFailed: 0
TCPRcvCollapsed: 0
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TCPDSACKOldSent: O
TCPDSACKOfoSent: O
TCPDSACKRecv: 2
TCPDSACKOfoRecv: 0
TCPAbortOnSyn: 0
TCPAbortOnData: O
TCPAbortOnClose: O
TCPAbortOnMemory: O

10.4. Logging

U3000 series 22Xl 2= 2 &3 848 d82 38 &M HE2E 20

Ch. AIAES BIAIXT 2

HIAIXIE 28 =

N
>
K
[m
_,__O
9
rr
>
_0
>
10
=2
Hd
o
=
HU
J
=2
=
Piu
i
>
0z
_O'ﬂ
[w)
rn
a
(=
9
HU M

| =2s 22 BS deg 4 St
v  ANSEXOAH =88t 2242 B CUI0IAE HdE8E = JUEF &t
U3000 series ARIXl= JI280=2 W2 HIH AIAE 250 CIHD e 208 MEGHD B4
Ch. A8 Xt= CLI E AM86IH 225 = A28 HAIXIE MHE = ACH = O 500 JH2l 22 HIAIX
AMAE HIHOI HAESICH AAY 2= AAY HAKXIE Telnet OlLF 282 SdllM, &=
Syslog server 2 2 1E SC22M 22z DLIH & &= UL

U3000 series A Xl= 0-7 X2 Severity A= JHAI D UL

H 10-6. U3000 series AKXl 27 gyl

Severity il & &9

Emergencies (0) AAE AIZ 20}

Alerts (1) SOl TX[JF 2 Q5 ALEY

Critical (2) Critical &HEH.

Errors (3) Oled BIEAIKL.

Warnings (4) 210 MAIK.

Notifications (5) FAROI MEHXIC SRF FE

Informational (6) AEXHOH M Sote 2 HAIK

Debugging (7) CItH 2 BIAIXI.
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10.4.1. ANAE 27 HAIX HE
U3000 series 29I1XI0 AIAE 20 HAIXIE CHED ZE S MBI

v Timestamp
e Timestamp = OIHEDI LWMEt &, Gl A L AHMEQ AL EEE
HH:MM:SS MM/DD/YYYY It 20| J|=8tCt.
v Severity level
o <H 1>0UM H2lst U3000 ARIXIC 21 HIAIXRIS &t
e 0~7 X2 =Xt
v Log description

o LB OIBMEO CHE &fMISt BE2E X

-

0
Qﬂ
rir

o
|-
Im
D
=
2

S22 AlIAE 2 A2 271 HAIX OICH

fo

May 6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins

May 6 11:54:01 [5] IFM—NOTICE: Rate limit ra creation

May 7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins

May 7 02:10:40 [5] IFM—NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM—-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
(5]

May 7 05:23:10 [5] IFM=NOTICE: Service pa add interface faft
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10.4.2. CZE

H10-7. NAH 2O 0|2 €8 &t

Logging & & gt.

&% Tiet0IH 2 838 &
229 22U =& enabled

Telnet N2 22| 224 & disabled.

£ HIH AHOI= 250kb
Time—Stamp &< enabled
Logging Server disabled

Syslog server IP address None configured
Server facility LOCALY

Server severity

Warnings(4)

Z & 9| Severity

Debuggings(7)

Telnet 2| Severity info(6)

H 10-8. AIAH HAIX 22 &3 43 9

380

[nZ]

o
logging console ZE2 =L EH R L BF &£F

{enable|disable|level}

logging facility
{auth|cron|daemon|kernel|local0|
locallllocalZlocal3|local4|localb|
localé6|local7|lpr|mail|news|syslog]

user |uucp}

syslog HIAIXIE 2 & Facility parameter & &

~
=N

logging flash
{enable|disable|level|size}

syslog BIAIXI € flash Ol M&EE X2 HE &

logging server A.B.C.D

syslog HIAIXIE 2= syslog MHOI 2L &

pS|
=

logging session
{enable|disable| level }

i

S MELRY 2 =28 R £4.

logging source-ip A.B.C.D

syslog packet 2| source ip £ & &

logging trap
{<0-7>|alert|crit]|debug|emerg|err|

info|notice|warn}

syslog server 2| logging level & &
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show log m 22 HH =8 2 22 48 &0l
{<0-7>|back| flash }
logging console {enable|disable} m BEE20 22U &S B A A,

10.5.

Il

| 2 K= U3000 Series A< X Hl

O
[

RMON(Remote MONitoring)

OtOd, Al A

AAE = 0t= RMON(Remote Monitoring) 7SS AIE
BEEU ESHCZ 2ot WERIL 2EE =2 == UL
ChS Z0lM= RMON 2 2 U3000 Series A2 X JF X2 56l= RMON MEIA JIs0ll CHotod XHAIG
Y5t
10.5.1. RMON Ji
RMON & IETF(Internet Engineering Task Force)2l RFC 1271 2t RFC 1757 0l 821&H /= = H &
F AECZ AAY 2 UERIE JAC2 22|ote JIs2 MBSHCH L o2 RMON 2
Ch2o & X 248 @42 2 ELC
B RMON probe
B 22OZ HOUAHZHA XNHHCZ LAN AIIHE = VLIANS SH 3EE +&86le Xs
& ClHi0lA = AT EQIN agent
B 3t HEE 2N @FIUS M E= 0lel Holst sH0 Tetsd Isez 22l &
AEQNAH S
® RMON Manager
B RMON probe 2t S4lotHA SH E2E =&
B EtE Al RMON probe 2t S8t HIER A0 AS ERE=E U 20, RMON probe £ in-band
&£ = out-of-band HZ S SotH MO
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RMON-compliant
Console Manager

|
-

RMON-Probe

RMON-Probe

& 10-1. RMON Manager 2t RMON Probe

J|Z2| SNMP MIBs JF SNMP agent Jt & M &
MIBs = 22| HAS &HI0l H&Z2E LAN AIQHE=Z &t

JBEN HHE 2 BAEQ EQE SAES

= 8l AME 2l Heez

o]
=
=

tOl2l Ecil &M &S AL

RMON Agent= & SH GIOIE, OI= CIOIE, S AE 2t OI0IH, SAE IHEE AL AHE 0 2K
M= HMHE ?IoilK SE HA S 2HEoE Vsl SAHAXE €8, 010 ==0otH Is2=2 &
F=dE2JIs E M EY JIsS ERotD U OF &t

U3000 Series A2® XM= <F! &
OIMIE 1=

% %j;“’ O|E:I otelt

-/, =2 0,

P
0
M
o
2
o

9|°F RMON 2 9Jll O&
0| disabled O|C}.

= &9
S A B SHANOHENA LMS IH2/BI0IE ==, E2ENAE/LEIRAE =,
S= = 2 A 2018 &= 12ld A& 2F(fragment, CRC Alignment,
jabber, 20| 01, 20l =1H)0l HE SHE M=
= B 2[RI S FBH A2 2HE LHO 2AiE S By & QF0 (e &
2E N3
B JIE2HO2 HIHIIMOZ 2tAE &8 Jhsot] 1-3.600 =5 2HH2
2 Mgt
B O AIZE Sofl AIZUHE 01 & & HE MIAHEA HIW Jis
48 B FIHOZ EZe S MA o JIEX0 S0t 2l Aol 200t
Cielelol Xrde DI85 B=
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n

2 MNA
80 =2o.

RMON 2] Alarm 1} Event 1

10.5.2.

U

0l

o3
<+

ioll

ISPS
= o

=3
=

ot A RMON 2| Configuration

CLI &= SNMP Manager Ol 2

Privileged 2E 0 M &

INE=DN;

10-10. RMON Alarm and Event & &

IT
o

ul
0|

fall
Ll

0
&0

Config

MIB object
alarm variable

o
ju—

o

Index : 1 £H 65535 2| &% 3.

= RMON 2| Alarm Table 0ll Alarm S =D}
interval

® Variable

rmon alarm index ifEntry
variable ifIndex interval
{delta|absolute} rising-
threshold value [event-
falling-threshold
[event—-number]

number]

Ok
ad

iKd

0l

Ar

value

137

MIB

—

[—

o4, absolute

=

ot

MIB variable

—

[a—

® delta

[owner string]
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variable o] Zligt{= ZL&tLt.
rising-threshold 2t falling-threshold 2| 2t 2
282 d 5L

event 2| & & 2 option 0|4, alarm variable
9| delta gt 0l Lt absolute
L+, falling threshold gt0ll TS W 22+
ol & Event JF 224 SHCE

Alarm 2| owner € S AIE &= QUL

84 0| rising-threshold

rmon event index [log]
[trap community string]
[owner string]

[description string]

RMON Event table 0ll Event £ = Jt&tLEH
log = event Jt £ = [, RMON log £ 44
A& AQIXE YAISCH Trap 2 Event JF &

gsa[[H trapE S 210X E HAISHC.

Config

no rmon alarm alarm-index

RMON Alarm table 0l M alarm 2 4t K| 8tCt.

Config

no rmon event event-index

RMON Event Table 0l A event £ 4 K| 8tCt.

Config

show rmon alarm

RMON alarm table 2 &£ 0 =LC}.

Privileged

show rmon event

Privileged

show rmon log

RMON event table 2 2 4 =LC}.
RMON log table = £

Privileged

Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner mijiok

Switch(config)# rmon event 1 log trap community rmonTrap owner mijiok

“Noti
Switch (config)# exit

description

Switch# show rmon alarm

Too Much InErrors”

The index of alarm 10

The interval 20

The type of Packets inErrors

The interface fal

The type of Sample deltaValue

alarmValue 0

The status of starting: RISING FALLING ALARM

alarmRisingThreshold 15

alarmFallingThreshold 0

alarmRisingEventIndex 1

alarmFallingEventIndex 1

alarmOwner mijiok

Switch# show rmon event
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The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmonTrap

eventOwner : mijiok

Switch#

H 10-11. RMON Statistics And History &3 &

N Ao 2c

rmon history index ifEntry m HAIE bucket O 22t interval 222322 Config

ifIndex [buckets bucket- NEEESS

number] [interval seconds]

o

B index gt 1 26 65535 Al & £
QI Ct.
m Bucket 2| default JH=== 50

no rmon history index ® History ==& S Disable Al2!C}.. Config
ifEntry ifindex

[owner string]

ﬁ_

Privileged

show rmon history ® RMON history table 2 2 0 &=
S ECH Privileged

(=)

show rmon statistics ® RMON statistics table =

Switch# show rmon statistics

The Index of stats : 1
Interface : fal
Drop Events

Total Octets

Total Packets

Broadcst Packets

Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct
Pkts 128 to 255 Oct
Pkts 256 to 511 Oct

0
0
0
0
0
0
0
0
Fragments : 0
0
0
0
0
0
0
Pkts 512 to 1023 Oct 0
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Pkts 1024 to 1518 Oct: 0

Owner : locus
The Index of stats I
Interface . fa2
Drop Events : 0
Total Octets : 0
Total Packets : 0
Switch#

Switch# configure terminal

Switch# (config) # rmon history 1 ifEntry 1 buckets 20 interval 10 owner mijiok
Swtich# (config)# exit

Switch# show rmon history

====== fal ======
Control-index 01
ifindex : 1
interval : 10
buckets : 20
owner : hong

--- fal : bucket 1 ---
DropEvents
Octets

Pkts
BroadcastPkts
MulticastPkts
CRCAlignErrors
UndersizePkts
OversizePkts
Fragments
Jabbers
Collisions

O O O O O O O O O O o o

Utilization

--- fal : bucket 2
DropEvents

Octets

Pkts

BroadcastPkts
MulticastPkts
CRCAlignErrors
UndersizePkts

OversizePkts
Fragments
Jabbers

O O O O O O O O O O
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Collisions

Utilization

--- fal : bucket 3 ---
DropEvents : 0

Octets

Pkts
BroadcastPkts
MulticastPkts
CRCAlignErrors

O O O O O

10.6. Qos ¥ Packet Filtering

PU3000 series
N MFC Scheduling oUT
——p| - classfication by 5 tuples ———» - Strict queuing >
- drop - WFQ
- queuing
- rate-limit
- marking
= U3000 Series A 2| X0l Al = Qos 2t Packet filtering 2 fIol I8t 22 Jls2 =32 &t

® MFC(Multi-Field Classifier)
I 2 &EZ, src/dest IP, UDP/TCP Port 2| XI& & gt 2ol CH2SHA classification St flow-
rule 2 Z &&= drop, queuing, rate-limit, marklng s2 £§8 ¥ M(action)2 =HE = UL
L5t 0IE 01230 CHLBHA filtering JIsS =&5t=0l 018 % 7| & &tCt.

®  Scheduling
EEO| URoI LHEE B2 012 s M2l A 22 Scheduling 2 12|&2 0I235HH
Ecigol 2210l et Mel=MdE G2A ot= YAOICH
- Strict Queuing Method
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Ol gucis2 S HO0IHE It &2l Xiclotd ) & M AIS=0 2
FUZ Melotd 24 =910t =2 U0IEE &2l M= X2 SHEEIt
MO ZElth 2tef = dMIE 24 =% =2 UI0IEZ X
2 8ol SotXl 2ot Wl &Ef0l =0l HE S XLl U= SA0ICH

o fin
j)
=)
o
rir
P
w
O

- WRR(Weighted Round Robin Method)

2E HIES JI2=Z HIOIHE MeIocts HAl22 SPQ 240 HES Bag U= Y1

S22 M AMERD RIS A0 XA e R0l A& IS0 et IoOIHE Melsttt

- WFQ(Weighted Fair Queuing Method)

2dH HIES JIHULZ UOIHE X Elﬁrf LHAOZ SPQ HAlS HES B2es U= el

SOZMN AU EEE 012 M2SE MEXIE XA 2F0 ZH &FE = JALCH
10.6.1. MFC(Multi-Field Classifier)

10.6.1.1. Flow-Rule MAd/AQ/2ELH

22 XMelote EMs 480t fIol E2¢ a0l e &S &&86t0H0E ot=dl, 2K 0l /gt
flow-rule S M AoH0F StCH L& 0l {8 HE S profile-mode € E&GH0{0F &L} L2 2E0M=
Mac/vlan/cos/ethertype/ipaddr/protocol Ol2aHM classification = =&5tH, 13 ZE0AM=
0| &oll A classification 2 48 5tC}. Address 2 == mac / ip addr /

=2
=
=2
=

Ipaddr/protocol/dscp/tos/l4port/tcp-control
14 port / protocol £ 0| &3l M classification 2 ==& &L},

I 10-12. Flow-rule M&/AQ/2ELEH HH

230 &9 2=
flow-rule NAME ol & flow-rule &4 & Config
no flow-rule NAME ol & flow-rule A X Config
. Mac/vlan/cos/ethertype/ipaddr/protocol € £= .
flow-rule NAME pofile-mode 12 Config
2 Z20A ALE
. Ipaddr/protocol/dscp/tos/l4port/tcp-control S .
flow-rule NAME pofile-mode 13 o Config
BE=RBEZZMY ME(CZE)
flow-rule NAME pofile-mode adress Mac / ip / 14 port / protocol 2 E= S & Config

10.6.1.2. Flow-Rule & & /al Al

IH2!= Xclote EM= £4ob)| ?lo HEE HWH0lE=E #&= €860 0F of=0l 0l= Flow-rule
P J

tSotCh Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 E£Z,

(=)

£ classification & &
src/dest IP, UDP/TCP Port,
Ct.

scp, tos, Tcp sync S2| XA & & gt 2ol CH2GHA classification & U

—
o
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H 10-13. Flow-rule Classification & &

o1 of P 2E
f;EYVAT::ZnT/'}AME classify mac {H.H.Hlany} Mac 2 0| &t classification & & Config
flor\l/qv‘;lrsukleHméxE'alli'ssﬁy mac mask HHH H.HH Mac mask 2 0| £ &t classification & & Config
flow-rule NAME classify vlan <1-4094> Vlan £ 0| & classification & & Config
flow-rule NAME classify cos <0-7> Cos = 0| 28t classification & & Config
flow-rule NAME classify ethetype WORD Ethertype £ 0| & &t classification & & Config
f;\./\lla-g'l;/l':lﬂfxs}classﬁy Ipaddr {A.B.C.D/Mlany} IP address 2 0| & &t classification & & Config
flow-rule NAME classify protocol _
{<O-255>|icmp|igmpliplozpﬁlpimltcpludp} Protocol 2 0| & &t classification £ & Config
flow-rule NAME classify dscp <0-63> DSCP £ 0| &8t classification & & Config
flow-rule NAME classify tos <0-7> Tos £ 0| Z &t classification & & Config
;LOOVY(;;LQ;I:Q\:; classify l4port {<0-65535>Jany} L4 port number £ 01 & &t classification & & Config
:LO;I:-kH;(l;)?l;),\(A)I(EXC)laSSIfy I4port mask XXXX XXXX L4 port mask £ 0| 8! classification & & Config
flow-rule NAME classify tcp-control VALUE MASK | Tcp control flag £ 0| & &t classification & & Config
no flow-rule NAME classify mac Mac 2 0| & &t classification off Al Config
no flow-rule NAME classify vlan Vlan € 0| &¢t classification off Xl Config
no flow-rule NAME classify cos Cos = 0| =28t classification off Al Config
no flow-rule NAME classify ethetype Ethertype £ 0| Z &t classification o Xl Config
no flow-rule NAME classify ipaddr IP address 2 0| & &t classification o Al Config
no flow-rule NAME classify protocol Protocol 2 0| £ & classification oHf Al Config
no flow-rule NAME classify dscp DSCP 2 0| & &t classification oHi Al Config
no flow-rule NAME classify tos Tos £ 0| Z &t classification of Xl Config
no flow-rule NAME classify l4port L4 port numbe S 0| &8 classification o Al Config
no flow-rule NAME classify tcp-control Tep control fla £ 01 & &t classification ol Al Config

b Notice Profile-mode 0fl i &

Xl &= classification £ Al &+CF.

Flow-rule 2 M40t 5t

‘2= W2 S 20Iett

B Notice

DA QI classification 2 & &6t Kl &

-|>|'

ro

rr

b Notice

Marking dscp , marking tos , cos-to-tos =
dscp, tos, cos-to-tos 2| & =22 &ILX 8 & & E L.

SAMUl HESEHX E20, S

Al E2EA
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2t 2210l 2/ 6H Classification & Flow-Rule Ol

S& dF(action)= BSAIZ It UL
Qos E ?loll Cos, Queue 2 = E marking &% U2, rate-limit S 2| 2=

N=
S

ot

=5 UL

T 10-14. Flow-rule 33 M2 HH

g3 49 2c

flow-rule NAME match drop AW LXI6t= W3S 26160 Config
) AL 2Xots M2As NFEE 26&=99 _

flow-rule NAME match queuing <0-7> o Config

Queue Ol EE&tCt

A E Xct=E WA S €2 E Cos 8t
flow-rule NAME match marking cos <0-7> B o Config

22 A0l marking &t

) AL LXIokE W32 HEEtS & dscp &t ,
flow-rule NAME match marking dscp <0-63> _ L Config
© 2 20l marking &tCt
) 20 YX5k= W2e Hats €<E tos &t ,
flow-rule NAME match marking tos <0-7> B Config

S Z W20l marking &tCt.

A LXIok=E W32 tos 2t S W22 cosatsS ,
flow-rule NAME match cos-to-tos o Config

& XG6HH IH2! 0l marking &tCt.

20 YXISH= A2 cos 2 212 tos &t S ,
flow-rule NAME match tos-to-cos o L Config

& XG6HH IH2! 0l marking &tCt.

, A& LXotE W22 XNEE mirror ZEO = ,
flow-rule NAME match mirror _ Config
AFEHCH.

AED LXISkE W3l vian a2 XA & ez .
flow-rule NAME match replace-vlan <1-4094> | _ o Config

IH2! Ol marking &FCt
flow-rule NAME match redirect {all|unicast| A3 ZXcte W3S XNEE INTERFACE 2 Con
not-unitcast} INTERFACE { tag | untag } redirect &tC} 9
flow-rule NAME match trap-cpu A YXIokE W3S CPU 2 EZAIZICE. Config

A& LXISk= IS CPU O high priority 2 _
flow-rule NAME match control-cpu-trap Config

EEAIIN, SAl0 drop Al2ICt.

A& 2XIoteE 20l drop-precedence E 2 _
flow-rule NAME match drop-precedence olBHTI Config
flow-rule NAME match metering & YXIct= W3S St 8 et} Config
flow-rule NAME match rate-limit AL Lot WA 0l rate-limit £ = Z&HC Confi
<64-1048576> g
no flow-rule NAME match drop A LXols W3S EE HAasHH Config
no flow-rule NAME match queuing & L XIok= W22l queuing S FH A8 Config
no flow-rule NAME match marking cos & L XIok= W32 marking S F A 8HCH Config
no flow-rule NAME match marking dscp & L XIok= W32 marking & F A 8tHCH Config
no flow-rule NAME match marking tos & 2 XIok= W32 marking S F A&t Config
no flow-rule NAME match cos-to-tos & L XIok= W32 marking S F A&t Config
no flow-rule NAME match tos-to-cos & L XIok= W32 marking S F A& Config
no flow-rule NAME match mirror A& L XIGt= 23!2 mirror & F A 8HCH Config

A& dXIote T2 replace-vlan & F A& )
no flow-rule NAME match replace-vlan o Config
no flow-rule NAME match redirect & L XIok= WA redirect £ F A8 Config
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no flow-rule NAME match trap-cpu &0 L XI5t= I3 2 trap-cpu E F A SHCY. Config
no flow-rule NAME match control-cpu-trap &0 L XI5t= I3 2 trap-cpu E F A SHCY. Config
no flow-rule NAME match drop-precedence iji{ EAIGHE WS drop-precedence £ H Config
no flow-rule NAME match metering A& Y XI6t= 3! 2 metering E F A 8HCE. Config
no flow-rule NAME match rate-limit A& Y XIGt= 32 rate-limit & 3 A 8HCEH Config

action 0l (b2tM SAIN HEE X &
marking cos = S Al 0l &E&0| JFEGPX
OF S & SHCH Action 2 & =2I= Bro

T e T Tl

b Notice ?12 2= FZ 2 flow-rule 0l 04 JH% S A0 #&E0| JtsotXlet,

|eH drop 1t queuing 2 SHIHXI 2

Notice control-cpu-trap 2 oS TH3! 2 cpu 2| high-priority 2 trap St2 A, S A0l drop
= =& &Lt Igmp snooping S =& 5tJ| ?lol A= oS packet 0l CHoll A Ol trap

S 80 == s et

10.6.1.3. mask-calculator

flow-rule NAME classify l14port mask &2 AIEdl)| fIiM= =S&EH1 mask H &0l 228 Ol OIS
Al HZoll == ZZO0ICH Ldport & AIZ gt 2 &2 =8 010l 228 mask M2t H0 228 mask gt

= 4ol =0

I 10-15. mask-calculator &2 &

ol 2 0f el 2=
mask-calculator <0-65535> <0-65535> At Z3tE2 =M 2 8 mask gt st Privileged

OloHE sJI1Rlcl CtE2 A= SF=AID1D| fI8t 8tItXl 0l E LIEH JACH

0l 1) port number 4000~4100 7t X| 100 JH 2| port 0l CHoll Al classification
StJ1 28 mask H &t

Swi tch# mask—calculator 4000 4100

mask 0fa0 ffe0 : 4000 ~ 4031 ( 6)
mask 0fcO ffcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)
Required number of mask = 4
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Switch#

At 20l =& 442 mask E OIEdMA classification rule 2 HE6tH S C.

10.6.1.4.  policy-map MA/FI}

QIEHIOI A0 Flow-rule € & E3dtI|2IoH Policy-map 2 2= X &35tH, Policy-map 0l= Ct=
| | X &
0

Oll

ol

A0, e ATHHOIA0 Ch==2f 20| HE2 4+ A0 Policy-map 0l =&

Flow-rule O] Z&& % % ol
| M2z 11 =AM sl S otC.

= =M0l 25l Flow-rule

[

A

Mg & =M= show flow-rule 2 Soll 2218 = QUL

H 10-16. Policy-map M4 & =It HH

24240] £ ==
PNAME 0| 8l= 3= MZ0| 43610 PNAM 2|

policy-map PNAME flow-rule FNAME policy ot J|&0 A= A<= FNAME 2 flow It OtXl | Config

S Z FIHEC

Policy-map &M E AtMIGHALE, HE & otLE2| Flow-rule S AT HIGH| Rl = OS2 SEUAHSO0I A
Z=0

I 10-17. Policy-map &/l & S& flow-rule & X H&

L S ge] 2c
No policy-map PNAME PNAME 2| policy-map £ 4+ X SHCt. Config
PNAME 2| policy-map 0l FNAME 2| €& flow-rule

No policy-map PNAME flow-rule FNAME _ Config
£ AMHISHCH
M A E policy-map 2 vlan QIEHHIOI AN HZ/cHMote @8 = CHS 0 2 L.
I 10-18. policy-map HEZ/H N HH
EELY 49 2=
service-policy IFNAME {ingress|egress} | S& ZE QIHHO0IA2 cHE direction 22 PNAME Conf
i

PNAME 9| policy-map 2 & &&tC}. g
no service-policy IFNAME e CIEHIOlA B &E policy-map 2 o MISHCE. Config
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policy-map 2 E£E CIHH Ol AN LHAXIH otLtel L& CIH HOIA M=
otLt 2l policy-map 240| B ZEE2 2 = A0l =2|6tH A Ct==2] flow-rule

2 HM&JIs8t policy-map 2 &3t OfF 8tCY.

policy-map 2| flow-rule = 0il drop 1t 21 012/ 2| match rule 0 S A0 &H&
(@S] I:I O.i S| EE| E}.

T

2 &L, drop E2

LIE2 8= ME

2t o

m
0
Mo
P
tou
o
2's
30
a

ot O flow-rule

¥ 10-19. Flow-rule X8| H&

HH0

23

2c

show flow-rule

w-rule & policy- 2 £ =
flow-rule 2 policy-map 2| 82 & B0 =L},

Config

show service-policy

S HEH U= policy-map £ vian CIE{H Ol A2t &
N EAHECH.

Config

OloHE =1l

ChE2 2SS B=AII|D SOHX OIS LIEHL ACH

2| st
or

Ol 1) fal ZE0 CtsS2t &

tcp 6000 & L E drop

Srcip

20.1.1.0/24 queuing 2

Tcp 23 E E0il queuing 3 (highest) & marking

Switch#configure terminal

Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#

( )
( )
( )
( )
( )
( )
( )
( )
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
( )

Switch(config)#

flow-rule f1

f1 classify protocol tcp

f1 classify l4port 6000 any

f1 match drop

flow-rule f2

f2 classify ipaddr 10.1.1.0/24 any
f2 match queuing 3

flow-rule f3

f3 classify protocol tcp

f3 classify l4port 23 any

flow-rule
flow-rule
flow-rule

flow-rule
flow-rule

flow-rule
flow-rule
f3 match queuing 3

f3 match marking cos 3

flow-rule
flow-rule

policy-map p1 flow-rule 1
policy-map p1 flow-rule f2

policy-map p1 flow-rule f3

service—policy fal

U3000 Series DSLAM User Guide

147



xDSL

solution

0l 2)fa2 ZEOI (S0 20l B8

o

Ct.

tcp 4010 & E0i| rate limit 10Mbps
tcp 5010 X E 01l rate limit 20Mbps

Switch# conf t
Switch(config)# flow-rule f4

flow-rule f4 classify protocol tcp
flow-rule f4 classify l4port 4010 any
flow-rule f4 match rate-limit 10000
flow-rule f5

flow-rule f5 classify protocol tcp
flow-rule f5 classify l4port 5010 any

flow-rule 5 match rate—limit 20000

#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
#
#
Switch(config)#
Switch(config)# policy—map p2 flow-rule f4
Switch(config)# policy-map p2 flow-rule f5

)
)
)
)
)
)
Switch(config)
)
)
)
)
Switch(config)#
)

(
(
(
(
(
(
Switch(config
(
(
(
(
(

Switch(config)# service-policy fa2 ingress p2
Swi tch#
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10.6.2. Qos & & ItetiiH

cos 20| U

= l=
gt L0l 2o A cos et EEH/MMEEHOI F%BH

IEEE 802.1p # &0l QoHAl tag AEE JIXE= L2 HA!0le 3! RE=RE JIX
0l Z 0l 80l M queuing &= U OF SHC}. &, A

OF BtCH. Ol 42 0 2H 7 At012] 2t2 JH&ILH.

CESH L3 M2I0= dscp 2401 [2M, Ol0f [HE A&t
U3000 AlelE2&= 2+ CIEHHIOIAE 2 802l queue
system wide StH = XIot 1D AL

ueuing € Al Jt sall OF &tCt.
XD A204, 0= ALOISl mapping table

J QO

fUIﬂJ

Ol HIOIE2 Ct22 HEWHE Sl marking/remarking 2 gt2 HEE & UL
H 10-20. Qos & Marking/Remarking HIOI= A8 H&H
24240] EE ==
AE HEE W22 cos atUl 25H mapping € MZ2
gos cos-queue-map <0-7> <0-7> queue 2t S A& S 0l = show qos cos £ &9l Jts | Config
otCt.
AE0 =22 122 queue 40l 23l remarking 2 M

gos cos-remarking <0-7> <0-7> Config

| dscp gt0ll 2IaH mapping 2 MZE

= lo

gos dscp-dp-map <0-63> <0-1> &2 dp 8t= & &L 0li= show qos dscp & =21 Jbs | Config
OtCth.
A HEE I3 dscp 2t0ll 2I6H mapping & M2

gos dscp-pri-map <0-63> <0-7> 2 pri gt= & & ECE Ol= show qos dscp & =21 Jbs | Config
otCt.

g3 &9 2c
h A3 HEE I 2t0ll 2l ol mapping/remaking H Privileged
show qos cos ol=S oi=0) rivilege
A0 BEE IH2! 2 dscp a0l 26 mapping HIOI=E=S &£ .
show qos dscp - Privileged
o &= Ch
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10.6.3.

U3000 Series APIXI0AME

Scheduling

Scheduling

SPQ(Strict

Priority Queue) Method &t

WRR(Weighted Round Robin) , WFQ(Weighted Fair Queing) Mothod € M 33dt0 CIZ E= SPQ 0l

Ct.

ChS 182 SPQ 2t WFQ 2 Xt0IE S LIEHU

flowl
60M
flow2
60M
flow3
60M

il

1 priority

2 priority

3 priority

Scheduler

>

flowl : 60M
flow2 : 40M

&l 10-2. SPQ(Strict Priority Queue) Method

SPQ(Strlct Prlorlty Queue) Method o1&

2o wuED,

flowl
100M

flow2
100M

flow3
100M

flow3 : OM

8 10-3. WRR / WFQ Method

=2 |3s RS2 Helst)| W20
= [I300] &Y g X o 29 flow3 & 22 otUE ML X E=
% 50 weight
:s[ 30 weight Scheduler »
20 weight flowl : 50M
flow2 : 30M
flow3 : 20M

[2] 08 & WRR It WFQ Method 2] 0210l SPQ @ E2l ZEN &&EE weight £ JIE22 Y&
22IS0l 2ol et HE2e3 WEWH =0 WFQ = WRR 1 S AFGHI S 2ot X gt

F, WRR X &
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Of AEH0l MetM =2

E =212 Queue Of

H Ediy
weight gt 20 O 22 EciE 0| €2 E = U= ZEHOI UL
U3000 Series A2 X2 A< 82| sheduling 2 ®I & Queue E HSot T2 & CIHMHO0IA S
Queue & A2 Z2Fot= BHOO0ICH.
H 21. Queue-mode HH HH
EETY 29 ==
oY Interface 21 Queue-mode £ Strict &4l =2
gueueing-mode {strict [rr |wrr| wfq } RR/WRR /WFQ ZAl2=2 B ASHLL Default 2 | Interface
& Strict 2410 Ct.
) ) WRR £= WFQ & & & &t interface 2| £ & queue
gueueing-method <0-7> { strict |wrr| wfqg } ) N _ N _ Interface
E strict 2 &S HAIl SHOI |ISHA AFSEHCE.
Notice SPQUIANS RH=A= 8 Queue & =t ==+ =Rt =
Ct.
Notice Queuing-mode & &2 FX / Giga ZE 2| B2 I8 & F0| It s5tCt 6HAl
TXEE QI HR2=8 HRZt &HO| JIsSolH, 8 2ES MY HH
MEZEN &F0tHB8IM ZEN 25 HZ0| =0 HE = fal 0ol &
& ot™ fal ~fa8 Al 25 & & = L.
OS2 WRR/WFQ mode 2 8& TS 220 oHE Queue Ol Weight E HAdF= B S HOICH
H 22. Wrr-method Queue weight Hd &
EEI El= ==
queueing-profile wfg-weight <0- | g ZEJt wfqg 25 & M, XIEE queue 2| wfq weight 22 nterf
nterface
7> <1-2047> Xl & 8tCt.
_ _ . e ZEIJwiqg 25 & M, XIEE queue 2| wig weight 2tS
no queueing-profile wfg-weight _ Interface
CIZE o2 &X 5t
queueing-profile wrr-weight <0- | i & ZEJt wrr 25 2 [f, A& E queue 2 wrr weight gt S
_ Interface
7> <1-15> K& &tCt.
) ) ) e ZEIJtwrr 25 2 M, XIEE queue 2 wrr weight gt =
no queueing-profile wrr-weight _ Interface
CIZE 222 &X 5t
Wfq 2 &2 100M E E 0l A= weight 1 2 64kbps 2| 22 2/0|5t 1

b Notice

Giga L E 0l A= 2Mbps E 2| 0IStLCt.
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CtE&2 2 LE 2| scheduling 2t &4 AHER

1]
o
Hr
2
12
2's
$Q
=
ol
2
A
[

H 23. ®Al interface 2 queue-method & weight Z3|H

HH O 829 Qc
AMAESl 2E CIH M0l A2 queue-method & weight 2t S 2 .

show port qos =D Privileged

10.6.4. Congestion Avoidance

EYEO FUAM UELI= &2 24X UESNAM 28 3% &2 dIA0I0A =2 =832

SEXO RO YXIHA IG5 LMEHCH ROl EXH0| 2SS I HIHS XS JHESHA otJ| <

SHAM HIHOHY U= MAS Hele A3 e XIAAZ2H0l |dts gt 0lotE RASHESE dte 20|

EJ e IN

U3000 Series A% Xl = Flow Classifier Lt Traffic Conditioner 0l 2131 M O3 & =2 =20 A= M

Jgmzle X o ESF0 et 7E

Z HEICk U3000 Series HIAl 0| E <&t IICHHIEIS EcHE S
A

10.6.5. Filtering

Netbios ZH = JHE A EHHIOIA & £&F0| JIs06tH,. Nethios ZE £ & & 5tH, Netbios / Netbeui /
NBT Z2E20| 25 XtEC

Dhcp Z2H= JHE QEHHOIA B2 H30| JIsotH, 0l 2EHE S8otH iy 2IHH 0/ A2 DHCP
server {21 0| XtEHE

|T1

Hs=2 s 20
=

2 show interface & &°10| Jt =3alLC}H.

B 02
0 oy
o
oo T

uid

I 24. J|E Filtering 2t&d €&

ol 2 0f 2=
filter netbios OIE{ HI O] A0l netbios 2 EH E & & SHCH... Interface
no filter netbios QIE{ HI Ol A0l netbios Z &S 6l MI&tHCH Interface

filter dhcp OIE{HI 0| 2 0fl dhcp filtering S & X StC}. Interface

QIE{ HI Ol A0l dhep fltering 2 oH A

JmyoJmpoamyoJmy o
02| 0| 02| 02| OR

no filter dhcp StC}. Interface
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11

23 £ & &

A II

| A Ell

11.1. Flash I}

=2 H0M= AMAEC Flash File System 2 220l CHoHAM & HSHCH.
OS Image @ Configuration Y S N&ots A2 AI2E0, &
File 2 AAE! boot Al AIAEIN Loading = C.

Flash File System 220 2Z 28t &N

OS Image 2t Configuration File Management 0ff 2 28t S & O
FE R2E LH0 2R8HHSEN

EG S

Flash File System 2

dlol&

ANAE

=l OS Image 2 Configuration

U3000 Series 2 Xl= OS image M& & & AFZ ol Flash It AlARZS R=F6HCH O &
OlA 2 MBS Flash IHY AIAEN CHE H=HEQI B S SHL.
Flash It AAEE OS image 2 Configuration 2 It SHEHE HESIH AFSSHCH 28 Y2
Flash HI22I2 FE0A JISED], MEE I £= rename BEUHZE HE0IES B8 £ UL
Lt AF2A2l SFAFEHI 2k 0101 Flash File System Ul M & & File 2 erase HEUWHEZ X2 =
UCH & XI2HU HBE File 0] Reload Al 28 & Image &= Configuration File @1 XI =2|ali O &t
Ct.
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H11-1. It 22 E /st HEN
=10l &9 Qc
show flash °® Flash File 2| &EHE 2 =L, Privileged
erase filename °Flash HI22lH H&ES &3 &3 It | Privileged
2 AHHIstCE

Ct22 show flash BB HE Aot S M LIEHLE

= [}
EQI
[e]

O GIAIE LIEHHCE.

U3000 Series

?IXI= Flash File System 2| =20/l CHol Al OIS0 11 W& AtO |jc Jdelld 8 M(-) € s 28

S(x)0fl CHet M2t &M 2 0l OS 21Xl Configuration

o

eIXl LIEHHHCH

Switch# show flash

flash info

-length— ——————————~ type/info-——————————— CN path
6684094 1.0.0 —* p33xx.100
6684094 1.0.0 —* p33xx.100_b

105 Configuration B* cfg.txt

256 Kbytes available (7124 Kbytes used)

Switch#
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11.2. Image/Configuration File Down/Up Load

U3000 Series ARAXI= 2Y96lHANM 228 OS Image 2 Configuration File 0l CHoHAl FTP =

TFTP £ 0|2 M Down &= Up Load & = ULt Ol MZ22 IS Flash TF 0l M & SFAHLE,
MEE Al OS Image Lt Configuration 22 222 =& JUSLICH £8 284 ER8 OS Image
Lt Configuration £ FTP/TFTP Server il M&E = QUL 0l A= HENH FTP/TFTP £ SdiA
It S Down/Up Load ot=Al AHEHCEH OteHOlA J1=8F running—config ¥ startup—config 0l CH
&t 82 “Configuration File 2t2|"ct= &0l 8ol = ALt

gu
I
o
1]}

Warning AAO0IEE Image & HEI2 A|AE DEY HAEN Ot A4S
QI Z FAS XAl AMEtE 2] bFCH

Warning  FTP/TFTP & Sdll &%= configuration 2 &I AA&®Q| configuration
ol =IO HU HASCH = &M AMAE2 configuration O] 2t& 3| A0 X
1 CH22 &&= configuration 22 2t&o6| HHR K= Z=C1

11.2.1. FTP € &8 Down/Up Load

¥s]
Hu
>
02
%
O
$0
O

Ofcl= FTP E 0188t 1Y Dwon/Up Load 0l CHEF HZ OO0l CHAH A

H 11-2. FTP & S8 Down/Up Load H& O

=E] g9 ==
copy ftp flash * FTP Server 0l l= OS Image File & Flash 0l Privileged
MEEHC
copy flash ftp °® Flash 0l ”= OS Image File € FTP Server Ol
MEeCH
copy ftp config-file ® FTP Server 0l &= Configuration File £ Flash Privileged
Off X & 8tCt.
copy ftp running-config ®* FTP Server 0l 2= Configuration File € &M Privileged

9| running—config & & &£ A|2!ILC}.
copy running-config ftp * System A &2 &M running—config 2 Privileged
FTP Server 0l X & stCt.

Ol Ct.

]
HH

20l 20

H0)
o

Otel= FTP E Ol Zst I Ch
Switch# copy ftp flash
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IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? vdsl2.r100
Destination file name ? vdsl2.r100

FTP::192.168.0.1//vdsl2.r100-—>image file[vds|2.r100]

Proceed [yes/nol? yes
(M ek)

11.2.2. TFTP € S8t Down/Up Load

Otch= TFTP E 0188 W U= L0 et S0 0l ol E2 23

%
iy
0
[m)

H 11-3. TFTP € S8t Down/Up Load E& O]

g3 &9 GlIE=

copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged
Ol M &stCt.

copy flash tftp ° Flash 0l ”= OS Image File 2 TFTP Server
Ol M &stCt.

copy tftp config—file *TFTP Server Ol A= Configuration File = Privileged

Flash Ol X & &tCt.

copy tftp running—config ®* TFTP Server 0l /= Configuration File 2 & Privileged
&l running—config 8 & &AI2!IC.

copy running—config tftp ° System A 2232 &M running—config £ Privileged

TFTP Server O X & 8tL}.

Oteh= TFTP MBH Ol File 2 Up load ot= 20 THEE IE 20 =L
Switch# copy flash tftp

IP address of remote host ? 192.168.0.1

filename to write on tftp host? vdsl2.r100

TFTP send: —> 192.168.0.1// vdsl2.r100

Proceed [yes/nol? yes
(A4 2F)

11.3.  Configuration File 22

oll

tEA 238

[l

CtFst Otetole el & &ol

ria
OII

=REE

ro

AAE 2 X U3000 Series ARIXIE 29

f
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Ct. U3000 Series A2IXI0IM At&dt= Configuration 0l = startup—config 2 running—config It
QUCH Flash 2210 HEZNH ARAX =] = Al 2 &= Configuration S startup—config 2t
otH, DRAM LHOIA #*=ote 24 E &= running—config et 8tCt. 04J1 M= Configuration File
Management Ol 28 &, &M & OG22 YEHES 8HEHL

H 11-4. Configuration Management &

o4 2 &9 2ec

show startup—config ° Flash HI22I0 H&E Booting configuration Privileged
o A A HEBE B =0

show running—config Mo &H 48 HEE BEWELY. Privileged

copy running—-config startup— ©® &M INES= (P 2502 Running Privileged

config configuration ItY S startup ML 2 X &St}

erase startup—config °* AT &A= startup configuration =S X2 Privileged
Ct.

11.3.1 Configuration file 2] X4 &

ANAE 20 88 848 HE0HH M22 832 DRAM Ol & ECH DRAM Ol & & 48 &

B= ANAE MRE Al RAEX Z=C Oetd €3 E2E AIAE W 28 AlNE H= RAIGH)

oM && 5 MY S Flash HI22I0 MESHOF &Lt T2 &2 running configuration

S0HF= BSOS Sl running-config € startup—config 8 M &6t B NHU CHet HE 2

=Ch.

Switch# show running—config
Current configuration...

Building system configuration...

interface vlan1i
ip address 192.168.51.1/24
Lo<dE>
Switch#
Switch# copy running-config startup—config
Building system configuration...

Write system configuration to system.cfg...
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Saving system configuration to system.cfg completed
Switch# show startup—config
Startup configuration...

interface vlant

ip address 192.168.51.1/24
Lo<AES

Switch#

11.3.2. Configuration file 2| 4t Xl

8 THAIS Al flash OI2c2l0il X &
AtHIGHD

A ™Y startup—config & X1 Ct

U3000 Series AAXI= AlA
StCH, e S M&E S /U= Configuration file £
CtH ChS WolA 20HF=

l
|

r|DL”
trlru_Q
0o £

Il

U= startup—config E M 24
2z AAEIS Als6F0 X &t
o

tS
8 = M REotH =L

te 2

Switch# erase flash System1i.cfg

Warning: System1.cfg is booting config file
Do you want to erase it [yes/nol?y
Switch# reload

11.4. Boot Mode &3

| Al AE

[

X = 2HotH M 228 OS Image 2 Configuration File 0l CHall M THS 2€
Z OS Image 2F Configuration File 2
il M= OS Image 2F Configuration File Ol CHoHA HHE Al Ch

HAl S

=

ANAEO T NS Al &

oo oo

23 = orga 4
EIEE 2t st =910t E 0ot
FE R2CZ ZHol=X2 AIAE TH AlS 2-E0l CHol A £Fol = UL

gdg0 &3 L=

boot flash filename ° 2 R Al H#EE 0OS Image £ & & SHCL. Privileged

boot config filename * (43 22 Al BEE Configuration File 2 €& Privileged
StCt

reload ° AMAEIE M AlS AIZICH Privileged
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11.4.1. Boot Mode & &

==

U3000 Series 221 XI0l M OS Image 2 Configuration File 0l CHall A CtS Boot Mode € & &E [
fle G20 22 =20t 2060 boot flashHHEHE Aade MU= U3000 Series 2SI X0 A
MNEE 4= A= 0S Image File Ol Uil M2t H=26I== ail0F oM, & boot config HHHE AlHE
IHoll= U3000 Series ARIXIUNA ALEE == = Configuration File 0l CHOHA 2t HE3HES o OF
=0 Jelld @M Flash File System 0l 2= File 0l CHoH M B =65 ot 04 OF SHLY.

> 00

Switch#

Switch# boot flash vdsl2.r101

Switch#

Switch# boot config start.cfg

Switch#

11.4.2. AMAE THAI S

A2 THAISZ2 U3000 Series A9IXI2l & On/Off £= UM BHAUHZ & = UL

Warning  AIAEIS THAIS &0l Bt=EAl 8XHel Configuration € Flash 220
NESIEE 8.

Warning  AI2E!0| Flash File System 0fl II2 2 M&ESILD UAS U= AMAEZ2 2H
MO Z MMAIS AIAAME 2 LY.

Switch# reload

WARNING !!!

You must save current configuration or you will lose it...
"continue to reboot [yes/no]? yes

Switch#
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12

CPU-FILTER & SYSCTL

12.1. CPU Filtering

2 Ubiquoss 3000 Series HiM= AKX AUAHZ SH2=E EcHEOILL ARXI2 CPUE 0IE06tH &
Y= EcEol et 2HE JIssS M3EULL Ol IP =4, E2E2, ZE 2 MEX £F0I
JtsSotH, 22 ZEHE 0l E0HH ZHEY 232 & == USLICH

12.1.1. CPU-Filtering Rule & &/all X

s 2HE0)| flolM= S H&ES Rule O & &% 0{0F &tCt. CPU-Filtering Rule 8 22 & F,
src/dest IP, UDP/TCP Port S0l &loll Ct2FotH HEe == UALCH CPU-Filtering Rule & H&36tJ| <ol
M Global mode Bl A CtS2l HENHE &S,

30 Y

o

cpu-filter rule NAME ip { srcIP | srclP/M|any} wm |pP T2 & 20 48 CPU-filter

{ dstiP| dstiP/M [ any } match { permit | deny } source address 2t destination address

£ JIB2Z CPU-filter 2 HE
B ERE= H3AE match B2 E Saf of
= J

€ 28

cpu-filter rule NAME tcp { srcIP | srclP/M | B TCP EZ2E 20| U8t CPU-filter
any } { dstIP | dstIP/M | any } { srcPort | any }
{ dstPort | any } match { permit | deny }

®m source/destination address 2 source/
destination port &0l 2| 8t CPU-filter
L] SH= 22 match @83 HE Eall o

|—
= (=) =
2 ASIE EE

cpu-filter rule NAME udp { srclP | srclP/M | B UDP T2E 20| U8t CPU-filter

any }{ dstlP | dstIP/M | any } { srcPort | any } m source/destination address 2 source/
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{ dstPort | any } match { permit | deny } destination port |15 0ll 28t CPU-filter
B 2EFLE=E MH3!'S match 22 0HE Saoll o

£l 2 CPU-filter rule 2 dl XI5tJ| 2160 M= configure mode 0 A CtS2l HEHE AESHCY.
HAN &4
no cpu-filter rule NAME m NAME : &&= CPU-filter & 0|2

12.1.2. CPU-FILTER Group &3

O

b

o

CPU-Filter & AIAEN HE0dlJ| fIoH A= CPU-Filter rule & CPU-Filter group 0l F=2Jt5t04 0F &t
Ubiquoss 3000 Ol = Input group It Output group 2| & SF group & &3 & = UL} Input group 2
MAE TR Z E0{2= EHE Ol CH filter group 0104, forward group 2 A2/ XI12 CPU € Sadll 2t2
g o= EZ0l CHst filter group Ol Ct. CPU-Filter group Bl= 0421 JHSl rule 0] HEE £ UA2M,
group Ol F=It&lE =AUZ rule 0l HEE2Z, rule B8 =MIt SRSHCH £8, & 82| CPU-

Filter group Ol X2 & 0, 8 && &A= show cpu-filter group S Solf &0I& = UL,

12.1.2.1. INPUT Group & &/all Al

Input CPU-Filtering Group 2 & &735tJ| ®Iof M= Global mode Ol Al Ct22 BEHE = &L

EENY EE
cpu-filter group input add NAME B NAME : =D& rule © 012

cpu-filter group input add NAME1 { above | = Group Ol 010 & & rule Ut &HAEQI 2
below } NAME2 X0l MZE rule &l

= NAMET : 80 M2 &2 & rule 2 012

= NAME2 : 0|0l Group Ofl &% U=
rule 0| S

® above : NAME2 2| /0l NAME1 & &

® pelow : NAME2 2| OOl NAME1T &

Il
I
0L
ro

Input CPU-Filtering Group Ol Al rule 2 2 MIGHD| ?oil A= Global mode Ol Al Ct= 2 HE O

Ct.
== A3
cpu-filter group input delete NAME = NAME : Group SZ2H A M E rule 2 0]

=

[s=]
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cpu-filter group input delete all ® Group 0| =8t 2 rule &HA

- =

12.1.2.2. FORWARD Group & &/oll Al

i

02
o
o

A
e

Forward CPU-Filtering Group & & &0lJ| 2ol M= Global mode Il CtS2] HHE N

D:‘Eo;‘o'l MOq

=2 o

cpu-filter group forward add NAME

NAME : forward group Ol It rule &
01&
cpu-filter group forward add NAMEL { above | m Group 0fl 0|0 &2 Sl rule Bt AHE QI
below } NAMEZ X0l M22 rule &
= NAMET1 : S0 MZ &2 & rule 2 01T
= NAMEZ2 : 010] Group 0l 42 &0 A=
rule 01 &
® above : NAME2 2| /0l NAME1 & &
® below : NAME2 2| Ot il NAMET & &

12.1.2.3. CPU-FILTER service & &4 3}

CPU-Filtering Group 2 & &8t Ct3, AI2E 0 0l RULE S22 X &0dlJ| f6H A= Global mode 0l A

LtE2 S8 E =& atlt.

=R=10 &%
service cpu-filter ® CPU-FILTER & &4 3t
no service cpu-filter m CPU-FILTER 9| H|& M3t

12.1.3. CPU-FILTER & &3 0f

OS2 A9XZ2 EHL2= 2= TELNET 2 ol E6tAl == £ &6t= 0l0IL.

fo

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

Chs& A%IXI CPU CtRE S 0l E6t= FTP EcHZ S 61 E6tAl 2 == o= &€& 0l 0ICH

Switch# configure terminal
Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
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Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny
Switch (config)# cpu-filter group forward add ftp
Switch(config)# service cpu-filter

ths

fo

AQIX 0l &= CPU-FILTER group © X3|Z LIEFHCH

Switch# show cpu-filter group

INPUT GROUP-LIST : telnet
FOWARD GROUP-LIST : ftp

total 2 group-list found

Chse A9IXI0l €& & CPU-FILTER rule 2 £35S LIEFHCE.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21

deny

ftp-data tcp any any any 20 deny

12.2. SYSCTL &

SYSCTL J|s2 linux kernel 0l A KIS
X 2t 2ted &l parameter == & & /ol Xl JF

/proc/sys/net/ipv4d OteH2| parameter & & Attack &
StEE ol == Jlsolt

or rlr

12.3. SYSCTLYE(

SYSCTLZEE 22 &% Jts¢gl parameter =2 G310 2 L.
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H 12-1. SYSCTL H&E ]
EEY <4 ==
sysctl  secure_redirect INTERFACE | C/|ZE HOIERIOl 220 A= HOIES
(default|disable|enable) OlOIet ICMP 2ICIOIZE DBIAIXIE &Y, | config
XISt Default) enable

Sysctl send_redirects INTERFACE | 2t J1s292 S&Al 2 SAERZ | config

(default|disablelenable) ICMP 2ICIOIZE A XtEt.  Default)
enable
Sysctl icmp_port_unreach INTERFACE | [cmp  port unreachable  of&, Xttt | config
(default|disable|enable) Default) disable
Sysctl icmp_host_unreach INTERFACE | [cmp  host  unreachable d2,XHH | config
(default|disable|enable) Default) disable
Sysctl icmp_net_unreach INTERFACE | [cmp  net unreachable  31&, Xt | config
(default|disable|enable) Default) disable
Sysctl icmp_prot_unreach INTERFACE | Icmp  prot  unreachable 31 &,XtEt | config
(default|disable|enable) Default) disable
Sysctl tcp_max_syn_backlog VALUE Tcp syn backlog queue 2 =UHXI A& | config
Default) 1024
Sysctl ip_default_ttl VALUE Default TTL 3AJ| & & Default) 64 config
Sysctl ipfrag_time VALUE SciOdHolE & IP HOIEHE MiZ2el0ll | config
2t e A2E 2 Default) 30
Sysctl tcp_syn_retries VALUE &4 TCP HZO0AM MESS 2o XIFSH | config
AZ2HeEE Xt F0l =J12F SYN IH2 S
S Y Default) 5

D
Ael& tcp session Off CH&t XH&EZ | config
&F Default) 3

Sysctl tcp_retriesl VALUE

10

s
| 4> 0x| 0%

Sysctl tcp_retries2 VALUE ZC™ &S 312 Default)1d config

Sysctl tcp_keepalive_time VALUE keepalive Jt EHSIEIAS Al keepalive | config
time &% Default) 7200

Sysctl tcp_fin_timeout VALUE FIN-WAIT-2 &EHSl A3 X Al2E A& | config
Default) 60

Sysctl tcp_max_tw_buckets VALUE timewait 43219 4 &3X Default) 18000 | config

Sysctl tcp_keepalive_probes VALUE A0 ZUHFCID O WILA &M Al | config
2! keepal ive probe HIAI Xl Default) 9

Sysctl syn flood attack ZO0E <98 && | config

tcp_syncookies(default|disable|enable) Default) enable

Sysctl tcp_send_reset | Tcp send reset Sl  &F, ol Al | config

(default|disable|enable) Default) enable
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VDSL € &

Ol &0lA= U3000 A<IXI0IA VDSL 2ted & F 20 Chol &Z&LICH O HE0AM=

Yot W2 UsH &sUb:

B Z=20Y OIR
B LneZ2t2 &F
B CPE firmware upgrade
B Displaying VDSL Status
Note 0 HOUM AEE= CLI HEOUHE &AE AMSEHEE command
b reference E HUCIAAIL.

13.1. ZT201

U3000 Al2IX AQx= Zamerofitggn 2= 882 AFR5H0 VOSL |inkl
Ab ks o Upstrean ratey 8r§>u5"°W”S“eam At [ OE 4 QUSLICH ZT2OrYol 98 VOSL |inks
ASH/BIEE NS DA 2 USLICH

100 Mbps AFOI 2]

ok 64Kbps

U3000 Alel= AQIXl= Olel 8o= T2t (DEFVAL E 210
T2MYsS HOg =% JASLICH. Z20e2 2

U3000 Al2lX ARIXIS 2 VDSL ZEN=

2R =2

Note DEFVAL 2o 4& WE2 OS HE0 et EetE == ASLICH
DEFVAL 222 HE= F ot &30 %= Z=20te s 44060
AtZote A= AEELILH
165
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13.2. Line Z21tg &3

of 2lllMe T2 240 e XNE ot L& ol A

Ct=2 VOSL ZE0 et default & LICH

EFVAL =202 0l €8 &0 UsLICH

ZEN= D

=

B U3000 AlclE ARIXISl 2= VDS

13.2.2. Assigning a Profile to a Specific VDSL Port

LICH. JcHM APIXISl VOSL ZESH €2 Z20HY

2% HE g2 D2NYUS AFE & US
TE 02 D20YUS M8 4 USLICH U000 Al2IE AIKSl 2 VOSL ZEOS DEFVAL
D200l £FE 0 ASLICH

SOM OSel HFS SBELICH

o
HEO0 =
Step 1 configure terminal global configuration 22 & SHCEH.
interface /nterface-id s8e =E8 JAoll, interface
configuration 252 XASHCH.

Step 2
Step 3 service-line—profile profi/e-name

-

T2t 0lE= Y AISHCEH.

oAsS AfHMGHHEEH, AIAES default Z2IMAS AFE0I2dH, interface

configuration 2 & no service-line—profile = Al

13.2.3. Configuring a New Line Profile

MUS MAs & QUSLICH M2 Mo

U3000 Al2lE ARIXlE ME2 Line X2
DEFVAL =2t ol g

D20 sS MAHotedAS, privileged EXEC 2E0AM CISol MHES =3MSHLICH:
q230 =S
Step 1 configure terminal global configuration 252 &I &HC}.
Step 2 line-profile profile-name 22na 018S SAotd, profile
P P P configuration 22 & ¢ @EP
Step 3 end privileged EXEC 2EZ =02tC.
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MZ MHE T2012 S DEFVAL &=
profile configuration &S

FEZS AL JASLICH GOS0l €8ote
meel 48 lss HaE3e = AUsLIth

D22 AMHIGHAS global configuration €& no line—profile profil/e-name 2
A BHLICH.

13.2.4. Reset VDSL Port with Updated Profile

H | HEEAZE o=, Y Z=20IYE AIE0l= VWOSL EESZ resetol(d
T2Z20eo HAUWE=S EE0li0F &LICH. U3000 AlelXx AfIXle T2 2HE TESS
St HOl reset AlZ &= USLICEH.
HIEE ZZ0re d&8HES2 VOSL ZE0 HEEa6td™, privileged EXEC 2E0HAM TS 2
HEE HSLICEH:
=R=10 S
Step 1 configure terminal global configuration 22 & SHCEH.
S o 20t 01§ EAlotd, profile
Step 2 line—profile profi/e-name configuration D2 X QB
. O]l ZZ2IMYUS AI=Z2ot= LESS
Step 3 apply associated-ports | =E0E H8 O;G VosL = reset
Step 4 end privileged EXEC 2= =0t2tCH
13.2.5. Line profile &3
HEN Mode J| =
band-modi fier Band Modifier
downst ream Downstream
g-handshake G.HS (Handshake)
ife-rx—filter IFE RX filter
ife-tx—filter IFE TX filter
[ ine-type VDSL line type
optlon—bandfplan Line-profile Option Band Plan ‘
pbo-config PBO(Power Back 0ff) config
power—mode Power Mode

rate—adaptat ion—-mode

Rate adaptation mode
TCM (Trellis Code Modulation)2

N2 e E
tcm N X SH
=S e [:l'
upstream Upstream
downstream Downstream

U3000 Series DSLAM User Guide

167

—i



XDSL

solutlon

13.2.5.1. pbo—config &&

U3000 Al2IZ2| VDSL

2tol0| CPEQF H&E L= Hels ZENICH CHE = ASLICH. voSL 2ol 2
Heldt OHEdE 2ot = 22 HMEZ0| HMBZH, JE Heldl CPEJ HEENH U=
2ol Metle Mg W H2lol CPEN HZ & O ‘Rit ol MeElE M2 A0 0l
M o Aol CPEJF HZE N Uz 2l 2tE0l €Y =& USLICH. [TetA U3000
AlelZ== VDSL ol S 20t 2 S0l ML= 2S Y| flol Helol et M=2es
A&ote Jls= M3Botl UASLICH
=AY Mode p) =
pbo-config enable PBO JIs= 43t AlZJLICH
pbo-config disable PBO JIS= dlg4&st AIZLICE.
pbo-config length {0, ..,900} | ine- PBO s NEE 2tel 2015 100m &2 SHELIC
pbo—config k1[1] k1[2] k1[3] profile PBO JIsES fst WRHQ =50l oM UK A|AEZQ|
k1[4] k1[5] k1[6] X0 ma 9N %2 I ZME £~ =0 ol I 22
pbo—config k2[1] k2[2] k2[3] ZTEGH| {18 GFHYLICH Jt=2H AIAHN JIe2dez 4850
k2[4] k2[5] k2[6] Ue 2 AIEst)18 AEELICH

13.2.5.2.

U3000 AlelZ== S AHel0l A 6bandE,
DownstreamOfl HioH MHE22 Upstream2l CH

S ALES

(ke Downstream® HE, =

Optionnal band &3

UM E 3bandE

AEELICH. Eelg <0l
S=01 H20,

U3000 AlelE2= AtE X2l 20

ot UK &£2 g S=2 Upstream? U9 =2z
ArE3H0 EAHZIHMN tENO ME2 BEGIEE 4838 = JUSLICH. 0l 20| Upstream
=2 =c2l)| fol AFZdt= 212 Option bandet2 &LICH. Option bandE & &6tHA™ OIS
HHANHE AMESIYAIL.
20 Mode Il S
optional-band-plan annex- o1 . =
~ H= Z A ELICH
a-05-138 25~138Kbps optional band t IC
optional-band-plan annex= ;. 138-276Kbps CHS optional band 2 AtEEHLICH.
b-138-276 rofi le
optional-band-plan annex—p P2 HEES 2F ZLEdl= 25~276Kbps HE = optional band
m-25-276 Z AEELICH.
exclude optional band & AI20lAl &&= HEASHLILCEH.
U3000 Al2lEx2E JI2do =z

b Note

exclude & &3 &0 ASLICH
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CtS2 Option band2l S0l CHsgt & LICH
AE X A e = Q= Option band <

25 138 276(kbps)

U3000 Al2l =0l AtZSti= 6band & S

& 13-1. Option band 2t 6band

13.2.5.3. band-modifier & &

/’—’/

U3000 AlelZ== JI= ADSL, ISDN S2 2t& 2 Tlak)| fot SHUHEO0IGHS Fh+E XtEot=
ZlH Jloa 28 £ UASLICH. band modifier JlsS &6l US HEHE
ANSIH AL
=20 Mode ol S
band-modifier rx disable—640k—below ISON CHeE =2 d|sab|e & LICH.
band-modifier rx disable-1.1m-below |SON, ADSL EH 2 disable &LICtH.
band-modifier rx disable—2.2mbelow 2.2MHz 0I5t CHE S disable &LICH.
band-modifier rx all-tones—on | ine- |SON, ADSL Z=It== EH°“‘ Xﬂ_ S0l 25 ArSELICE.
band-modifier tx disable-640k-below profile ISON HEE disable &LICEH.
band-modifier tx disable—1.1mbelow |SON, ADSL EH 2 disable &LICtH.
band-modifier tx disable—2.2mbelow 2.2MHz 0I5t thE g d|sab|e *LII:P
band-modifier tx all-tones—on ISDN, ADSL =1tz U< Xﬂ_ 210 S ArE&HLCEH.
b Note U3000 Alel== D128 2=z &Aatarol CHali all-tone-on 22 A& JUSLICH
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DSL

13254, GHS &

VOSL &EBIe JtY X & CPE = 2 AIF I8l 2485 82 E ASWEstd Hel, =0/ =, band
plan S0 et HHS HdHgt=2 Z2HELICH. Oleds A S Hst 210l G.HS &LICH. U3000
AN2lx= A43, B43, 143, V43 2 &tA Q] G.HS E XIJELICH. G.HS E &&5ted™ O3
HIANHE AMSOHEAR

H3E0 Mode J| =
g-handshake a43 {onloff} lkanos AFOIA AIS6H=E a432 MERIE A AEHLICH.
g-handshake b43 {onloff} [ine- Ikanos AMOlAl AF23SHE b432 AIRKRRE A EELIC.
g-handshake v43 {onloff} profile G.992, G.993 OAl E=3l= V43 S AIZRIE EFEHLICH.
g-handshake 43 {on|off} lkanos ALOIAl AFE38t= 14329 AR RE AXEHLICEH
b Note U3000 Al2l == JI2X 02 V43, B43 0l & FE 0 QUSLICH
13.2.5.5.  ife-tx-filter, ife-rx-filter &3
U3000 Al2lZ=0I A 5band, Bband & AIEE ZER0= 22 AR EE (external filter)Jt
ZeeioLl, 100/100 band plan E2 VLR E AIEE ZR0= Z06tH ELICH. Extern
filterE H35IHH 08 HEUHE AN AL.
=R=N0 Mode | =
ife-tx—filter internal 22 ZEHE AIE0HA ZSLICH
ife-tx—filter ki_external line= Ki 2EHE AMESLICH.
ife-tx—filter ul_external pr(larf]?le Ul 2EHE AMESLICEH.
ife-tx—filter hi_external H1 2EHE AMESLICH.
ife-tx—filter ttc_external TTC 2HE AISELILCEH.
g930] Mode J| =
ife-rx—filter internal A ZEHE AMESHKN LSLILCEH.
ife-rx—filter ki_external line— Ki 2EE AMSELICH
ife-rx—filter ul_external pr(l)?(iale Ul ZEIZ AFREILICH
ife-rx—filter hi_external H1 28 E ArE&LICH.
ife-rx—filter ttc_external TTC Z2EHE AMESELICH

U3000 Al2lZ2= JI2d 22 tx, rx 0l CHot:

B Note

internal 2 &3 & AUASLICEH
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13.2.5.6. line type &3

U3000 Al2lZE= XNIFEEd, Hel, HE=E0 OHE Oee Z2mEs XN ELIC. Line-type S
Z2dold8 Us S80HE ASotEAl2.

HHAO Mode J| =
| ine-type auto-detect all-xdsl ADSL 1/2/2+, VDSL 1/2 o R Z=2mdS XIJAELIC
ine- zzol DznYs
line-type auto—detect vdsl2-itu p:;??le ' 8A/88/8IC|§D§/H1’2|/E/HZB/17A =
| ine-type auto-detect vdsl2-all 8A/8B/8C/8D/12A/12B/17A1 30A =2 IS XIRELICH
=Rl Mode p) =
| ine-type manual-set adsl-annex-a {on|off} ADSL DMT Annex A & AR EHLICH.
| ine-type manual-set adsl-annex-b {on|off} ADSL OMT Annex B & A& EHLICH.
| ine-type manual-set adsl-annex-c {on|off} ADSL DMT Annex C & AR EHLICH.
| ine-type manual-set adsl2-annex-a {on|off} ADSL2 DMT Annex A & &R EHLICY.
| ine-type manual-set adsl2-annex-b {on|off} ADSL2 DMT Annex B & & & &HLIC}.
| ine-type manual-set ads|2+-annex-a {on|off} ADSL2+ DMT Annex A £ AR EHLICE.
| ine-type manual-set ads|2+annex-b {onl|off} ADSL2+ DMT Annex B £ AR EHLICH.
| ine-type manual-set ads|2+annex-m {onl|off} ADSL2+ DMT Annex M £ &R EHLICEH.
| ine-type manual-set ads|2+annex-1 {onl|off} ADSL2+ DMT Annex L & AR EHLICE.
line-type manual-set vdsl-ansi {onloff} _ VDSL ANSI £ &XEHLICH
line-type manual-set vdsl-etsi {onloff} Ilng— VDSL ETSI £ &X™E&HLICH.
| ine-type manual-set vds|-itu-993-1 {on|off} profile VOSL 1TU 993 1 € &AEHLICY.
| ine-type manual-set vdsl|-ieee-802-ah {on|off} VDSL |EEE 802 AH & A A ELICH.
| ine—type manual-set vdsl|2-itu-g993-2-8a {onloff} VDSL2 ITU G993 2 BA & & & ELIC.
| ine—type manual-set vdsl|2-itu-g993-2-8b {onloff} VDSL2 ITU G993 2 8B & & A ELIC.
| ine—type manual-set vdsl|2-itu-g993-2-8c {onloff} VDSL2 ITU G993 2 8C & & A ELICH.
| ine-type manual-set vds|2-itu—-g993-2-8d {onloff} VDSL2 ITU G993 2 80 & & AEtLIC.
| ine-type manual-set vdsl|2-itu—-g993-2-12a {on|off} VDSL2 ITU G993 2 12A E & A &HLIC.
| ine-type manual-set vdsl|2-itu—-g993-2-12b {on|off} VDSL2 ITU G993 2 12B E & A &HLIC.
| ine-type manual-set vdsl|2-itu—-g993-2-17a {on|off} VDSL2 ITU G993 2 17A E & A EHLICH.
| ine—type manual-set vdsl2-itu-g993-2-30a {on|off} VDSL2 ITU G993 2 30A E & A EHLIC.
Note U3000 Al2lZ&= Hel, SAIEdZ, CPE 2 2HIEF Nl et =IE 2l 2ol Et
22 Z&5t= auto switching J1s2 JtAlD JUSLICH HE S 8A,

12A, 30A Jt 2350 AL d22°] Z0/Jt 3Km ctH 8A 2 Z2H0| H=
G HelJb 100m 2 BOtAGE Ns2 2 30A 2 M LI

13.2.5.7. power-mode & &

MX™
=2 o

U3000 Al2lZ= HZ22 E5HMYY

o
o
I
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420 Mode Y S

power-mode 0 H2o EHNMAZ 8.5 dBn 22 HAFHELICH

power—mode 1 . Hdzol EHMAS 11.5 dBBn 22 AFELICH.

power-mode 2 pié??}e H22 ESEEMUZ 14.5 dBm 28 HAHELILCE.

power—mode 3 Hzol EHMAS 17.5 dBm 22 S LILCT.

power-mode 4 d22 ESEEMYZ 20.5 dBm 28 HAHELILCE.

U3000 Alelxz= JIZ2& 2

b Note

2 (4) 20.5dBm 22 AFL O ASLICH

13.2.5.8. rate—adaptation-mode &3

U3000 Alelx2= Hel ¢
AN NHEEO ME £ E HF3E
rate Ol train &LICEH.
ANESESE EHJUNA StoISH0] =X
startup 2E2 &%
synchronization

SZ B0 [Tet

S=S Ho AsLIH

INE=

O] A
PN =]

LICt.

ot
s

A MSE
fixed
SynchronizationO|l A IHGtHCHSE fixed ratelA HE train2
AEH M E S0
SEGHH el & AZ2AEH0 et &&= Max rate 2 min rate AHOIOIIA
rate—adaptation-mode & Z&sIHAH US
S AI2.

e II.EOE /\-|Iiol. =2 St AC

-/ = T L4

&
CE Hdd6tH HdFE maximum data

0 J
Illllll i

PR I

ESDN|

2s = USLICH

o4

80 E

g430 Mode
rate—adaptat ion-mode fixed line-
rate—adaptation—-mode startup profile

|
Fixed 22 HAAELICH.
Startup 252 HHFEHLICH

oIr

U3000 Alelx==

b Note

IS2HOZ startup L2 AH TN JUSLICH

13.2.5.9.

U3000 Alcl=0llAl &8 (upstream) b Ot&
!

MNX™S
EOE

upstream / downstream & &

(down

=t R

stream) €2 rate limit,
QUL LICEH,

snr margin s
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ot SAI0IA SNR(Signal to Noise Ratio)= &ls O L0lx=° HISS
S92 MIIIE Vs, =0l=2 HIIJIZ vnoletl & [, "SNR(dB) = 20

O M2IJF L0l= AMIDJIQ Z2HU L0lX HDJIECH o™
. ekd, o8 E 2tel2 RSt H SNRE S0l AL

OXg sai
LIEtH Xe2 1 242, &

eHE Xl S0l 0IF0& = glsLit oF
‘07 0l Do etel, Oleldt FRUAME As =FES SIADIAL 01X =&ES
ZAAII=E ZXE FoHA (2B eHELICH
VDOSL ciole] && £== SNROI 2ol 2EELICH. il 2ol ed2 gd 28 += 8l
HEol BHatEd = U= ItsdS DHGHH VOSL ctelel & 2501 2EE = ULSE o=
20l EsULH =0IZ2JF 2XI| SItott =0I1E2 AIJIOF HXIE SNR2 HO0HA LD, S4&=2
SHENNELICH. MetAM, =O0IXIF 2 X SOtAS [ =0td SNR g0l Hgst 8& 5&E
2ot EsUt.

Olcel 28 &8, L0120t SIRE Uil Sdltils 2MoF 24

&&= SNRSl HR2 gtE Z&8oll &%, &M ctol &3

o
= 85 £E2 HE6HH SLICH Ol I, BHatE RS2

U3000 Al2lZ2= BlstE He=Z2
A JF

SNROIA AFZ XD X6 & 3
OlatEl= SNRe =29 2t TSNR OF&l, Ol2t) §HLICt.
CIAl 895t SNR OIS “6” 22 &AolH, Otelel O 201 S 2tel &9 SNROIA
6= i SNR 2t0l LU2 JS 5 HEGHH = HLICH
40
D
30
T ] C
SNR ORI =6 "1}
20 [ S [
B
10
A
......................... o
SNR(c) SNR =24 24-6=18 4SS Hx
SNR O}Zl = 6 S NMESE
Bol &

J8 13-2. SNROINO ME 88 £ 23

L0229 BS0l 88 A2z Hat=s SF0A= SNR Ot&lS I £ &LICH. defLk, SNR
O8I S 3N £FotE ¢EE S40l 22 otXe, 85 £50H Sedlls ©@E0 /JAsut

173

U3000 Series DSLAM User Guide

E e
/I _\




XDSL

solutlon

//

U3000 Alel 20l Al snrmargin & & &0tHAH S EEUHE AIE0IYAIR.
H3EN Mode p) =
upstream max-margin snr margin 2 = CHgt= A& ELICH
upstream min-noise-margin snr margin 2 X AgtES SFELICt.
upstream target-noise-margin line- snr margin 2| SHEgtS SFELICt.
downstream max-margin profile snr margin 2 = CHgt= A& ELICH
downstream min-noise-margin snr margin 2 X AgtES SFELICt.
downstream target—noise-margin snr margin 2| SHgtS &EFELICt.
Note U3000 Alel== JI2& 2 Z max—margin 2 31 dB, min—noise—margin 2 5dB,
b target—noise—margin 2 6dB £ & &0 USLIC.

VDSL XE & £k £F

VOSL ZE & =5 = 0IHY ZEC (HEES £Fot= SN S2sH oz 838 £
USLICH. 01248t JIs2 VDSL I KO XMHESE MHIAE MSE = UAEE SASLICH
Line Rate & VDSL AIAED DX 2E0] M52t Jol= £=0/M, Payload Rate 2

ANZ E&FE Data Rate 2LICH. ©@&FE Line Rate 2 se margin, line type S0l 2tA
HXE 2= Payload Rate 22 A3 H &LUICH. 2 Rate & = A2 = Rate 2 XNEE &
Uedl, 8221 0] 82 WA Payload Rate 0] && L X LOH IN=HO=z2 HZ2IF BOH XA
ELICH. VDSL ZEQ| (HH=Zs HF¥oldH LS HHOUE AMEoAAIL.

o240 Mode pJ S
upstream slow-max-rate <0—-200000> s £C0 x2S 64Kbps SRZ HAAHELICEH
upstream slow-min-rate <0-200000> | ine- A £CO RS 64Kbps SRZ HAHELICEH
downstream slow-max-rate <0—-200000> profile otst =2 XIH2t= 64Kbps HRE B HELILCEH.
downstream slow-min-rate <0—-200000> otst £Eo X[AZS 64Kbps HRAEZ EHELICEH.
b Note U3000 Alelz2= JI2& ez Mote 22 =0 125Mbps 2 &8 & USLICH
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Interleave= S&8t 3J12 HIOIE It

MNEg H (Modula’uon) UI Mol QIOIES olgieE s8Fez
oA &

20l AUsUIt

He 8% 20/H 2901 HI0IE{E CHAl THEHXISE &= CHA
EXE AJZ2 L0 &EEHLICEH
OfcHel Des EH, il 8822 20 UAs COIEDE InterleavesS ol MUK &0l
et oledot 22 EQE'LIEP OHEDF SMEHAH olgde IO HOLXHE M2 3Dt 2
20 A B8 = I 2o 2 LLICH

| | Z A=l H0/E |

CIoIHE

O.IL I-I_ll:_

THHH X

. |
]

L 1 ]|

Rl
of

12 13-3. Interleave 2| O

Interleave WES HXIH 0HE &
WPLX JICHRACHIE SO &ESED

= o

USLICH. BHHZ, Interleave WAES

o= o=
=X

=2 % o
ol &
AH 2k

10t H&

—

2dot= &0 E0XAH SLICH DMT & ‘?;.“\'% INE=Te

. OIOIE{D} Ol B 2

FLF& JSE' [[Ht:‘EF AlZtol Zele &3
10l Etl=E S5= YetkXeH odE

F= U3000 Alel== Interleave

SHE HHME OOoIHE @oorf slow channel 258t AlZEL|IC}.

o

e

THEL 0l
b1l

LHOIDEXRI2l AlZE 2v2382 888 = JASLIC
delayZ

= T M-

—

SLICH. Interleave-delayE XI&otH, HIOIEI O

JICHE 0l et CIoIe &&01 Os NgE = s 8

= A=

Inter leave delay g2 BHIolddH UsS HA

o o o

HE

, A B BHEUAM Interleave HHE HAEE E8E MEHMAM= OOIEHE 2
=

4 4

_,_

oll

Z0t

UALCHIE

. 0leddt AIZ2E 2E2 2 Inter leave-
AT ZOMXIDINK AHH

USLICEH.
AR,

HAN Mode
upstream slow-max—interdelay <0-200> |ine- atsk

downstream slow-max—interdelay profile otef

)

interleave delay 2t2 0.5 ms &t®I&
SF interleave delay gt= 0.5 ms &I =

—

o
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Note U3000 Alelz2= JIE282z2 &ote interleaved delay gt0] 22 1.0ms &
HAEE N USLICH

min-ohm-rate & &

OHM(Over Head Message)= 7} At el o 2 BE] ] o] Z-5 o 72 JHW 5 3534 ALE3=

= 1
WA Y Th o] 2 d o] ofd 7EQI A} ol H A E S AFEE] JHE F 53R 7R}
3| AALE o S = 4 A5 U T wEbA OHM & AFE-3He Aol 7F9 A dlol g a8 S AH&3t=
=2 A= It g5t Min-ohm-rate & o] ol o 3+ A4 91Ut} Min-ohm-rate = A A s} H
o2 AMEE ALEHA A 8.

==l Mode p) =
. atst HIOIE = ohm 25 AMEE £&2 HSt=ZZ2 Kbps
—ohm— <1-256> N

upstream min-ohm-rate <1-256 line- cioj2 AEBHLICH

. profile ot OIOIH & ohm 22 MEE £T2| MEZZ2 Kbps
upstream min—ohm-rate <1-256> Cloj2 AEELICH

Note U3000 Az JIgdez A6t8 min-ohm-rate g0l 22t 5Kbps 2
HEEN ASLICH

Alarm profile & &

Alarm profile2 AIAEIN 2FIF ZMoIHS [ SNMP Trap=S AtE0ol =
AlarmOil OHet L2 = GtLISl EMo 2 HEHOINW MUIA ZEN H2E = JUESF o= JLLICH
0l AHIA S40 et detlle 27 & JIES 28 ZTEW & £ =
He| g LICh.

Alarm profile2 AFEXIF &F& 2 0l LA B (Threshold)E OIFHELICH. “4.1
Ofle] 2 sl 8017 O D= SLUGHH 158 SHRZE 220 0SS &0l5t1D, AlEXD

S0 AE SNMP TrapsS LHEEHLICH

CtES2 Alarm profile2 & &8ot= S-HALICH. Alarm profile &8 252 =0WHIIA™, Global
48 PN O S8UHE ASSHYAIL.

=R 0 Mode J| =
alarm-profile profi/e-name Global Alarm profile &8 &=z SHZLICH
HE0 Mode p) =
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thresh-15min-crc <0-900> CRC XI5 AlZ2tel AHgls 3L, HRl= =Lt
thresh-15min-ess <0-900> ESs XI5 AlZ2tel LAHgE dF3ELIT. SHf= =LLIC
thresh-15min-fecs <0-900> RECs A= Al2t2l 2AHigts S&F&LICH. ®®l= =L
thresh—-15min-lofs <0-900> LOFS XI5 AlZtel Hgts 43eLILH. ©H®e =LLIC.
thresh-15min-lols <o—900>pAr'oa‘friml‘e LOLS XI& Al2tel @Xzs SFelc. o9l= =L/
thresh—-15min-loss <0-300> LOSS KI5 AlZtel Hgts 43eLICH ©H®e =LLIC.
thresh-15min-Iprs <0-900> LPRs XI5 AlZtel Ligie d38LICH. S@fle =Lt
thresh—15min-sess <0-900> SES XI5 AlZ2+2l Higts & ELICH. H@HRl= =-LIC.
thresh—15min-uass <0-900> UAS RIS Al2tel 2igt= &Lt ®39l= =L
==Y Mode p) =

set alarm-profile profi/e-name add port-number Interface

13.2.6. System profile & &

Line profile O] JIYA LE g HAHol= HAilt= Y2l system profile
Z2H ML= §=552 [SYULICH. System—profile Off E8E 52 2=

HELA SLCH

HEL 110

Profilel LIES EFELICH OUSS 2 UHEss £3E W AIScte 80 LICH
HEN Mode J| =
ads|-safe-mode ADSL safe mode
band-plan Band Plan
bit-swap Bit Swap
ham-band E’fzfrg HAM Band
psd-mask-|level| PSD Mark Level
rfi-band RFI| Band
t lan-safe-mode TLAN safe mode 2| &2 HRE Z &S

13.2.6.1. band-plan &3

U3000 AlelZ2= CHst Band

| =
Y s ZEE AR £

Ot=RI0 B 80l N& Jtsolll HE0 AP A MBIl X240
USLICH.
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0.640 3.7 5.2 8.5 12 18.1 30 Mhz
U1 u2 us3
«— 4-Band 998 -
l—— 5-Band 998 16.0M|—=|z
¢ 6-Band 998-U3 off - ;.7MHz
'« Fx100100TTC >
CtS2 band plan 2 2&8& [ AIEdl= HE0HLIC.
HAN Mode p) =
band-plan 0 Band Plan 998 3 (BP1_998_3)
band-plan 1 Band Plan 998 3 (BP2_998_3 or BP998_3B_8_5M)
band-plan 2 Band Plan 998 4 (BP3_998_4 or BP998_4B_12M)
band-plan 3 Band Plan 997 3 (BP4_997_3 or BP997_3B_7_1M)
band-plan 4 Band Plan 997 3 (BP5_997_3)
band-plan 5 Band Plan 997 4 (BP6_997_4 or BP997_4B_7_1M)
band-plan 6 Band Plan Flex (BP7_MXU_3 or FLEX_3B_8_5M)
band-plan 7 Band Plan Flex (BP8_MXU_2)
band-plan 8 Band Plan 998 6 (BP998_6B_30A)
band-plan 9 Band Plan 998 2 (BP10_998_2 or BP998_2B_3_8M)
band-plan 10 Band Plan 998 2 (BP11_998_2)
band-plan 11 Band Plan 998 3 (BP998_3B_17000_4K)
band-plan 12 system- Band Plan Flex (BP13_MXU_3
band-plan 13 profile Band Plan Flex (BP14_MXU_3)
band-plan 14 Band Plan 998  (BP15_998_138_32000
band-plan 15 Band Plan 997  (BP16_997_4B_4P
band-plan 16 Band Plan 998 138 4400 (BP17_998_138_4400)
band-plan 17 Band Plan 997 138 4400 (BP18_997_138_4000)
band-plan 18 Band Plan 997 32 4400  (BP19_997_32_4000)
band-plan 21 Band Plan 998 138 4400 Option Band
band-plan 22 Band Plan 997 138 4400 Option Band
band-plan 23 Band Plan 998 138 16000
band-plan 24 Band Plan 998 3B 8KHz
band-plan 25 Band Plan 998 138 17600
band-plan 26 Band Plan CH1 3
band-plan 27 Band Plan CH1 4
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13.2.6.2. rfi-band &3
HAM CHE el Re 2 K= &3 d&= =0/J| fof £&E0] Zot= Ot0tFEN =Lt HEE A2
Ot 2&= dFE £ UASBLICEH. RFI Band = 13 HOIH =2 AIE0HA X5 d4F3E = U
SLICH. Rfi-band € A&otdH O3 TEAHE AMEELIC.
H3EN Mode p) =
rfi-band 1 {on|off} 1.810 — 1.825 MHz: ANNEX F
rfi-band 2 {on|off} 1.810 - 2.000 MHz: ETSI, T1ET1
rfi-band 3 {on|off} 1.9075 - 1.9125MHz: ANNEX F
rfi-band 4 {onloff} 3.500 - 3.575 MHz: ANNEX F
rfi-band 5 {on|off} 3.500 - 3.800 MHz: ETSI
rfi-band 6 {on|off} 3.500 - 4.000 MHz: T1ET
rfi-band 7 {onloff} 3.747 - 3.754 MHz: ANNEX F
rfi-band 8 {on|off} 3.791 — 3.805 MHz: ANNEX F
rfi-band 9 {on|off} 7.000 - 7.100 MHz: ANNEX F, ETSI
rfi-band 10 {on|off} 7.000 - 7.300 MHz: T1E1
rfi-band 11 {onloff} System— 10.100 — 10.150 MHz: ANNEX F, ETSI, T1E1
rfi-band 12 {onloff} profile 14.000 - 14.350 MHz: ANNEX F, ETSI, T1E1
rfi-band 13 {onloff} 18.068 — 18.168 MHz: ANNEX F, ETSI|, T1E1
rfi-band 14 {on|off} 1.800 - 1.825 MHz: HAM Band 1
rfi-band 15 {on]off} 3.500 - 3.550 MHz: HAM Band 2
rfi-band 16 {on|off} 3.790 - 3.800 MHz: HAM Band 3
rfi-band 17 {on|off} 1.800 - 1.810 MHz: RFI Notch
rfi-band 18 {onloff} 21.000 - 21.450 MHz: ANNEX F, ETSI, T1E1
rfi-band 19 {on|off} 24.890 - 24.990 MHz: ANNEX F, ETSI, T1ET1
rfi-band 20 {onloff} 28.000 - 29.100 MHz: ANNEX F, ETSI, T1E1
rfi-band 21 {onloff} 28.000 - 29.700 MHz: ANNEX F, ETSI, T1ET1
rfi-band all {on|off} ALL Bands
13.2.6.3.  ads|-safe-mode, tlan-safe-mode & &
ads|-safe-mode = ADSLY}t 2t& =, tlan—safe-mode= TLAN 12| Z2t& = E A 3totd| fIst
SAULICH. 222 Enable2 H&GHH ADSL/TLAN =Iba CHEY W 20801 U= 222
Blocking AIZIH &30 2+&0] LXK 2= =0 HE2 ArSSHA ELICH
Ct22 adsl-safe-mode, tlan-safe-mode E S&&E [ AtZEot= FEHLLICH
o 24 0f Mode Jl S
ads|-safe-mode {enable|disable} Systemprofile ads|-safe-mode 2 A0S &AX
tlan-safe-mode {enableldisable} tlan-safe-mode 2 AI20E AX
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- —
Note ads|-safe-mode, tlan-safe-mode £ enable & AMEE 2R 3 U4dYE9
F0+Z blocking AI2IE2Z data rate 0| &8X 20 &H U2 = JA2B=2

JIZ2H2Z disable ot AFEGHAIDI BHELICH.

13.2.6.4. psd-mask—-level &&

=
U

HH
[0

M2 AEEZ A (PSD ; Power Spectrum Density)= dMEE

0|2 XZEGIH 22 Fh HENA Mg 282 22X 21

HSE H HelH 012 Noisez QAIGHH SAI0 2H&0] LAs

PSDO| AlStgt (MASK-Level)S E=2=2 Hold USLICH. U3000 A
X

=
Level 2 #&E %= USLICH.

Z LIEtYW Hez
A5 LICH. PSDIt
b, ZJeHA Ol &t
VOSL 2tolel PSD MASK

O A
>

0
[s zo Mo 4>
M o> gor
-
o

v

CHS2 PSD NASK Level 2 &FE [ AHSots YYOIYLICE.

HAEN Mode p) =
psd-mask-level default—psd Default PSD
psd-mask—level etsi—-mi-cab Etsi M1 cab
psd-mask-level etsi-m2-cab Etsi M2 cab

psd-mask—level itu-t-annex—f ITU-T Annex F (Japan)
psd-mask-level ansi-mi-ex Ansi M1 Ex
. System- .
psd-mask—level ansi-m2-ex orofile Ansi M2 Ex
psd-mask-level etsi-m1-ex—p2 Atsi M1 Ex P1
psd-mask—level| etsi—-m2-ex—p2 Atsi M2 Ex P2
psd-mask-level ansi-mi-cab Ansi M1 cab
psd-mask-level psd-china Psd china
psd-mask—level etsi-mi-ex—p1 Etsi M1 Ex P1

13.2.6.5. Ham-band &3

U3000 Al2IZ2] VDSL &
bandZ2 QloH A VDSL
band2f &2 2t&d S I

It Ham bandot Z& &0 UASLICH. DfLt, Ham

ct

6
USLICH. AFZ A AE8iSH Ham bandE A& 6l
|

QUSLICH. U3000 Al2l= AFEXH= Ham
Ham bandE AIEotAl X&5 &8s &
XN &A= dFoH e HHOE

A0 Mode p) =

ham-band 1 {on|off} 1.800 = 2.000 MHz: Amateur Radio
ham-band 2 {on|off} 2.173 = 2.191 MHz: GMDSS

ham-band 3 {on|off} 2.850 — 3.155 MHz: Aeronautical Comm.
ham-band 4 {on|off} 3.400 - 3.500 MHz: Aeronautical Comm.
ham-band 5 {on|off} 3.500 - 3.800 MHz: Amateur Radio
ham-band 6 {on|off} 3.800 - 4.000 MHz: Aeronautical/Broadcasting
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ham-band 7 {on|off}
ham-band 8 {on|off}
ham-band 9 {on|off}
ham-band 10 {on|off}
ham-band 11 {on|off}
ham-band 12 {on|off}
ham-band 13 {on|off}
ham-band 14 {on|off}
ham-band 15 {on|off}
ham-band 16 {on|off}
ham-band 17 {on|off}
ham-band 18 {on|off}
ham-band 19 {on|off}
ham-band 20 {on|off}
ham-band 21 {on|off}
ham-band 22 {on|off}
ham-band 23 {on|off}
ham-band 24 {on|off}
ham-band 25 {on|off}
ham-band 26 {on|off}
ham-band 27 {on|off}
ham-band 28 {on|off}
ham-band 29 {on|off}
ham-band 30 {on|off}
ham-band 31 {on|off}
ham-band 32 {on|off}
ham-band 33 {on|off}
ham-band 34 {on|off}
ham-band 35 {on|off}
all {onloff}

4.200 - 4.215 MHz: GMDSS
4.650 - 4.850 MHz: Aeronautical Comm.
5.450 - 5.730 MHz: Aeronautical Comm.
5.900 - 6.200 MHz: DRM Radio
6.300 - 6.320 MHz: GMDSS
6.525 - 6.765 MHz: Aeronautical Comm.
7.000 - 7.200 MHz: Amateur Radio
7.200 — 7.450 MHz: DRM Radio
8.405 - 8.420 MHz: GMDSS
8.815 - 9.040 MHz: Aeronautical Comm.
9.400 - 9.900 MHz: DRM Radio
10.005 - 10.100 MHz: Aeronautical Comm.
10.100 - 10.150 MHz: Amateur Radio
11.175 - 11.400 MHz: Aeronautical Comm.
11.600 - 12.100 MHz: DRM Radio
12.570 - 12.585 MHz: GMDSS
13.200 - 13.360 MHz: Aeronautical Comm.
13.570 - 13.870 MHz: DRM Radio
14.000 - 14.350 MHz: Amateur Radio
15.010 - 15.100 MHz: Aeronautical Comm.
15.100 - 15.800 MHz: DRM Radio
16.795 - 16.810 MHz: GMDSS
17.480 - 17.900 MHz: DRM Radio
17.900 - 18.030 MHz: Aeronautical Comm.
18.068 - 18.168 MHz: Amateur Radio
21.000 - 21.450 MHz: Amateur Radio
24.890 - 24.990 MHz: Amateur Radio
26.965 - 27.405 MHz: CB Radio
28.000 - 29.700 MHz: Amateur Radio
1~35 2| 2= YOl CHoll #&FELICEH.

13.2.8. Interface A&

E3A interface0l VOSLDH 2gE &3

o
_O'ﬂ
rr
0z
0T
)
c
o

Interfacelll 2&d= H&Z 6tJ| ?oiAl= interface &8 2Z&=2 =HII0F &LICH.

o 2 0f Mode Il S
interface /FNAME Global Interface 48 252 S0 2LICTH.
interface 2E0AM VOSLOI 2HE 328 H&&LIC. OS2 4 Uss €838 il AMt=ZEote=
HIAAHYLIC
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_,_——————-"-_------.-.-.-......

Mode

service-alarm—profile

. . . Line—-profile
service—-line-profile

vds|—-custom-set

J| =
Interface®f HZ& JIX TES
22| &Ll Ch.

InterfaceOll ® =& alarm-profiles2

SAHELICH

ME8 |ine-profiles

A e LIC

VOSL ZE0 2&E stream
IgégilmeWMHMw

Ot Ol gtol At=Z=ELICH

Inter faceOl

=3
BA =

13.3. VDSL &&d &Y

13.3.1. Alarm-profile & &9l

AHE alarmprofilel S

8480

Show alarm—profile
PROF | LE_NAME

Mode J|
Enable / Alarm-

. HdFE
profile

& alarm-profilel &H

or

= =
= =

ro
o
c
[l

VOSL2#1# show alarm—profile

VOSL Alarm Profile

Alarm Profile Name : DEFVAL
Thresh 15min FECs : 0
Thresh 15min ESs 0
Thresh 15min SESs 0
Thresh 15min LOFs 0
Thresh 15min LOSs -0
Thresh 15min LPRs : 0
Thresh 15min LOLs : 0
Thresh 15min LOMs 0
Thresh 15min UASs -0
Thresh 15min CRC Count : 0

Alarm Profile Name
Thresh 15min FECs
Thresh 15min ESs
Thresh 15min SESs
Thresh 15min LOFs
Thresh 15min LOSs
Thresh 15min LPRs

. vd-al

O O O O oo
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Thresh 15min LOLs 0
Thresh 15min LOMs 0
Thresh 15min UASs : 0
Thresh 15min CRC Count : O

13.3.2. line-profile & &0l

Mg

SHE line—profilel HEZE &0I&LIC.

or

g30] Mode |

Show line-profile Enable / line- JU . o
23 - o] HNEZ 50I&HL
PROF | LE_NAME profile l'ine-profile | Ct

VOSL2#1# show |ine-profile

VDSL Line Profile

Profile Name . DEFVAL
Line Type : Auto Detect All xDSL
Option Band Plan : (0) Exclude Option(USO) Band
Band Modifier TX © (1) All Tones On
Band Modifier RX © (1) All Tones On
Rate Adaptation Mode : StartUp
Up Slow Rate Ratio : 0
Down Slow Rate Ratio : 0
Up Slow Max Rate : 200000 Kbps
Up Slow Min Rate : 0 Kbps
Down Slow Max Rate : 200000 Kbps
Down Slow Min Rate : 0 Kbps
Uo  Slow Max Interdelay : 1.0 ms (milliseconds)
Down Slow Max Interdelay : 1.0 ms (milliseconds)

Up  Maximum Margin :127.5 dB
Down Maximum Margin . 127.5 dB
Up  Min Noise Margin 5.0 dB
Up Target Noise Margin : 6.0 dB
Down Min Noise Margin 5.0 dB
Down Target Noise Margin : 6.0 dB
Up  Max Power : 63.75 dBm
Down Max Power : 63.75 dBm

Up  Slow Min Protection : 0.000 ms (milliseconds)
Down Slow Min Protection : 0.000 ms (milliseconds)

Power Mode : (2) 14.5 dBm
IFE RX Filter : (0) Internal Filter
IFE TX Filter : (0) Internal Filter

TCM (Trellis Code Modul.) : disable
G.Handshake 1 V43 A43
PBO Config : disable
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PBO Length : 100 meters
Profile Name : 100M
Line Type : Manual Customized
VDSL ANSI
VDSL2 ITU G993 2 8D
VDSL2 |ITU G993 2 12A
VDSL2 ITU G993 2 17A
VDSL2 ITU G993 2 30A
Option Band Plan © (2) Annex M 25 KHz ~ 276 KHz (6-64)
Band Modifier TX © (1) All Tones On
Band Modifier RX : (1) Al'l Tones On
Rate Adaptation Mode : StartUp
Up Slow Rate Ratio : 0
Down Slow Rate Ratio -0
Up Slow Max Rate : 200000 Kbps
Up Slow Min Rate : 0 Kbps
Down Slow Max Rate : 200000 Kbps
Down Slow Min Rate : 0 Kbps
Up  Slow Max Interdelay : 1.0 ms (milliseconds)
Down Slow Max Interdelay : 1.0 ms (milliseconds)
Up  Maximum Margin 2 127.5 dB
Down Maximum Margin 2 127.5 dB
Up  Min Noise Margin 5.0 dB
Up Target Noise Margin : 6.0 dB
Down Min Noise Margin 5.0 dB
Down Target Noise Margin : 6.0 dB
Up  Max Power : 63.75 dBm
Down Max Power : 63.75 dBm
Up  Slow Min Protection : 0.000 ms (milliseconds)
Down Slow Min Protection : 0.000 ms (milliseconds)
Power Mode : (2) 14.5 dBm
IFE RX Filter : (2) U1 External Filter
IFE TX Filter : (2) U1 External Filter
TCM (Trellis Code Modul.) : disable
G.Handshake : V43 B43
PBO Config : disable
PBO Length : 100 meters
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13.3.3. system-profile 8 £ &0l

™= systemprofilel EEE &OIEHLICH

g230 Mode p) =
Show system-profile Enable / system- e ol MU= =
2ot — _ o= %. L .
PROF I LE_NAVE profile system-profile= o
VOSL2#1# show system-profile
VDSL System Profile
Configured Current Working
Band Plan : (8) Band Plan 998 6 (BP998_6B (Same to left)
PSD Mask Level : (11) PSD K (Korean M1 FTTCab) (Same to left)
TLAN Safe Mode : disable (Same to left)
ADSL Safe Mode . disable (Same to left)
Bit Swap : disable (Same to left)
HAM Band : All Bands Disable (Same to left)
RFI Band : Al'l Bands Disable (Same to left)
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Interface &8 &

InterfaceOll &&= VOSLOI 2= H2E =L

show port alarm-profile

show port bit—loading
show port cpe-status

show port cpe-version

show port |ine—ewl

show port line—profile
show port line-rate

2k
show port |ine-snr

show port vdsl-chan—perf-

show port vdsl-major

show port vdsl-perf—count
vds|—per f-

)

or

PortOll 2= alarm—profile &2E BEWHSLIC

PortOfl A& & CPE2Ql AEH @E% E@SLIEP
PortOil HZ & CPESl BH& It
SHSLIC
2t port2l EWL(Eletronic Wire Length)2 =&X]
d8E 20 &ELIC
PortOl & lineprofile 8328 2WSLICH
2t portQl line-rate 828 20 &LICH
port2l SNR, Authentication, Tx PowerOff 2
HdEE 2EsUC

2+ portll AlIZHOHl HIEFE = VDSL CHAN PERF S A
d8E 20 &ELIC

ort2l =R8& itemll HtE= & VOSL PERF S H|
HdEE 2&sUC

2+ portll VDSL PERF SH HE2E EWHSLICH

PortOff 8 && bit-loading 822 E0WSLICH

51 Mu=
\_ o =2

o
on
2
]
ol

o

2f port2l AIZHOl HBIES = VOSL PERF SH HEEE

2HsSLICH
2t port2l VOSL PTMP SH HEE2E Z20SLICH

=
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